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Abstract: Since the Cloud environment is prone to many attacks we are implementing a Big Data based
centralized log analysis system to identify the network traffic occurred by attackers through DDOS, SOL
Injection, and Brute Force attacks. The log file is automatically transmitted to the centralized cloud server
where big data is initiated and uses a tool called Hadoop to process the huge amount of log files that are
being sent to big data. If an attacker attacks any files then it will be compared with the attack dataset that is
maintained here to detect the attacks that are being used by the attacker. This system also helps in storing
the information of all registered users, and their files which get uploaded to the cloud server and
downloaded from the server and IP addresses in order to view any attacks that may occur in the future. All
this stored information is maintained securely using SOL which is a backend process. Thus we are
implementing a system that delivers a very high performance as well as very efficient results in categorizing
the attacks. Since the Hadoop tool is being used in the system, this system is able to increase its scalability
and achieves a faster detection of attacks like DDOS, SQL Injection, and Brute Force attacks. This system
can play a vital role in various organizations to safeguard their privacy. Data integrity, Data
confidentiality, and non-repudiation can be achieved by using this system. Finally, we can say that this
system avoids any faults that occurred in the previous system that was invented before this.
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I. INTRODUCTION

Big data is generally used to process a huge amount of files or any data within a short period which helps the certain
system to improve their efficiency. The challenges include analysis, capture, time duration, search, sharing,storage,
transfer, visualization, and privacy violations. The larger data set has more tend more than the smaller dataset because a
larger data set may be used to compare the variety of data to prevent diseases in the medical area.to avoid crimes in
society, and also to spot business trends. we can implement big data in our project because everyemployee has instructed
information so we can make an analysis of thisdata. Big data is a term utilized to refer to the increase in the volume of data
that is difficult to store, process, and analyze through traditional database technologies. Big data has the nature of
translating the given data to a certain extent by performing some processes for it. The term “big data” is relatively new in
IT and business. However, several researchers and practitioners have utilized theterm in previous literature. For instance,
referred to big data as a large volume ofscientific data for visualization. Several definitions of big data currently exist.
Meanwhile and defined big data is characterized by three Vs: volume, variety, and velocity. The terms volume, variety,
and velocity were originally introducedby Gartner to describe the elements of big data challenges. IDC also defined big
data technologies as “a new generation of technologies and architectures, designed to economically extract value from
verylarge volumes of a wide varietyof data, by enabling the high-velocity capture, discovery, and/or analysis.” specified
that big data is not only characterized by the three Vs mentioned above can also extend to four Vs, namely, volume, variety,
velocity, and value This 4V definition is widely recognized because it highlights the meaning and necessity of big data.

1.1 System Overview

The aim of this project is to identify the attacks like Brute Force attacks, SQL Injection, and DDOS attacks which could
cause major threats to the cloud environment by stealing the sensitive pieces of information of the users like bank account
details, user login credentials, and their other privacy details. This project helps the user to avoid any malicious websites
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by sending a warning pop-up message with the help of the SQL log file. This project also holds the information of all the
previously registered users in order to avoid any difficulties in the future. This project will help to improve the security
features at a very high rate and also provides very high performance and scalability with the help of the Hadoop tool. The
reason for the system’s high scalability is due to the Hadoop tool which processes a very huge amount of data within a
short period.

III. LITERATURE SURVEY
Alexander Tolstoy & et.al.,(2016).[1]: Today we witness the appearance of some additional to Big Data concepts:data
lakes and fast data. Are theysimply the new marketing labels for the old BigData IT or really new ones? Thus the key goal
of the paper is to identify the relationship between these three concepts, giving special attention to their application to
information security (IS) issues. The reason lies in the fact that volumes of IS-related information is one thing, but the
real problem for securingenterprises’ IT infrastructure assets is the speed with which things related to IS happen. Thus to
conclude that this paper deals with Big Data which improves this system’s scalability
Hussein T.Mouftah & et.al.,(2016).?' : The digitalization of our day-to-day activities has resulted in a huge volume
of data. This data, called Big Data, is used by many organizations to extract valuable information either to take marketing
decisions, track specific behaviors or detect threat attacks. The processing of such data is made possible by using multiple
techniques, called Big Data Analytics, which allow getting enormous benefits by dealing with any massive volume of
unstructured, structured and semi-structured content that is fast changing and impossible to process using conventional
database techniques. However, while Big Data represents an immense opportunity for many industries and decisions
makers, it also represents a big risk for many users. This risk arises from the fact that these analytics tools consist of
storing, managing and efficiently analyzing varied data gathering of all possible and available sources. To conclude, This
paper provides a detailed review on challenges of data privacy by providing some protection techniques.
Karim Abouelmehdi & et.al.,(2016). ®!: With the growing development of data, it has become increasingly vulnerable
and exposed to malicious attacks. These attacks can damage essential properties such as confidentiality, integrity, and
availability of information systems. To deal with these malicious intents, it is necessary to develop effective protection
mechanisms. In this paper we will indicate the main risks arising in Big Data and existing security mechanisms, we focus
on Hadoop security and its components because it remains the required Framework for the management and processing
of big data. To conclude that this paper helps to minimize the number of risks that could possibly occur in the system,
Elisa Bertino & et.al.,(2016). 4l; Recent technologies, such as [oT, social networks, cloud computing, and data analytics,
make today possible to collect huge amounts of data. However, for data to be used to their full power, data security and
privacy are critical. Data security and privacy have been widely investigated over the past thirty years. However, today
we face new issues in securing and protecting data, that result in new challenging research directions. Some of those
challenges arise from increasing privacy concerns with respect to the use of such huge amount of data, and from the need
of reconciling privacy with the use of data. Other challenges arise because the deployments of new data collection and
processing devices, such as those used in IoT systems, increase the attack potential. Thus to conclude that this paper has
discussed the relevant concepts and approaches for Big Data security and privacy, and identified research challenges to
be addressed to achieve comprehensive solutions to data security and privacy in the Big Data scenarios.

IV.METHODOLOGY
The proposed system makes use of four modules that work together to build an efficient attack identification system
which contains modules like Cloud Establishment, User Interface, Logfile Generation, Logfile Analysis Using Bigdata,
Attack Analysis, And Categorization. The behavior and working of the above-mentioned modules are represented in the
following figures.

4.1 Cloud Establishment

This module deals with the establishment of the cloud which is done by creating an app on the Dropbox cloud. Netbeans
IDE is used here to run java code as a mediator to link the cloud server. After completion of the connection, the
administrator can upload the files to the cloud server by proving the login details. Then Users can request these uploaded
files from the cloud server. Thus Both the File upload and the file request are handled by the main Cloud Server. This
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system uses Dropbox cloud to improve this system’s security feature by generating tokens once in a while in order to

prevent any entry of an unauthorized person to access the cloud.
CLOUD ESTABLISHMENT

Grant File Permissions

App Creation
Generate Tokens

1

ADMIN Cloud Server

Access Secret Key
Figure 1: Cloud Establishment

4.2 User Interface

In this module a user interface gets implemented for interaction between the user and system. a dialog box will be
generated for various processes like server creation, user registration, user login, file uploading, file downloading Attack
identification, etc. when a user’s IP gets blocked a pop-up message gets appears to notify the user for warning purpose.

This module helps the user to easily interact with the system which simplifies certain processes that take place here.
USER INTERFACE

User Registration

File Download
> File Request

Dialog box for
Servers

Execute java code
Dialog box for
users

Dialog box for File
Operation

Figure 2: User Interface

NetBeans IDE Cloud Server

4.3 Log File Generation

In this module A SQL server log file gets generated for every process that gets implemented in this system like server
creation, user registration, file uploading, file downloading, attack identification, and Blocking of the illegitimate user’s
IP, etc. This generated Log file helps to maintain the records of a database containing users’ information and their system’s
information as well. In this log file, other activities also get maintained like time entity, request entity, and List of all
blocked clients, and files as well.
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LOG FILE GENERATION

File Download

File Request
Block IP 2

Log File Generation
Unauthorized Brute Force Attack
User Cloud
Server

Figure 3: Log File Generation
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4.4 Log File Analysis Using Bigdata

This module plays a major role in processing all the files that have been uploaded to the cloud server and downloaded
from the cloud server using the big data tool called Hadoop. All of the personal information that has been collected from
the user for the login process gets stored in the SQL log file and this information gets maintained securely over there.
Whenever administrator wants these stored data they can easily access these data from the SQL server without any

difficulties. Thus this module helps the system to improve its security feature.
LOG FILE ANALYSIS USING BIG DATA

»
Hadoop Creation

Execute java code

User Registration
File Download )

.: ; File Request

Authorized
Figure 4: Log File Analysis Using Bigdata
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4.5 Attack Analysis And Categorization

This module will play a major role in identifying the attacks like Brute Force Attacks, SQL Injection, and DDOS attacks.
The Hadoop tool has been connected to this module which makes the system easily analyze and identify the attacks within
a short period. When an illegitimate user has been found their IP gets blocked by this module so that there will be no
more occurrence of such users in the future. The SQL log file gets linked to this module so when an illegitimate user’s IP
gets blocked this information gets maintained over the SQL log file for future reference.

Copyright to IJARSCT DOI: 10.48175/IJARSCT-7633 269
www.ijarsct.co.in



(/ IJARSCT ISSN (Online) 2581-9429

P ® International Journal of Advanced Research in Science, Communication and Technology (IJARSCT)

IJARSCT

Volume 2, Issue 3, November 2022
Impact Factor: 6.252

ATTACK ANALYSIS AND CATEGORIZATION
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Figure 5: Attack Analysis And Categorization

V. EXISTING SYSTEM
The Existing does not get implemented with the Bigdata tool. Since this system does not use the Bigdata tool, only a
limited amount of files or any data can be processed. Time taken to perform certain activities like file downloading and
uploading will be increased as well. This system is not able to block a certain user’s IP if that user tends to be illegitimate.
Even if that attack has been identified there is a high percentage of chance of occurrence of these attacks since there is no
blocking process involved in this system.

5.1 Disadvantages
e Generally, once the Attack is identified, that particular request is declined. There is no further blocking system
of that IP implemented.
e The performance that has been produced by this existing system is not that high and efficient
e Only A limited amount of data can be used by this existing system since it does get implemented with the
concept of Big Data.

VI. PROPOSED SYSTEM

Netbeans IDE has been used in this system to run the java code for various processes like user registration, Attack
identification, etc. This system also stores the pieces of information of all registered users and their files which get
uploaded to the cloud server and downloaded from the server using an SQL log file. The registered user can securely
perform certain activities like file uploading and downloading using Dropbox cloud. Even if an illegitimate user tries to
get in, they will be easily get found with the help of a dataset containing all the user’s information which gets maintained
on the SQL log file. This system has been implemented with a Bigdata tool called Hadoop. This Hadoop tool helps to
process a huge amount of files so that File downloading and uploading can be finished within a short period. Thus this
system provides high scalability as well as improved performance and efficiency.
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VII. IMPLEMENTATION

This system uses 5 modules.

1.  Cloud Establishment

2. User Interface

3. LogFile Generation

4.  LogFile Analysis Using Bigdata

5. Attack Analysis And Categorization
These modules collaborate to make this system more efficient. Each module has different functions for this system and
the details of the working of these modules have been explained. This system gets implemented by using NetBeans IDE
which helps to process the java code for various processes like attack identification, storing user pieces of information,
and connecting to the cloud server. At first in the Cloud Establishment module, DropBox cloud has been established by
creating an app where all the files get stored here so that in the future it will be useful for the user to download it securely.
This Dropbox can perform various activities like file insertion, deletion, and modification of the files which has been
stored there. In the User Interface module, A dialog box gets created for the admin to upload the file to the server by
giving the appropriate name and password as well as for the users to register their details to sign in to download files from
the server by giving the already registered name and password. In the Log File Generation module, A SQL log file gets
maintained to store all the information of the user like their IP, login credentials, etc to make sure to prevent any
illegitimate user from getting signed in to any web browser. This SQL log file also maintains the dataset of already found
attacks in the system to prevent any further occurrence of these attacks in the future. In Log File Analysis Using the
Bigdata module, A Hadoop tool has been used in this module to process huge amounts of files for downloading, uploading
as well as storing so the time to perform all these activities gets reduced which increases the system performance as well
as its scalability. In the Attack Analysis And Categorization module when a user tends to sign in by giving the name and
password the system checks by matching these login credentials with the details that have been already stored in the SQL
log file to find any presence of the illegitimate user. If the user gives any incorrect login credentials they tend to be
recognized as illegitimate thus their IP gets blocked and the attacks that they used will be categorized by analyzing the
attack dataset that has been maintained in the SQL log file once the attack has occurred matches with the dataset in SQL
log file then warning will be shown to the user by creating a pop message of that identified attack which can be Brute
force attack, SQL Injection attack, and DDOS attack.

VIII. CONCLUSION

For every different Cloud Data, most servers need to deploy several servers for Attack Detection not yet deployed for
most effective systems. In the current Manualdetection of Attacks process, There is no scope for scalability of the
detection database. In thecase of a heavily loaded transaction, the attacker either steals the data ortries to deny genuine requests.
Nowadays there are multiple Attacks happening in cloud environments but there is no that is no Auto detection process
that is meantto prevent these attacks. Thus the project concludes that through this system we identify the attacks and log
files separately. we can also view the attacker's name, IP address, file details, and type of attack details will be shown to
the admin.

8.1 Future Scope

This system has a very high potential for future modifications and improvements and is easyto implement so that it can be
easily deployed in other areas such as various websites like Shopping websites, Educational websites, Amount
transactions websites, email id as wells as Online apps used for video conferencing, phone calls, etc. The introduction
of newer technologies could also be a further future improvement let’s say the use of advanced versions of the tools that
had been implemented in this system could lead to something more productive and a really effective method if deployed.
As we are well aware the world is going digital now and it makes sense to improve security features in all the tools that
we have been using in our everyday life. Hence This system can help to keep the various organizational information
hidden thus outsiders will not have the opportunity to have these details bringing disclosure to unwanted people. It also
improves the trust between the users and the company by maintaining their products’ security at a higher level which
helps society to develop at a very high rate.
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