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Abstract: OR codes have become an essential part of modern digital services, particularly for
online payments, website access, information sharing, authentication, and contactless
transactions. However, the increasing use of QR codes has also created opportunities for
cybercriminals to distribute fake or tampered QR codes that redirect users to phishing websites,
fraudulent payment pages, malicious links, or unauthorized payment requests. To address this
security concern, this paper presents a Fake QR Code Detection (FORD) system designed to
assess the security of scanned QR codes before users interact with the associated content. The
proposed framework performs multiple security checks, including URL analysis, blacklist
verification, domain-age analysis, suspicious keyword detection, brand impersonation detection,
and payment-risk assessment. Instead of depending only on previously reported malicious URLs,
the system combines multiple indicators to identify suspicious QR codes that may not yet be
present in existing blacklists. The results obtained from these checks are combined to classify
each scanned QR code into three categories: Safe, Suspicious, or Dangerous. This multi-signal
approach improves the ability to detect both known and potentially emerging QR-based threats
while providing users with a clear and understandable security result. The system is intended to
provide an additional layer of protection against QR-based phishing, payment fraud, and website
impersonation. By performing security analysis before the user proceeds to the detected URL or
payment request, the proposed FOQRD framework can help reduce the risk of financial loss,
credential theft, and other forms of cyber fraud. The proposed approach demonstrates how
automated QR analysis and multiple security indicators can be integrated into a practical security
solution for safer and more informed use of QR codes in everyday digital transactions..

Keywords: Fake QR Code, QR Security, QR Fraud Detection, Phishing Detection, URL Analysis,
UPI Security

L. INTRODUCTION

QR codes are widely used for payments, website access, authentication, and ticketing, but their convenience has made
them a target for cybercriminals. Attackers can swap genuine codes for fraudulent ones that redirect users to malicious
sites, steal sensitive data, or trigger unauthorized payments. Traditional defenses like static blacklists and HTTPS
checks fall short, since newly created phishing domains often go unlisted and HTTPS alone doesn't prove legitimacy. A
stronger approach analyzes multiple signals together: domain age, URL structure, suspicious keywords, blacklist status,
brand similarity, and payment-request risk. This research presents a Fake QR Code Detection system that scans and
analyzes QR codes before users interact with them. It combines URL and domain analysis, blacklist verification, brand-
impersonation detection, and payment-risk assessment. Results are shown as clear classifications (Safe, Suspicious, or
Dangerous) with explanations of the detected risks. Scan history and reporting features further support user awareness
and security monitoring. The goal is to reduce exposure to QR-based phishing and payment fraud through a simple,
accessible security tool.
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II. LITERATURE REVIEW
The application of artificial intelligence and heuristic analysis to online fraud detection has been an active area of
research, particularly in email phishing, malicious websites, suspicious URL detection, and digital payment security.
Early security systems mainly depended on blacklists containing previously identified malicious domains. Although
blacklist-based methods are useful for detecting known threats, they are less effective against newly registered phishing
domains. Attackers can create new domains for individual campaigns and use them before they are identified and added
to security databases. This limitation is especially important in QR-code-based fraud, where malicious QR codes can be
distributed rapidly through posters, advertisements, messages, and online platforms.
To address these limitations, researchers have developed heuristic and machine-learning-based techniques for analysing
URLs and identifying suspicious characteristics. Commonly examined features include domain age, URL length,
HTTPS usage, unusual URL structures, special characters, and lexical similarity to trusted brand names. Typosquatting
detection is also widely used to identify domains designed to resemble legitimate websites. Research indicates that
combining several independent indicators generally provides more reliable detection than depending on a single
feature. For example, a fraudulent website may use HTTPS to appear trustworthy while having a recently registered
domain or a suspiciously similar brand name. This multi-signal approach forms the basis of the fraud-detection process
used in the proposed system.
QR-code fraud, commonly referred to as “quishing”, has received increasing attention because QR codes can hide their
destination from users before scanning. Unlike normal hyperlinks, a QR code presents information through a visual
pattern, making it difficult for users to determine whether it leads to a legitimate or malicious destination. Attackers can
replace genuine QR codes with fraudulent ones or distribute malicious codes through physical and digital channels.
Therefore, QR security solutions should analyse the encoded destination before allowing users to proceed. The
proposed system follows this approach by automatically analysing the URL obtained from a scanned QR code.
Another important research area is QR-based digital payment fraud. The increasing use of UPI and other real-time
payment systems has created opportunities for attackers to exploit users through fraudulent payment requests. One
example is a fake collect request, where a victim may believe that a payment, refund, or cashback is being received but
unknowingly approves a transaction that debits money from their account. Fraudsters may also use misleading payment
descriptions, fake rewards, or impersonation of trusted services. Therefore, QR-code security systems should include
payment-specific checks in addition to normal URL analysis.
Brand impersonation and social engineering are further challenges in detecting fraudulent QR codes. Attackers may
create websites and domains that closely resemble popular banks, payment platforms, shopping services, or other
trusted organizations. Small spelling changes, additional characters, or similar-looking domain names can make these
websites difficult for ordinary users to distinguish from genuine services. Brand-similarity analysis and URL structure
analysis can therefore provide additional evidence when determining whether a QR destination is suspicious.
Artificial intelligence and machine-learning techniques can improve fraud detection by analysing multiple security
indicators together. Instead of depending only on a fixed blacklist or individual rule, an intelligent system can evaluate
different characteristics and generate an overall risk assessment. However, the effectiveness of machine-learning
approaches depends on the quality of training data and the ability of the system to adapt to new fraud patterns. For this
reason, combining Al-based analysis with rule-based security checks can provide a more flexible approach for QR-
code fraud detection.
User awareness and explainability are also important aspects of cybersecurity systems. Simply displaying a message
such as “Unsafe QR” may not explain why the QR code is considered risky. Users may make better decisions when the
system clearly identifies the reason, such as a newly registered domain, suspicious URL structure, blacklist match,
brand similarity, or unusual payment information. A simple classification such as Safe, Suspicious, or Dangerous can
make technical security analysis easier to understand for non-technical users.
The proposed Fake QR Code Detection system combines these research concepts into a single security-oriented
application. The system analyses scanned QR codes using URL analysis, blacklist verification, domain-age checking,
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brand-impersonation detection, and payment-related risk analysis. The results of these checks are combined to provide
a clear risk classification before the user proceeds to the destination. The system also aims to maintain scan history and
provide security information to improve user awareness.

Another important consideration is the changing nature of cyber threats. Attackers continuously modify domains,
URLs, brand names, and payment messages to bypass existing detection techniques. Therefore, future fraud-detection
systems need regularly updated threat information and improved detection models. Real-time threat-intelligence
integration, larger datasets, improved machine-learning models, and advanced UPI fraud detection can further improve
the reliability of QR security systems.

Overall, existing research shows that no single technique is sufficient for detecting all forms of QR-based fraud.
Blacklists are useful for known threats, heuristic analysis identifies suspicious characteristics, machine learning can
identify complex patterns, and clear explanations improve user decision-making. The proposed Fake QR Code
Detection system combines these approaches to provide a practical, user-friendly security layer between QR scanning
and user interaction, helping reduce the risks of phishing, financial fraud, credential theft, and unauthorized
transactions.

The system can also support continuous improvement by recording detected patterns and using updated threat
information during future analysis. Maintaining a balance between detection accuracy and false warnings is important
so that legitimate QR codes are not unnecessarily blocked. Fast analysis is equally important because users generally
expect immediate results while scanning QR codes, especially during digital payments. Privacy should also be
considered when handling scanned URLSs, payment details, and scan history. Secure storage and controlled access can
help protect sensitive information processed by the application. These considerations can make the proposed system
more reliable, practical, and suitable for real-world QR-code security applications.

Market Survey

Dedicated, general-purpose QR fraud-detection apps remain uncommon compared to the scale of QR-code adoption
itself. Most existing QR scanner apps on mobile app stores focus purely on decoding speed and convenience features
(batch scanning, QR generation) rather than safety analysis. Where safety checks exist, they are typically bundled
inside a single bank's or payment provider's own app and are not available as an independent, provider-agnostic layer
that a user can rely on regardless of which app they ultimately use to complete a transaction. This leaves a clear market
gap for a free, standalone application that performs real-time risk analysis on any QR code, independent of the
destination service.

Research Gap

While substantial research exists on web-based phishing detection individually, few publicly documented systems
combine URL threat-intelligence checking, domain-age analysis, brand-impersonation detection, and UPI-specific
payment-fraud heuristics into a single, real-time, mobile-first tool aimed at the general consumer. This project
addresses that gap directly, and additionally integrates a conversational Al layer to make the resulting risk assessment
understandable to non-technical users.

III. PROPOSED METHODOLOGY
The proposed Fake QR Code Detection System uses a multi-step approach to identify whether a QR code leads to a
safe or potentially malicious destination. The methodology combines QR scanning, URL analysis, blacklist checking,
domain analysis, and risk evaluation.
A. QR Code Scanning
The user scans a QR code using the mobile application camera. The QR code is decoded to obtain the information
stored inside it.
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B. URL Extraction
After decoding, the system checks whether the QR code contains a URL. If a URL is found, it is extracted and sent to
the detection module for analysis.

C. Blacklist Verification
The extracted URL is compared with a database containing previously reported malicious or phishing URLs. If a match
is found, the QR code is immediately classified as Fake/Malicious.

D. URL Feature Analysis

If the URL is not found in the blacklist, the system analyzes different URL characteristics, including:
» URL length

* HTTPS usage

* Suspicious keywords

* Special characters

* Number of subdomains

* [P address usage

* Domain structure

* Suspicious domain extensions
* Redirection patterns

E. Domain and Brand Analysis
The system examines domain-related information such as domain age and similarity to known brand names. Small
spelling changes in trusted brand names may indicate typosquatting or brand impersonation.

F. Risk Score Calculation

The results obtained from different checks are combined to calculate an overall risk level. Based on the detected
characteristics, the URL is classified as:

* Safe — No significant suspicious characteristics detected.

» Suspicious — One or more potentially risky characteristics detected.

* Fake/Malicious — Strong indicators of phishing or fraudulent activity detected.
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G. Result Generation
The final classification is displayed on the mobile application along with the scanned URL and relevant warning
information. This allows the user to make an informed decision before opening the website.

H. Scan History
The scan result can be stored in the application database. Users can view previous scans and their corresponding
security results

IV. RESULTS AND DISCUSSION

The developed system is designed to provide a quick security assessment after scanning a QR code. The result screen
displays the detected URL along with its security classification. The system can identify known malicious URLSs
through blacklist checking and can additionally detect suspicious URLSs that may not yet be present in a blacklist. URL
structure, domain information, suspicious keywords, and brand similarity provide additional indicators for the final
decision. The multi-signal approach is useful because a newly created phishing domain may not yet appear in a
blacklist. In such cases, heuristic and domain-based analysis can provide an additional layer of protection. The system
is intended as a preventive security tool rather than a complete guarantee of safety. A legitimate website can sometimes
contain unusual URL characteristics, while a well-designed phishing website may appear normal. Therefore, combining
multiple indicators is more useful than depending on a single feature. The system also provides users with a clear and
understandable security result, allowing them to make safer decisions before opening the detected link. It can help
reduce the risk of phishing attacks, fraudulent payment requests, and unauthorized access to sensitive information. The
use of multiple security checks makes the detection process more reliable than relying on a single security parameter.
The system can also support user awareness by explaining potential risks associated with a scanned QR code. Overall,
the developed solution provides a practical and accessible approach for improving security during everyday QR code
usage.
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V. CONCLUSION
The proposed Fake QR Code Detection system provides a practical approach for identifying potentially unsafe QR-
code destinations. Instead of depending only on known malicious URLs, the system combines blacklist checking with
URL and domain-based analysis.
The system can help users identify suspicious QR codes before visiting potentially harmful websites or sharing
sensitive information. The mobile-based interface also makes the detection process simple for regular users.
However, QR-code security is a continuously changing problem because attackers can create new domains and modify
their techniques. Therefore, continuous updating of security databases and improvement of detection methods are
required.

VI. FUTURE SCOPE

The proposed system can be further enhanced by integrating machine-learning models trained on large datasets of
legitimate and malicious URLs to improve detection accuracy. Real-time threat-intelligence databases can be connected
to provide continuously updated information about newly identified malicious domains. Advanced brand-
impersonation and typosquatting detection can be implemented to identify fake domains that closely resemble trusted
brands. The system can also perform website content analysis to detect phishing forms, suspicious pages, and other
malicious indicators after scanning. Malware detection can be added to identify URLs that redirect users toward
harmful files or downloads. To improve transparency, an explainable detection mechanism can clearly show the
reasons behind a Safe, Suspicious, or Dangerous classification. In addition, browser protection features can warn users
before accessing suspicious QR destinations, while continuous security updates and notifications can provide improved
protection against newly emerging QR-based threats.
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