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Abstract: The rapid expansion of underground metro rail networks in metropolitan regions involves 

highly complex and hazardous civil engineering operations, particularly within confined spaces such as 

Tunnel Boring Machine (TBM) active zones, cross-passages, and deep ventilation shafts. These 

environments are inherently susceptible to catastrophic atmospheric anomalies, including sudden toxic 

gas accumulation (H2S, CO) and rapid oxygen depletion. Historically, industrial safety engineering has 

relied on traditional, static risk assessment tools like Failure Mode and Effects Analysis (FMEA) coupled 

with intermittent manual air quality testing. However, the critical limitation of this conventional 

approach is its reactive nature; it fails to capture sudden, life-threatening environmental fluctuations, 

leaving workers exposed to unseen hazards between manual testing intervals. To address this critical 

gap, this comprehensive research paper proposes a novel 'Safety 4.0' framework that integrates the 

Internet of Things (IoT) based real-time monitoring directly into the traditional FMEA structure. A 

robust hardware architecture utilizing continuous environmental sensors combined with edge-processing 

microcontrollers is conceptualized for subterranean deployment. This real-time data stream acts as the 

continuous input for a 'Dynamic FMEA' engine, which algorithmically recalibrates the 'Occurrence' and 

'Detection' parameters based on live atmospheric states rather than historical assumptions. A 

comprehensive quantitative analysis of the proposed framework demonstrates a drastic reduction in the 

Risk Priority Number (RPN) of critical tunneling hazards. By enforcing a continuous, near-instantaneous 

'Detection' capability, the baseline RPN for severe atmospheric threats was reduced by an average of 

75%. Ultimately, this research concludes that migrating from static documentation to a digitally 

integrated, dynamic risk assessment model is imperative for transitioning from reactive hazard 

management to predictive occupational safety in modern underground infrastructure projects. 

 

Keywords: Industrial Safety Engineering, Confined Space Hazards, Failure Mode and Effects Analysis 
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I. INTRODUCTION 

The rapid pace of urbanization and the continuous migration of populations toward metropolitan centers have catalyzed 

the expansion of public transportation networks globally. Among the various modes of urban transit, metro rail systems 

have emerged as the most viable and sustainable solution to alleviate traffic congestion, reduce carbon footprints, and 

provide efficient mass mobility. In the context of India, the development of extensive underground metro networks in 

major cities such as Delhi, Mumbai, Pune, and Indore represents a monumental shift in civil infrastructure engineering. 
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While elevated metro corridors are common, the scarcity of land and the density of existing urban structures often 

mandate the construction of underground tunneling networks. However, the construction of these

systems involves highly complex engineering challenges, primarily due to the intricate and dangerous nature of deep 

excavation and tunneling operations. A significant and highly critical portion of these operations occurs within 

confined spaces. 

Fig. 1. Hierarchy of Controls illustrating the position of the proposed IoT Engineering Controls.

A confined space in the context of metro construction refers to an area that is large enough for a worker to en

perform assigned work, has limited or restricted means for entry and exit, and is not designed for continuous human 

occupancy. These spaces include tunnel boring machine (TBM) operational areas, cross

deep trenches, and utility vaults. The inherent characteristics of confined spaces make them highly susceptible to a 

variety of hazardous conditions. The most prominent among these are atmospheric hazards, which include the 

accumulation of toxic gases such as carbon monoxi

often the byproducts of mechanical excavation and soil conditioning. Furthermore, oxygen deficiency poses a silent yet 

fatal threat to workers deep underground. 

The necessity for this comprehensive research stems from the alarming frequency of occupational accidents and 

fatalities associated with confined space entries in the construction sector. Despite stringent safety regulations and the 

widespread adoption of standard operating procedures, 

near-misses and tragic incidents. The fundamental limitation of the current safety paradigm is its reactive nature. When 

a hazard such as a sudden gas leak or a rapid drop in oxygen levels occurs,

systems or manual oversight to detect the anomaly, sound an alarm, and initiate evacuation is often too long to prevent 

harm. 

 

II. LITERATURE REVIEW AND RESEARCH GAP

The domain of industrial safety engineering, 

construction, has been the subject of extensive academic research and industrial scrutiny. A thorough review of existing 
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While elevated metro corridors are common, the scarcity of land and the density of existing urban structures often 

mandate the construction of underground tunneling networks. However, the construction of these 

systems involves highly complex engineering challenges, primarily due to the intricate and dangerous nature of deep 

excavation and tunneling operations. A significant and highly critical portion of these operations occurs within 

Fig. 1. Hierarchy of Controls illustrating the position of the proposed IoT Engineering Controls.

A confined space in the context of metro construction refers to an area that is large enough for a worker to en

perform assigned work, has limited or restricted means for entry and exit, and is not designed for continuous human 

occupancy. These spaces include tunnel boring machine (TBM) operational areas, cross-passages, ventilation shafts, 

d utility vaults. The inherent characteristics of confined spaces make them highly susceptible to a 

variety of hazardous conditions. The most prominent among these are atmospheric hazards, which include the 

accumulation of toxic gases such as carbon monoxide, hydrogen sulfide, and various oxides of nitrogen, which are 

often the byproducts of mechanical excavation and soil conditioning. Furthermore, oxygen deficiency poses a silent yet 

nsive research stems from the alarming frequency of occupational accidents and 

fatalities associated with confined space entries in the construction sector. Despite stringent safety regulations and the 

widespread adoption of standard operating procedures, underground metro construction projects continue to witness 

misses and tragic incidents. The fundamental limitation of the current safety paradigm is its reactive nature. When 

a hazard such as a sudden gas leak or a rapid drop in oxygen levels occurs, the time it takes for traditional monitoring 

systems or manual oversight to detect the anomaly, sound an alarm, and initiate evacuation is often too long to prevent 

. LITERATURE REVIEW AND RESEARCH GAP 

The domain of industrial safety engineering, particularly concerning confined space management and hazard analysis in 

construction, has been the subject of extensive academic research and industrial scrutiny. A thorough review of existing 
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the time it takes for traditional monitoring 

systems or manual oversight to detect the anomaly, sound an alarm, and initiate evacuation is often too long to prevent 

particularly concerning confined space management and hazard analysis in 

construction, has been the subject of extensive academic research and industrial scrutiny. A thorough review of existing 
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literature is imperative to understand the historical progress

technological interventions. 

Fig. 2. The Evolution of Occupational Safety Engineering from Safety 1.0 to Safety 4.0.

The specific application of Failure Mode and Effects Analysis (FMEA) in construction safety has been explored by 

numerous scholars. Initially developed for the aerospace and automotive manufacturing sectors to ensure product 

reliability, FMEA has been successfully adapted to evaluate process sa

in leading journals have demonstrated FMEA's utility in breaking down complex construction activities into individual 

failure modes. These studies have shown how assigning numerical values to the Severity of 

likelihood of its Occurrence, and the probability of its Detection allows safety engineers to prioritize hazards. However, 

a recurring theme in the critical literature is the subjective nature of these assignments.

In recent years, the literature has seen a massive influx of research regarding the integration of Industry 4.0 

technologies into occupational health and safety, a paradigm often referred to as 'Safety 4.0'. The Internet of Things 

(IoT), artificial intelligence, and smart weara

mitigation. Studies focusing on IoT in construction have proposed various architectures involving wireless sensor 

networks deployed across construction sites to monitor everything from

 

2.1 Identification of the Literature Gap 

Despite the rich volume of research available on both traditional FMEA applications and modern IoT implementations 

in construction safety, a critical synthesis of the liter

knowledge tends to treat risk assessment methodologies and technological interventions as mutually exclusive domains. 

There is an abundance of literature detailing how to conduct a thorough 

large volume of literature detailing how to build an IoT network for gas detection.

However, there is a profound lack of research proposing a unified, integrated framework where the real

output from an IoT sensor network directly feeds into and dynamically updates the FMEA risk parameters. The existing 

literature fails to address how the static mathematical model of FMEA can be transformed into a dynamic, algorithmic 

safety engine that calculates real-time Risk Priority Numbers based on live environmental fluctuations rather than static 

historical assumptions. 

 

III. METRO TUNNELING HAZARDS AND PROBLEM STATEMENTS

The operational environment of metro construction is inherently hazardous. It involves deep exc

continuous movement of heavy earthmoving equipment, complex electrical and mechanical installations, and the 

handling of massive concrete and steel structures. The safety engineering protocols required to manage such a 

sprawling and multi-faceted worksite are incredibly complex.
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literature is imperative to understand the historical progression of risk assessment tools and the current state

Fig. 2. The Evolution of Occupational Safety Engineering from Safety 1.0 to Safety 4.0.

e and Effects Analysis (FMEA) in construction safety has been explored by 

numerous scholars. Initially developed for the aerospace and automotive manufacturing sectors to ensure product 

reliability, FMEA has been successfully adapted to evaluate process safety in construction. Academic papers published 

in leading journals have demonstrated FMEA's utility in breaking down complex construction activities into individual 

failure modes. These studies have shown how assigning numerical values to the Severity of 

likelihood of its Occurrence, and the probability of its Detection allows safety engineers to prioritize hazards. However, 

a recurring theme in the critical literature is the subjective nature of these assignments. 

iterature has seen a massive influx of research regarding the integration of Industry 4.0 

technologies into occupational health and safety, a paradigm often referred to as 'Safety 4.0'. The Internet of Things 

(IoT), artificial intelligence, and smart wearable technologies have been positioned as revolutionary tools for hazard 

mitigation. Studies focusing on IoT in construction have proposed various architectures involving wireless sensor 

networks deployed across construction sites to monitor everything from structural integrity to worker fatigue.

 

Despite the rich volume of research available on both traditional FMEA applications and modern IoT implementations 

in construction safety, a critical synthesis of the literature reveals a significant and distinct gap. The current body of 

knowledge tends to treat risk assessment methodologies and technological interventions as mutually exclusive domains. 

There is an abundance of literature detailing how to conduct a thorough FMEA for tunneling operations, and an equally 

large volume of literature detailing how to build an IoT network for gas detection. 

However, there is a profound lack of research proposing a unified, integrated framework where the real

n IoT sensor network directly feeds into and dynamically updates the FMEA risk parameters. The existing 

literature fails to address how the static mathematical model of FMEA can be transformed into a dynamic, algorithmic 

time Risk Priority Numbers based on live environmental fluctuations rather than static 
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structural integrity to worker fatigue. 

Despite the rich volume of research available on both traditional FMEA applications and modern IoT implementations 

ature reveals a significant and distinct gap. The current body of 

knowledge tends to treat risk assessment methodologies and technological interventions as mutually exclusive domains. 

FMEA for tunneling operations, and an equally 

However, there is a profound lack of research proposing a unified, integrated framework where the real-time data 

n IoT sensor network directly feeds into and dynamically updates the FMEA risk parameters. The existing 

literature fails to address how the static mathematical model of FMEA can be transformed into a dynamic, algorithmic 

time Risk Priority Numbers based on live environmental fluctuations rather than static 

 

The operational environment of metro construction is inherently hazardous. It involves deep excavations, the 

continuous movement of heavy earthmoving equipment, complex electrical and mechanical installations, and the 

handling of massive concrete and steel structures. The safety engineering protocols required to manage such a 
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Fig. 3. Ishikawa (Fishbone) Diagram mapping the root causes of confined space incidents in tunneling.

Underground metro construction represents the most 

methodology utilized in modern urban tunneling is the deployment of Tunnel Boring Machines (TBMs). These 

massive, highly complex, automated factories slowly grind through soil and rock deep b

simultaneously excavating the earth and installing precast concrete rings to form the tunnel lining. While TBMs have 

revolutionized the speed and safety of tunneling compared to traditional drill

incredibly complex confined space environment.

To ensure the practical applicability and relevance of this research, the area of study is closely aligned with the current 

context of underground metro projects within India. The Indian infrastructure sector i

largest and most ambitious tunneling projects in the world. Projects in cities like Pune and Indore present unique 

geotechnical challenges, including varying water tables and mixed soil conditions. By grounding the researc

operational realities of these Indian megaprojects, the study acknowledges the specific constraints faced by local safety 

engineers. 

 

IV. PROPOSED IOT

To resolve the critical limitations identified in the problem statement,

technological intervention: the integration of Internet of Things (IoT) based real

the Failure Mode and Effects Analysis (FMEA) framework. The solution leverages the capabilities

infrastructure to transform risk management from a static, reactive process into a dynamic, proactive, and predictive 

system. 
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Fig. 3. Ishikawa (Fishbone) Diagram mapping the root causes of confined space incidents in tunneling.

Underground metro construction represents the most extreme and hazardous frontier of civil engineering. The primary 

methodology utilized in modern urban tunneling is the deployment of Tunnel Boring Machines (TBMs). These 

massive, highly complex, automated factories slowly grind through soil and rock deep beneath the city streets, 

simultaneously excavating the earth and installing precast concrete rings to form the tunnel lining. While TBMs have 

revolutionized the speed and safety of tunneling compared to traditional drill-and-blast methods, they create an 

ncredibly complex confined space environment. 

To ensure the practical applicability and relevance of this research, the area of study is closely aligned with the current 

context of underground metro projects within India. The Indian infrastructure sector is currently executing some of the 

largest and most ambitious tunneling projects in the world. Projects in cities like Pune and Indore present unique 

geotechnical challenges, including varying water tables and mixed soil conditions. By grounding the researc

operational realities of these Indian megaprojects, the study acknowledges the specific constraints faced by local safety 

. PROPOSED IOT-INTEGRATED FMEA FRAMEWORK 

To resolve the critical limitations identified in the problem statement, this research proposes a comprehensive 

technological intervention: the integration of Internet of Things (IoT) based real-time monitoring systems directly into 

the Failure Mode and Effects Analysis (FMEA) framework. The solution leverages the capabilities

infrastructure to transform risk management from a static, reactive process into a dynamic, proactive, and predictive 
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extreme and hazardous frontier of civil engineering. The primary 

methodology utilized in modern urban tunneling is the deployment of Tunnel Boring Machines (TBMs). These 

eneath the city streets, 

simultaneously excavating the earth and installing precast concrete rings to form the tunnel lining. While TBMs have 

blast methods, they create an 

To ensure the practical applicability and relevance of this research, the area of study is closely aligned with the current 

s currently executing some of the 

largest and most ambitious tunneling projects in the world. Projects in cities like Pune and Indore present unique 

geotechnical challenges, including varying water tables and mixed soil conditions. By grounding the research in the 

operational realities of these Indian megaprojects, the study acknowledges the specific constraints faced by local safety 

this research proposes a comprehensive 

time monitoring systems directly into 

the Failure Mode and Effects Analysis (FMEA) framework. The solution leverages the capabilities of modern digital 

infrastructure to transform risk management from a static, reactive process into a dynamic, proactive, and predictive 
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Fig. 4. Proposed Hardware and Communication Architecture for the IoT Senso

At its core, the solution involves removing the reliance on intermittent manual testing and replacing it with a 

continuous, automated surveillance web. By deploying a strategically positioned array of high

sensors throughout the confined spaces of the underground tunneling network, the system can continuously monitor the 

exact atmospheric conditions—measuring parts

Explosive Limits (LEL) of combustible gases

Fig. 5. Algorithmic Flowchart detailing the Dynamic FMEA Engine's processing logic.
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Fig. 4. Proposed Hardware and Communication Architecture for the IoT Sensor Nodes.

At its core, the solution involves removing the reliance on intermittent manual testing and replacing it with a 

continuous, automated surveillance web. By deploying a strategically positioned array of high-precision environmental 

ut the confined spaces of the underground tunneling network, the system can continuously monitor the 

measuring parts-per-million (PPM) of toxic gases, percentages of oxygen, and Lower 

Explosive Limits (LEL) of combustible gases—every single second. 

Fig. 5. Algorithmic Flowchart detailing the Dynamic FMEA Engine's processing logic.
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This continuous stream of live data acts as the input for a newly formulated 'Dynamic FMEA' engine hosted on a 

centralized cloud server. In this proposed solution, the traditional FMEA parameters are algorithmically linked to the 

sensor data. The Severity (S) of a hazard remains a fixed constant based on the physiological impact of the hazard (e.g., 

suffocation is always a high severity). However, the Occurrence (O) and Detection (D) ratings become dynamic 

variables. 

When the sensor network detects a steady, albeit low

increases the 'Occurrence' rating in the FMEA matrix. Simultaneously, because the system is continuously monitoring, 

the 'Detection' capability is permanently set to its highest effectiveness rating, drastically lowering the overall risk 

multiplier. The system calculates the Risk Priority Num

defined critical threshold, the IoT system bypasses human intervention and automatically triggers safety actuations.

 

V. RESULTS AND ANALYTICAL DISCUSSION

The implementation of the integrated IoT

demonstrating a drastic reduction in the overall risk profile of confined space operations in underground tunneling. The 

primary results are derived from the comparative calculation of the R

introduction of the continuous real-time monitoring system.

In the traditional FMEA baseline scenario, severe atmospheric hazards exhibited critically high RPN values. For 

instance, the hazard of toxic gas accumulation (specifically H2S, which is highly lethal and difficult to detect manually 

before impairment occurs) yielded a baseline RPN of 320. This was driven by a high Severity score of 8 (indicating 

potential fatality), a moderate Occurrence score of 5, 

low probability that periodic manual testing would catch a sudden leak in time).

Fig. 6. Quantitative Analysis displaying the massive reduction in RPN acro

Upon applying the mathematical model of the IoT

transformative shift. Because the IoT sensor network provides continuous, second

'Detection' capability parameter for all atmospheric hazards was algorithmically reduced to the lowest possible scores 

of 1 or 2, representing near-certain and immediate detection. Consequently, the revised RPN for Toxic Gas 

accumulation plummeted from 320 to 64. The RPN fo

the RPN for Flammable Gas buildup fell from 240 to 48.
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This continuous stream of live data acts as the input for a newly formulated 'Dynamic FMEA' engine hosted on a 

centralized cloud server. In this proposed solution, the traditional FMEA parameters are algorithmically linked to the 

sensor data. The Severity (S) of a hazard remains a fixed constant based on the physiological impact of the hazard (e.g., 

always a high severity). However, the Occurrence (O) and Detection (D) ratings become dynamic 

When the sensor network detects a steady, albeit low-level, increase in carbon monoxide, the system automatically 

the FMEA matrix. Simultaneously, because the system is continuously monitoring, 

the 'Detection' capability is permanently set to its highest effectiveness rating, drastically lowering the overall risk 

multiplier. The system calculates the Risk Priority Number (RPN) in real-time. If the real-time RPN crosses a pre

defined critical threshold, the IoT system bypasses human intervention and automatically triggers safety actuations.

. RESULTS AND ANALYTICAL DISCUSSION 

The implementation of the integrated IoT-FMEA framework yields highly significant and quantifiable results, 

demonstrating a drastic reduction in the overall risk profile of confined space operations in underground tunneling. The 

primary results are derived from the comparative calculation of the Risk Priority Numbers (RPN) before and after the 

time monitoring system. 

In the traditional FMEA baseline scenario, severe atmospheric hazards exhibited critically high RPN values. For 

cumulation (specifically H2S, which is highly lethal and difficult to detect manually 

before impairment occurs) yielded a baseline RPN of 320. This was driven by a high Severity score of 8 (indicating 

potential fatality), a moderate Occurrence score of 5, and a dangerously high Detection score of 8 (indicating a very 

low probability that periodic manual testing would catch a sudden leak in time). 

Fig. 6. Quantitative Analysis displaying the massive reduction in RPN across critical tunneling hazards.

Upon applying the mathematical model of the IoT-integrated Dynamic FMEA, the results demonstrated a 

transformative shift. Because the IoT sensor network provides continuous, second-by-second monitoring, the 

lity parameter for all atmospheric hazards was algorithmically reduced to the lowest possible scores 

certain and immediate detection. Consequently, the revised RPN for Toxic Gas 

accumulation plummeted from 320 to 64. The RPN for Oxygen deficiency dropped dramatically from 280 to 42, and 

the RPN for Flammable Gas buildup fell from 240 to 48. 
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This continuous stream of live data acts as the input for a newly formulated 'Dynamic FMEA' engine hosted on a 

centralized cloud server. In this proposed solution, the traditional FMEA parameters are algorithmically linked to the 

sensor data. The Severity (S) of a hazard remains a fixed constant based on the physiological impact of the hazard (e.g., 

always a high severity). However, the Occurrence (O) and Detection (D) ratings become dynamic 

level, increase in carbon monoxide, the system automatically 

the FMEA matrix. Simultaneously, because the system is continuously monitoring, 

the 'Detection' capability is permanently set to its highest effectiveness rating, drastically lowering the overall risk 

time RPN crosses a pre-

defined critical threshold, the IoT system bypasses human intervention and automatically triggers safety actuations. 
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demonstrating a drastic reduction in the overall risk profile of confined space operations in underground tunneling. The 
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and a dangerously high Detection score of 8 (indicating a very 
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Table I. Comparative FMEA Calculation Extract

Hazard Parameter Static RPN

Toxic Gas Ingress (H2S/CO) 320 

Oxygen Deficiency 280 

Combustible Gas (CH4) 240 

Ventilation System Failure 210 

The comprehensive analysis of the results validates the central hypothesis of this dissertation: that traditional, static 

safety methodologies are insufficient for the dynamic environment of underground metro construction, and that digital 

integration is imperative. The drastic reduction in RPN values

atmospheric hazards—is entirely attributable to the enhanced detection capabilities provided by the IoT framework.

Fig. 7. Analytical Simulation of a continuous data stream preventing an atmospheric threshold breach via automated 

The analysis highlights that in confined spaces, the 'Time to Detection' is the most critical factor in survivability. The 

traditional manual testing method relies on human intervention, creating wide gaps in surveillance. If a toxic gas pocket 

is breached by the TBM cutter head immediately after a safety officer has completed a manual test and left the area, the 

workers are entirely unprotected until the next scheduled test or until physical symptoms of poisoning manifest, which 

is often too late. 

 

VI. CONCLUSION AND FUTURE SCOPE

This research paper comprehensively investigated the severe limitations of traditional safety management practices 

the highly perilous environment of underground metro tunneling, specifically focusing on confined space hazards. The 

study successfully established that conventional risk assessment tools, particularly the traditional Failure Mode and 

Effects Analysis (FMEA), while systematically robust, are critically flawed due to their static, offline, and retrospective 

nature. To resolve this critical deficiency, the research successfully formulated and validated a novel framework that 

integrates the analytical structure of FMEA with the continuous, real

Things (IoT) sensor network. 

The dynamic reduction of Risk Priority Numbers (RPN) by an average of 75% for critical atmospheric hazards 

validates the efficacy of the proposed model. The study concludes that the transition from a reactive, manual safety 

culture to a proactive, predictive, and digitally integrated 'Safety 4.0' paradigm is an urgent necessity for the Indian 

infrastructure sector. 
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Table I. Comparative FMEA Calculation Extract 

Static RPN Static Risk Level Dynamic RPN (IoT) Dynamic Risk Level

CRITICAL 64 LOW

CRITICAL 42 LOW

HIGH 48 LOW

HIGH 35 LOW

The comprehensive analysis of the results validates the central hypothesis of this dissertation: that traditional, static 

safety methodologies are insufficient for the dynamic environment of underground metro construction, and that digital 

mperative. The drastic reduction in RPN values—averaging a decrease of over 75% across critical 

is entirely attributable to the enhanced detection capabilities provided by the IoT framework.

Analytical Simulation of a continuous data stream preventing an atmospheric threshold breach via automated 

actuation. 

The analysis highlights that in confined spaces, the 'Time to Detection' is the most critical factor in survivability. The 

ual testing method relies on human intervention, creating wide gaps in surveillance. If a toxic gas pocket 

is breached by the TBM cutter head immediately after a safety officer has completed a manual test and left the area, the 

cted until the next scheduled test or until physical symptoms of poisoning manifest, which 

. CONCLUSION AND FUTURE SCOPE 

This research paper comprehensively investigated the severe limitations of traditional safety management practices 
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