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Abstract: As the advances in cyber dangers continue, it is imperative to protect the secrecy and integrity
of electronic communication. The research provides a reliable way to protect email transmission using
the combination of RSA based asymmetric cryptography and symmetric encryption techniques. The
suggested system employs RSA for secure key exchange and AES for fast encryption of message
payloads, so effectively addressing the constraints of standard email protocols which do not offer end-to-
end security. The methodology is centred on the development and management of public-private key
pairs to verify senders and protect session keys, so that sensitive information can only be decrypted by
intended receivers. Experimental results show that this hybrid technique provides an ideal trade-off
between high-level security performance and computing efficiency, thus solving typical weaknesses such
as man-in-the-middle attacks and unauthorised eavesdropping. With the spread of multimedia
communication, the image-laden email has become a regular ritual for people and businesses. But the
convenience of attaching photographs to messages creates a back door to privacy violations, data
manipulation and unauthorised disclosures. In this research a two layered cryptographic architecture is
proposed which ensures the transmission of images over the existing email infrastructure with usability
preserved. First, a strong RSA based key management subsystem is used to exchange a short, randomly
generated session key. Public key operations are done on a lightweight 2048 bit modulus and the private
key is safeguarded by a passphrase derived salt to minimise offline attacks. Second, the image payload
provided is encrypted with a high speed symmetric cypher (AES 256 in GCM mode), utilising the RSA
supplied session key as the encryption secret. GCM has a built in authentication tag that provides
integrity and authenticity, therefore additional MACs are not needed.
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I. INTRODUCTION
An email is rarely as private as putting a physical letter in a mailbox, in the wide, linked universe of the internet. An
unprotected email zips across multiple servers and routers, open to any middleman with the correct tools. For real
digital anonymity, we use a complex “digital handshake” that combines the best of both worlds: the mathematical
beauty of RSA, and the brute-force effectiveness of symmetric encryption. If you wish to transmit a secret message,
you need a key to lock it. If you email that key to your receiver an interceptor might just grab the key and unlock your
message [1, 2, 3,4, 5, 6].
This was the “Key Distribution Problem” for decades. RSA (Rivest-Shamir-Adleman) a.k.a., an asymmetric encryption
algorithm, solved this by use of a pair of keys: a Public Key, which is distributed to the world, and a Private Key, which
is kept absolutely private. Bob wants to get a secret from Alice. He publishes his Public Key. Alice uses it to “lock” her
message. Once locked, it can only be unlocked with Bob’s associated Private Key.
However, RSA is computationally “expensive”. Trying to encrypt a long media rich email with just RSA would take
too long and would be taking up server resources. This is where the hybrid approach, the gold standard of modern
security comes in.
Secure email systems (like PGP or S/MIME) do a two-step dance to balance speed with security:
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The Symmetrical One-Time Pad When you click “Send,” your email client doesn’t encrypt the full body of your email
with your recipient’s public key. Instead, it creates a temporary, random Symmetric Key (often AES, the Advanced
Encryption Standard). This key is a high-security one-time use padlock. Your email client utilises this key to quickly
encrypt the whole message.

RSA (Rivest-Shamir-Adleman): Now the email is encrypted. But the Symmetric Key used to lock it is still in plain
sight. Here the client just encrypts the tiny Symmetric Key with the recipient’s RSA Public Key.

This architecture underpins the modern digital trust. By mixing RSA with symmetric encryption we can have the best
of both worlds. It can be unbreakable, yet invisible to the user.

» Computational Efficiency: AES conducts the heavy lifting of raw data so your email client doesn’t freeze while
processing a huge attachment.

* Security: RSA protects the sensitive exchange of keys, so if an attacker intercepts the communication, they don't have
the private mathematical "key" needed to unlock the symmetric code.

In the age of data, the most precious currency, the beauty of cryptography is in knowing this mechanism. It reminds us
that the internet is by nature public, but with the right mathematical tools it can be private and secure, and the roar of
global connectedness can convert into the calm intimacy of a sealed parchment letter.

Secure transmission of mail using RSA based key management, and symmetric encryption (commonly referred to as
hybrid encryption) blends the high speed efficiency of symmetric algorithms such as Advanced Encryption Standard
(AES) with the secure key sharing capabilities of the Rivest-Shamir-Adleman (RSA) algorithm. [1, 2, 7, 8,9]

This "hybrid" technique is used in protocols such as S/MIME and PGP to safeguard the contents of e-mail when it
passes across insecure networks, as shown in Figure 1.1, 2, 3,4, 5, 10, 11, 12, 13]
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Figure 1: Hybrid approach
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1. Sender’s Process (Encryption)

» Symmetric Encryption: The sender’s email client produces a random, one-time session key (using a symmetric
method such as AES) and encrypts the actual email message with it. For this phase we picked symmetric encryption
because it is more faster for huge amounts of data.

* RSA Key Wrapping: The sender encrypts the session key itself using the recipient's RSA Public Key.

 Transmission: The encrypted message and the encrypted session key are transferred as a “digital envelope”. [1, 2, 3,
4,5,6,14, 15,16, 17, 18, 19, 20]

2. Recipient Process (Decoding).

* RSA Key Unwrapping: The session key is decrypted by the recipient using their unique RSA Private Key.

* Decrypt Session Key: They then use the session key to decrypt and view the original email content. [21, 22, 23, 24]
Besides the mere confidentiality, this system usually adds other levels of security: [1]

Digital Signatures: The sender can digitally “sign” the email by hashing the message and encrypting the hash with their
own RSA Private Key. The recipient verifies the signature using the sender ’ s public key , confirming that the message
came from the sender and has not been tampered with .

Key Management: The lifespan of keys, including secure storage, rotation and revocation to prevent unauthorised
access, is managed using a Key Management System (KMS). [1, 2, 3, 25, 26, 27. 28, 29, 30]

II. FRAMEWORK
This is a good framework for secure email transmission. RSA ( asymmetric encryption ) for security of the key, AES (
symmetric encryption ) for message encryption This hybrid technique tackles the speed restrictions of RSA and safe
key distribution challenge of AES, providing confidentiality, integrity and authenticity.
The main architectural elements of the proposed framework (Figure 2) are:
1. Key Management (RSA) Each user produces a unique public/private key pair. The private key is kept secret while
the public key is shared.
2. Session Encryption (AES): The message content itself is encrypted with a unique, randomly generated symmetric
key (session key) for high speed processing.
3. RSA Key Encapsulation. The AES session key is encrypted with the recipient’s public RSA key.
4. Digital Signatures (RSA): The communication is signed by the sender with his private key to ensure non-repudiation
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Figure 2: Core Components
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Data Transmission Workflow in suggested framework:

Step 1: Encryption & Packaging (Sender)

Generate a one-time session key (Ks) using a secure random number generator.

Encrypt the email message ((M)) using AES, (C = AESg,M).

Encrypt the session key (Ks) using the recipient’s public key (PUr), (Kc = RSApy,(Ks)).
Send the package (C, Kc) to the recipient via email.

Step 2: Decryption & Verification (Recipient)

Receive the package (C, Kc).

Decrypt the session key (Ks) using the recipient's private key (PRr), (Ks = RSApr.Kc).

Decrypt the message ((M)) using the recovered session key, (M = AESk,C)

The idea of the framework is that asymmetric encryption (RSA) is secure but slow for key exchange and symmetric
encryption (AES) is quick but requires a shared secret. Adding these together gives a system as seen in figure 3.
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Figure 3: Suggested system
1. Asymmetric Key Generation Phase
Each user has an RSA key pair:
* The Public Key — Distributed to a trusted directory, or included in the user’s digital signature. It is used for encryption
exclusively.
* The Private Key: Strictly offline/on-device. It is used for decryption alone.
2. Encryption (action of the sender)
* Email Encryption — The email body and attachments are encrypted using the symmetric key. It is quick and can deal
with massive data efficiently.
* Key Encapsulation: The symmetric key is then encrypted using the receiver’s RSA public key.
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* Digital Signature (optional): The sender can construct a hash of the message and encrypt it with their own private key,
to prove authenticity and integrity.

3. Transfer
* Payload: The sender sends the encrypted message (cypher text) and the RSA encrypted symmetric key together as one
package over the network.

4. Decryption (Done by Receiver)

* Recover the Symmetric Key: The recipient uses their RSA private key to decrypt and obtain the original symmetric
session key.

» Message Decryption: The symmetric key obtained is used to decrypt the content of the real email.

* Signature Verification: If a signature was added, the recipient verifies that the message was not changed with using
the sender’s public key.

Why this Framework Works?

1. Perfect Forward Secrecy (PFS) Potential: The architecture assures that with the generation of a new SSK for each
email, only emails sent after a private key is compromised are at risk; previous traffic remains encrypted even if a
private key is compromised in the future.

2. Scalability: The email content itself is never encrypted by means of RSA. This avoids the conventional bottleneck of
RSA, allowing big PDFs, pictures and databases to be transmitted without speed reduction.

3. Authentication and Non-Repudiation: The framework can be expanded by signing the hash of the email with
sender’s own Private Key. This enables the receiver to mathematically show that the email was sent by the sender and
was not modified in route.

II1. RESULTS AND DISCUSSION
The outcomes for a secure email transmission system using RSA based key management and symmetric encryption
(usually AES) highlight high secrecy, integrity and authentication and optimised performance through integration of
asymmetric and symmetric approaches. This setup takes advantage of the best of both worlds. The RSA is secure for
distributing the keys and symmetric encryption is fast enough to analyse large amounts of image data.
The system comprises 7 steps namely Registration, Login, verification, Key generation, Data storing center, data owner
and User. It is displayed in Figure 4.
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Figure 4: Proposed system phases
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The Login phase is shown in Figure 5, Figure 6 shows email composer:

Enter Contact or Email

Enter Password

O Reme Forgot Password?

SIGN IN

Don't have an account yet? Signup

Figure 5: Login Phase

Compose

To
Subject

Message

Fv—

Figure 6: email composer
The mobilised email body (encrypted with the fast symmetric key) is coupled to the “locked” symmetric key (encrypted
with the slow but secure RSA technique).
When the email gets in the inbox of the receiver (Figure 7), the process goes backwards:
« Step 1: The recipient's email client uses their Private Key (which never left their device) to unlock the little "Digital
Envelope" and disclose the original Symmetric Key.
* Step 2: The Symmetric Key has now been retrieved. The client now possesses the “master key” to decrypt the body of
the email.
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Figure 7: mail secure reception
The achievement of this implementation shouldn't be assessed by the lack of attacks, but the integrity of the workflow.
* KPI 1 (delay): The time overhead of encryption should be negligible (sub-millisecond delay for typical email sizes).
* KPI 2 (Interoperability): The system should exhibit a high success rate in key negotiation across different email
clients (Outlook, Thunderbird, mobile mail apps) to guarantee that security does not negatively impact the user
experience.
» KPI 3 (Security Posture): 100% success rate for session-key integrity verification such that the client will not accept
any email unless the decryption of the symmetric key is cryptographically validated by the RSA identity.
This RSA-Symmetric hybrid model ultimately turns email from a postcard easily read by any postmaster along the way
into an armoured vault uniquely unlocked by the designated recipient, so that the privacy of the digital age is finally
commensurate with the sensitivity of the data we transmit.
The most important outcome of this hybrid method is a considerable speed gain when RSA is used alone for full image
encryption.
* Encryption/Decryption Speed: Symmetric algorithms such as AES are very well optimised for hardware and can
handle image data at speeds greater than 3.4 MB/sec. Pure RSA is much slower (around 0.29 MB/sec) and
computationally expensive for large files.
* Reduced Latency: The system only uses RSA to encrypt a tiny session key rather than the whole image. This avoids
the processing delays generally associated with big RSA key sizes (e.g. 2048-bit or greater).
* Memory Usage: The memory need for these hybrid implementations is generally modest, about 0.02MB for the
encryption itself, making it possible for email clients and mobile systems.

IV. CONCLUSION
The combination of RSA based key management with symmetric encryption gives a full answer to the modern email
security problems. The system uses the mathematical power of RSA to transmit securely symmetric keys and the
efficiency of symmetric cyphers to encrypt data. The system provides a scalable and dependable mechanism for secure
communication in the digital world. The study indicates that a hybrid cryptographic architecture is critical to secure
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private data in transit since it reduces the resource overhead of asymmetric systems and eliminates the key distribution
issues inherent in symmetric-only implementations. Future work may involve adding post-quantum cryptographic
primitives to ensure long-term resilience against growing computational threats and to preserve the privacy of
organisational and individual communications in a changing threat scenario.
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