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Abstract: It is necessary to prepare for the increasing crime rate of household theft with a modern home 

security system that allows customers to monitor home security remotely. This can be accomplished by 

replacing the standard lock with a solenoid door lock, which is more difficult to duplicate and reduces 

the likelihood of theft when the house is unoccupied. Researchers developed a three-tiered home security 

system prototype that includes fingerprint, RFID,  The device's finished prototype was tested ten times 

after it was designed. The Arduino Uno microcontroller, which also serves as the door-locking 

mechanism, turns on the door-lock solenoid. When authentication is successful, someone will be granted 

access to the door. The results show that, first, the fingerprint sensors' usefulness is demonstrated by 

their capacity to read fingerprints in an average of 3.7 seconds. Second, the RFID sensor detects the E-

KTP, and the RFID scans the card in an average of 2.4 seconds. After ten repetitions, the experiment 

input yields an average time of 3.66 seconds. Opening a door with a 3-level multi-sensor typically takes 

9.8 seconds. 
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I. INTRODUCTION 

A smart home is a convenient home setting in which appliances and devices can be controlled remotely using a mobile 

device or another network device from anywhere with an internet connection. The temperature, lighting, home theater, 

door locks, televisions, thermostats, home monitors, cameras, lights, and even appliances like a refrigerator can all be 

controlled by a single home automation system. The desire for security has become one of the primary motivations for 

individuals to build their homes. Every house has at least one main hallway [1] . Users can remotely manage home 

security access thanks to the internet-connected devices in smart homes [2]. In terms of home security, it is possible to 

construct a security system by designing various door locks, such as mechanical or electric ones. The main entry is a 

crucial security focus in terms of system security. It has been demonstrated that the best safety and well-being come 

from having safety measures to control entry into homes. 

Every house has a doorway, and every door has a lock [3]. Various mechanical and electrical doorway lock types have 

been employed to ensure security. Even after employing such a lock, deception persists due to its limitations. On a 

case-by-case basis, some keys can be disabled, and others can be reinstated. As a result, it is essential to keep an eye 

out for different lock types that cannot be quickly destroyed because even if they can be broken into, it will not be as 

easy as doing so with other sorts of locks. This research initially just utilized the RFID card that snaps onto the RFID 

reader before attempting to employ a Fingerprint sensor to scan a finger. 

Numerous professionals have employed RFID technology to discuss access control systems for door security. In the 

research [4], the Authors utilized just one form of protection—an RFID sensor.. While the security system in [5] uses 

only Bluetooth, reference [6] describes the security with two sensors utilizing RFID and fingerprint. The smart door 

lock security system with RFID  Because the security system feels less secure when no password is entered, the writers 

propose a security system with a password. Furthermore, the owner only knows the password for the automatic door. 
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This paper aims to introduce a protected smart entryway lock that is intended to offer high security, simple access, and 

control. The authors' proposed security system includes three levels of sensors: fingerprint, RFID RFID labels modules 

are used in the proposed framework to create a secure yet simple framework.  

 

II. METHODOLOGY 

System Design 

In addition to a power source and two inputs, the device has three outputs: an LCD screen, a solenoid door, and   an 

RFID tag and fingers. The RFID module, a fingerprint sensor, and a keypad module are the three important sensors. 

With a power supply in the middle, the Arduino Uno processes all of the sensors. There is also an output solenoid door, 

a 16x2 LCD screen for display, and a buzzer for notification.. If the RFID  the password entered is correct, the Relay 

will turn on, and the solenoid will open the door, as shown in Figure 1. 

 
Fig1.structure 

Figure 2 shows a schematic representation of our completed device prototype. The key components are a fingerprint 

sensor, an RFID chip, and a  for entering the password to unlock the door. The RFID module and fingerprint sensor 

have a 3.33 V primary voltage. In contrast, the keypad module, LCD 16X2, I2C,  input 5V, and Relay all require 5 V. 

While the solenoid door lock requires input voltages of 12 V and 9V, all device prototypes must use the MB102 power 

supply to keep the voltage constant and stable. 

 
Figure 2. Schematic diagram of prototype 

This study employs  RFID cards, and fingerprint sensors to obtain precise and acceptable results. The data obtained by 

observing and analyzing will be visible through the prototype developed in this study if this experiment is effective and 

produces correct results if it follows the initial design. Data from experiments will be collected and analyzed in order to 

determine the average lifespan of each sensor installed in the smart door lock. 
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Figure 3 shows the work's flowchart. In the first step, Arduino uses the power supply as an input. The user will initially 

add the database for the fingerprint, e-KTP data,  When users access the door, this database will be used as part of the 

authentication process. The user inserted his or her finger into a biometric fingerprint scanner. 

The fingerprint sensor provides the initial identification. The fingerprint is then given an output voltage by Arduino, 

which determines whether the fingerprint is accurate. If it is correct, it will proceed to the RFID reader. The RFID 

reader module will scan an e-KTP with a chip inside by moving the e-KTP closer to the RFID for reading. If the data is 

correct, it will proceed to keypad input. A relay functions as a digital switch. If the three primary sensors' results are 

successful and correct, the Relay will send a voltage to the Solenoid, which will open the door. 

 

III. SYSTEM ARCHITECTURE 

 
Figure 3. Flowchart of the prototype 

 

IV. HARDWARE COMPONENTS 

A. Radio Frequency Identification (RFID) 

As shown in Figure 4, the RC522 RFID Reader Module generates a 13.56 MHz electromagnetic field that is used to 

communicate with the RFID tag. RFID technology uses radio waves to identify an object. The Arduino Uno-controlled 

RFID RC-522 system [10] can identify user ID data. The reader is linked to the microcontroller via a 4 pin Serial 

Peripheral Interface (SPI) with a data rate of up to 10 Mbps. The module's operational voltage range is 2.5 V to 3.3 V. 

Passive RFID tags do not have a power source. They collect energy to power the chip in the tag and use inductive 

coupling (LF & HF tags) or propagation coupling (UHF tags) with the reader antenna . 

 
Figure 4. RFID RC522 
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B. Arduino Uno 

Figure 6 shows an Arduino Uno microcontroller board module with special details used in this prototype. The 

ATmega328P serves as its foundation. The Arduino ATmega328P features a 16 MHz ceramic resonator 

(CSTCE16M0V53-R0), six analog inputs, 14 digital I/O pins, six of which can be used as PWM outputs, a USB 

connection, a power jack, an ICSP header, and a reset button. To begin using this microcontroller, simply connect it to 

a computer via a USB cable or power it with an AC-to-DC adapter or battery [12]. 

 
Figure 6. Arduino Uno Module [12] 

 

C. Fingerprint AS608 

A biometric fingerprint is shown in Figure 7. Every human fingerprint produced by the fingerprint scanner will have 

ridges and troughs. This allows the sensor to be 

large and to be produced on a wide scale. It operates at 3.3 volts and based on the specification, it can store fingerprints 

with a maximum of 127 distinct values as stated in the work [7]. In this study, we used three sensors to add more 

innovation to previous research and make it more secure. In the future, it may be possible to use more fingerprints if the 

user requires more than one fingerprint to open the door. 

 
Figure 7. Fingerprint Sensor [13] 

 

D. Relay 

A relay is a mechanical switch that uses electricity. It is made up of two primary components: an electromagnet (coil) 

and a mechanical switch, as described in Fig. 8. Relay conducts high voltage electricity using the electromagnetic 

principle to switch at low power voltage [14]. 

 
Figure 8. Relay [5] 
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E. SOLENOID LOCK 

A solenoid lock is the electromechanical heart of a smart door system. It converts electrical energy into a linear 

mechanical motion to engage or disengage a latch.  

 
Fig 9. SOLENOID LOCK 

 

E. LCD 16X2 

A Character LCD is an ideal LCD for showing text or characters, as shown in Figure 10. The LED-backlit display 

shows 32 ASCII characters in two lines, each with 16 characters, as described in Fig.10. 

 
Figure 10. LCD screen with 16X2 [16] 

 

F. LED 

In a smart door lock system, the LED (Light Emitting Diode) serves as the primary visual feedback mechanism. It tells 

the user whether their scan was successful, if the system is busy, or if access has been denied. 

 
FIG11. LED 

 

G. e-KTP 

The only form of identification for each resident is their National Identity Number embedded in an e-KTP card, as 

shown in Figure 12. The electronic KTP is a nation's original population document, which includes an RFID chip that 

allows it to function as one of the sensors as a security or control system based on the national population database 

which is valid for their entire life. 
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Figure 12. e-KTP identity card 

 

V. PROPOSED WORK 

Developing a smart door lock system using both fingerprint and RFID technology creates a robust, multi-factor 

authentication (MFA) environment. This dual-layered approach balances the speed of RFID with the unique biological 

security of biometrics. 

1. System Architecture 

The proposed system is built on a central microcontroller that interfaces with input sensors and output actuators. 

• Authentication Layer: A capacitive or optical fingerprint sensor (like the R307 or AS608) and an RC522 RFID 

module. 

• Processing Layer: An Arduino (Uno/Nano) or ESP32. The ESP32 is preferred if you intend to add Wi-Fi capabilities 

for remote monitoring. 

• Actuator Layer: A 12V Solenoid Lock or a Servo Motor mechanism. A relay module is required to switch the high-

voltage power needed for the solenoid. 

2. Operational Workflow 

The system can be programmed to operate in two distinct modes: 

• OR Mode (Convenience): The door unlocks if either a registered fingerprint is scanned or a valid RFID tag is swiped. 

This is ideal for high-traffic areas. 

• AND Mode (High Security): The door remains locked until both the RFID tag is verified and the fingerprint is 

matched. This ensures that a lost RFID card alone cannot grant access. 

3. Key Components & Specifications 

Component Function Why it’s used 

Fingerprint Sensor Biometric Data Unique identification; impossible to "lose" or "forget." 

RFID RC522 Token Authentication Passive tags (cards/fobs) allow for quick, contactless entry. 

Solenoid Lock Physical Locking Provides a strong mechanical latch that retracts when powered. 

I2C LCD Display User Interface Provides feedback (e.g., "Access Granted," "Try Again"). 

 

4. Proposed Features 

To make the system "smart," the following features should be integrated into the firmware: 

• Master Enrollment: A specific "Master RFID Card" that, when swiped, puts the system into "Enrollment Mode" to 

add new fingerprints without needing a computer. 

• Failsafe Mechanism: A hidden manual override or a secondary power input (like a 9V battery terminal) in case the 

main power fails. 
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• Anti-Tamper Alarm: If the system detects multiple failed attempts (e.g., 5 wrong fingerprints), the buzzer sounds a 

continuous alarm and temporarily locks the input. 

• Power Efficiency: Utilizing "Sleep Mode" for the microcontroller, waking it only when a capacitive touch or 

proximity sensor is triggered. 

 

V. IMPLEMENTATION STEPS 

1. Hardware Interfacing: Connect the sensors to the SPI (RFID) and UART (Fingerprint) pins of the controller. 

2. Database Management: Store the "Template IDs" of authorized fingerprints and UID codes of RFID tags in the 

controller's EEPROM. 

3. Logic Coding: Use a state-machine approach in the code to handle "Idle," "Scanning," "Verifying," and "Access 

Granted" states. 

4. Enclosure Design: Use a 3D-printed or acrylic housing to protect the internal wiring while keeping the sensors 

accessible. 

 

VI.  IMPLEMENTATION 

To implement a smart door lock with fingerprint and RFID integration, you need to bridge the physical hardware with a 

logic-driven software state machine. 

1. Hardware Implementation 

The hardware setup involves connecting various communication protocols (SPI for RFID, UART for Fingerprint) to a 

single microcontroller. 

• Wiring Strategy: 

o RFID (RC522): Uses the SPI protocol. Connect MOSI, MISO, SCK, and SDA to the corresponding pins on your 

microcontroller. 

o Fingerprint Sensor (R307/AS608): Uses Serial UART. Connect the TX of the sensor to the RX of the controller, and 

vice-versa. 

o Power Management: Use a 12V external power supply for the solenoid lock, as microcontrollers cannot provide 

enough current. Use a Relay Module or a Power MOSFET (like the IRF540N) as an electronic switch. 

 

2. Software Logic & Firmware 

The software is responsible for comparing incoming "live" data against stored "templates." 

A. The Enrollment Phase 

Before the lock can work, you must store authorized data in the non-volatile memory (EEPROM). 

• RFID: The code reads the unique UID of the card and saves it to a "whitelist" array. 

• Fingerprint: The sensor captures an image, converts it to a mathematical template (hash), and stores it in an onboard 

database at a specific ID location (e.g., ID #1). 

 

3. Implementation Challenges & Solutions 

• Voltage Drops: When the solenoid activates, it can cause a "brownout" (a sudden drop in voltage) that resets the 

microcontroller. Solution: Use a large capacitor (1000uF) across the power rails and a flyback diode across the 

solenoid. 

• Database Management: If you have 50 users, searching an array can be slow. Solution: Use the fingerprint sensor's 

internal flash memory for matching, which is much faster than software-based comparison. 

• Security Vulnerability: If someone pulls the wires out of the door, they could theoretically short the relay to open it. 

Solution: Keep the relay and microcontroller on the "secure" (inside) side of the door, with only the sensors exposed 

outside. 
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VII. EXPERIMENTAL RESULTS AND DISCUSSION 

Figure 13 represents the completed device prototype. The success of this project's outcomes will be determined by three 

primary sensors: fingerprint, RFID, and keypad. The testing will be divided into three parts to make them accessible for 

readers to understand. 

 
Figure 13. Complete device prototype of 3-level security system (front-view) 

In this test, the authors put a finger into a biometric fingerprint scanner. Table 2 shows the results of the fingerprint 

sensor, which is the output of ten successful fingerprint testing with the average time for door access being 3.7 seconds. 

Table 2. The Average time results in scanning finger 

Experiment Time (s) 

1 3.6 

2 3.8 

3 3.5 

4 3.7 

5 3.9 

6 3.8 

7 3.7 

8 3.6 

9 3.9 

10 3.5 

Average 3.7 

The second test is the RFID function reader. An RFID (Radio Frequency Identification) sensor doubles as a card reader 

and a chip transmitter. In this work, the Author uses an e-KTP with a chip inside. This allows the e-KTP to be scanned 

by the RFID reader module by moving the e-KTP closer to the RFID for reading, as shown in Figure 15. The RFID 

reader module scans the second results using e-KTP. For reading, the e-KTP is brought close to the RFID. 
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Figure 14. Point of view scan the RFID card with e-KTP 

The findings from the RFID scanner are shown in Table 3, and it takes an average of roughly 2.4 seconds to process 

one e-KTP reading. 

Table 3. The average time results to scan e-KTP 

Experiment ID Card Time (s) 

1 04 7B 12 6A 43 5A 80 2.0 

2 02 AC 95 11 40 4D F0 2.2 

3 04 25 FA C8 78 2.5 

4 B0 03 DE ED 28 2.1 

5 02 C4 B9 D0 22 2.2 

6 D9 24 22 F1 2.6 

7 04 25 5CFA 81 5B 2.4 

8 02 AC9511 40 4D F0 2.9 

9 02 B6 DC 11 10 D0 2.4 

10 CF B7 F5 DC 2.7 

Average  2.4 

 

Lastly, the third test is a keypad function test. A keypad sensor helps the authors to utilize the letters ABCD and the 

numerals 1 through 9 to create a password and use it to maximize the security system. Moreover, there are extra parts, 

such as a buzzer and relay. Relay performs the role of a digital switch. If the results of the three primary sensors are 

successful and correct, the relay will trigger the voltage to the Solenoid, which functions to open the door.. 
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Figure 15. Point of view input password 

The Arduino will activate and supply electricity  as a signal that someone is attempting to unlock the door but is 

unsuccessful if they try the three primary components, starting with the first, which is the fingerprint. This prototype 

consists of three primary sensors: the keypad, RFID, and fingerprint. Others function as auxiliary elements. To make 

the results easy to grasp for readers, they will be split into three sections. The first testing comes from research using 

fingerprint sensors.  

Table 4. The average time results in scanning passwords 

Experiment Time (s) 

1 3.6 

2 3.8 

3 3.5 

4 3.7 

5 3.9 

6 3.5 

7 3.7 

8 3.8 

9 3.5 

10 3.6 

Average 3.66 

 

As shown in Table 4, the data indicate that the correct password was entered ten times and that it took an average of 3.7 

seconds to scan the password. In this test, the authors enter the password; if it is accurate, the Relay is activated. After 

that, the relay sends a 12V to the solenoid, and the door automatically opens. The door may open and operate for three 

seconds before closing immediately. The finger can then be scanned using the fingerprint sensor to start the overall 

experiment. 

Furthermore, if the fingerprint sensor data entered differs from the data that has been registered, a notification with the 

message "Not valid fingerprint" will appear on the LCD display . 
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VIII. CONCLUSION 

A 3-level security door lock system with a fingerprint sensor, RFID module, and keypad sensor has been successfully 

designed, implemented, and tested. This fingerprint sensor can read fingerprints with, on average, 

3.7 seconds to complete a fingerprint scan task and protect against fingerprint similarities. When the ID card with the 

RFID chip approaches the RFID reader, the door will open if the ID card has been entered into the Arduino code. 

Furthermore, if the ID card is not inserted, the door remains locked, entry is prohibited, and a buzzer sound generated. 

The average time for RFID to read an RFID card with ten trials is 2.4 seconds. Furthermore, works correctly after ten 

trials of entering a password with an average time of 3.66 seconds. Overall this 3-level multi-sensor prototype is able to 

open the doors in 9.78 seconds on average. After completing all the procedures, a notification will be sent to the mobile 

phone user  A notification will flash on the LCD display if the fingerprint sensor data entered differs from the data that 

has been recorded. 

 

IX.FUTURE SCOPE 

The future scope of a smart door lock system is expansive, moving beyond simple entry/exit to becoming a central 

node in the Internet of Things (IoT) ecosystem. As security demands evolve, these systems are integrating more 

advanced intelligence and connectivity. 

1. Biometric & AI Advancements 

• Multimodal Biometrics: Future versions will likely move beyond single-fingerprint scanning to include Facial 

Recognition or Iris Scanning. Combining these with fingerprint data ensures that even a compromised sensor cannot 

grant access. 

• AI-Powered Behavioral Analytics: Integrated AI could learn a user's schedule. If the door is unlocked at an unusual 

hour (e.g., 3:00 AM) or if a "duress finger" (a specific finger programmed to trigger a silent alarm) is used, the system 

could automatically alert local authorities. 

2. Connectivity & Cloud Integration 

• Remote Management (IoT): Integrating modules like the ESP32 allows the lock to connect to a mobile app. This 

enables: 

o One-Time Passwords (OTP): Generating a temporary RFID "virtual key" or a timed passcode for guests or delivery 

personnel. 

o Real-time Logs: Receiving push notifications every time the door is accessed, providing a digital audit trail. 

• Smart Home Ecosystems: Connecting the lock to platforms like Google Home or Amazon Alexa allows for 

automation routines—such as turning on the hallway lights and adjusting the thermostat the moment the fingerprint is 

verified. 

3. Enhanced Security Protocols 

• Blockchain for Access Logs: Using a decentralized ledger to store entry logs makes them tamper-proof, ensuring that 

no one (even an admin) can delete the record of who entered the building. 

• AES-256 Encryption: As RFID tags can sometimes be "cloned," future scope includes implementing high-level 

hardware encryption between the tag and the reader to prevent replay attacks. 

4. Energy & Sustainability 

• Energy Harvesting: Research is being conducted into self-powering locks that use the kinetic energy of the door 

handle being turned or small solar strips on the exterior to charge a supercapacitor, eliminating the need for battery 

replacements. 

• Low-Power Wide-Area Networks (LPWAN): Utilizing protocols like LoRaWAN would allow smart locks in large 

commercial buildings or apartment complexes to communicate over long distances with minimal power consumption. 

Bluetooth signal and biometric verification, unlocking the door before they even touch the handle. 
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