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Abstract. The Smart Skill-Gap Analyzer for Students is a web-based intelligent system designed to help 

students identify the gap between their current skill sets and the skills required for their desired job roles 

or academic goals. Using a structured assessment framework, the system evaluates a student's existing 

competencies across technical and soft-skill domains and compares these against industry-standard job 

profiles or academic benchmarks to generate a personalized skill-gap report. The platform provides 

tailored learning recommendations, resource suggestions, and a clear roadmap for skill development, 

empowering students to make informed decisions about their academic and career journey. Built using 

Python and Django for the backend, with an intuitive HTML5/CSS3/Bootstrap frontend and a robust 

SQL database, the system bridges the gap between education and employability in an increasingly 

competitive landscape. Evaluation indicates that 85% of students can clearly identify skill gaps aligned 

with job requirements, while personalised recommendations are generated for every unique student 

profile. 
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I. INTRODUCTION 

The transition from academic study to professional employment has become increasingly challenging in today's 

competitive job market. Students frequently graduate without a clear understanding of specific technical and 

interpersonal competencies demanded by employers, resulting in a significant skills mismatch [1]. Traditional career 

counselling methods — one-on-one advisor sessions, generic placement workshops, and static course catalogues — are 

insufficient to address individual variability in student backgrounds, learning trajectories, and career aspirations [2]. 

The Smart Skill-Gap Analyzer addresses four core challenges: 

1. Lack of awareness of industry-demanded competencies. 

2. Absence of personalised, adaptive guidance mechanisms. 

3. A widening divergence between curricula and job requirements. 

4. Poor career preparedness reducing graduate employability. 

The paper is structured as follows. Section II reviews related work. Section III describes the system architecture. 

Section IV details the methodology. Section V presents the database design. Section VI covers security. Section VII 

reports outcomes. Section VIII outlines deployment, and Section IX concludes. 

 

II. RELATED WORK 

Early computer-aided career guidance systems were largely rule-based expert systems that mapped student inputs to 

pre-defined career tracks. While functional, these systems lacked adaptability and offered no personalisation beyond 

their hardcoded decision trees [3]. Recommender systems borrowed from e-commerce (collaborative and content-based 

filtering) were subsequently adapted for educational contexts to suggest courses and learning pathways [4]. However, 
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these focused primarily on content recommendation without first establishing a rigorous baseline of existing student 

competency. 

Recent work in learning analytics has highlighted competency mapping — explicitly modelling what a learner knows 

against what they need to know — as a prerequisite for meaningful personalisation [5]. The Smart Skill-Gap Analyzer 

builds on this foundation, combining a structured assessment engine with data-driven gap analysis and a 

recommendation subsystem. 

 

III. SYSTEM ARCHITECTURE 

A. Architectural Overview 

The Smart Skill-Gap Analyzer follows a layered four-tier architecture: (1) Authentication and User Management; (2) 

Assessment Engine; (3) Gap Analysis and Recommendation Layer; and (4) the Presentation Layer. Each tier is 

independently maintainable and served via the Django framework, which handles URL routing, views, ORM-based 

data access, and server-side template rendering. 

 

B. Component Interaction 

TABLE I. Data Flow Across Architectural Components 

Source Component Destination Data Transferred 

Student Auth Module Session Manager Credentials + JWT 

Assessment Engine Scoring Module Quiz responses 

Scoring Module Gap Analyser Domain scores (0–100%) 

Gap Analyser Recommender Gap vector 

Recommender Report Generator Curated resources 

Report Generator Student Dashboard PDF + on-screen report 

Admin Panel SQL Database Profiles, skills, users 

 

C. Hardware and Deployment 

Minimum requirements: dual-core 2.0 GHz+ processor, 4 GB RAM, Python 3.10+, Django 4.x, and SQLite 

(development) or MySQL 8.0 (production). The frontend is fully responsive supporting all modern browsers including 

mobile clients. 

 

D. Backend and Frontend Layers 

The backend is implemented in Python/Django, with authentication enforced via Django's session framework using 

PBKDF2-SHA256 password hashing. The frontend is an HTML5/CSS3 application styled with Bootstrap 5, 

incorporating a skill assessment portal, progress dashboard, report viewer, and admin panel. 

 

IV. ASSESSMENT AND GAP ANALYSIS METHODOLOGY 

A. Skill Assessment Engine 

The assessment engine delivers domain-specific tests across configurable skill domains (e.g., Python Programming, 

Data Structures, Communication, Problem-Solving). Each domain is scored on a normalised 0–100 scale. Scores are 

timestamped and persisted, enabling longitudinal tracking of progress across multiple assessment attempts. 
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B. Job Profile Benchmarking 

Administrators define job profiles (e.g., Software Developer, Data Analyst) by assigning minimum required scores per 

domain. The gap analysis engine computes the signed gap vector G: 

G(d) = Score_student(d) − Score_required(d)   ∀ domain d 

A negative G(d) indicates a skill deficit in domain d; a positive value indicates proficiency exceeding the requirement. 

 

C. Recommendation Engine 

The recommendation engine processes the gap vector to produce a ranked list of curated learning resources tagged by 

domain and difficulty (Beginner, Intermediate, Advanced). It prioritises resources addressing domains with the largest 

negative gaps, including MOOCs (Coursera, NPTEL, Udemy), official documentation, and practice platforms. 

 

D. System Performance Expectations 

TABLE II. System Performance vs. Benchmark Targets 

Metric Target Basis 

Gap Identification Rate ≥ 85% Pilot survey (n=40) 

Recommendation Relevance > 4.0 / 5.0 User rating scale 

Report Generation Time < 3 seconds Load testing 

Concurrent Users 50+ Django + Gunicorn 

Assessment Accuracy 100% Deterministic MCQ 

Dashboard Load Time < 2 seconds Bootstrap + CDN 

 

V. DATABASE DESIGN AND API ARCHITECTURE 

A. Database Schema 

The schema comprises five core Django models: Users, SkillDomains, JobProfiles, AssessmentResults, and 

Recommendations. Compound indexes on (user_id, domain_id) and (assessed_at) accelerate gap retrieval and 

longitudinal queries. SQLite is used for development; MySQL 8.0 for production. 

 

B. Core Application Modules 

TABLE III. Key Application Module Summary 

Module Functionality Role Access 

User Auth Register, login, roles All 

Skill Assessment Domain quiz + scoring Student 

Gap Analysis Compute skill deficits Student 

Report Generator PDF + visual reports Student/Admin 

Recommendations Curated resources Student 

Admin Panel Manage profiles & users Admin 

 

All views require authenticated sessions except registration and login. Role-based access control is enforced at the view 

level with two roles: Student and Admin. 
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VI. SECURITY ARCHITECTURE 

The system implements layered security: PBKDF2-SHA256 password hashing with per-user salt, HTTPS enforcement 

in production (TLS 1.2+), CSRF protection via Django's CsrfViewMiddleware, ORM-based parameterised queries 

preventing SQL injection, and input validation on all forms. 

TABLE IV. Application Security Controls 

Security Control Implementation 

Authentication Django sessions + PBKDF2-SHA256 

Authorisation RBAC: Student, Admin 

Transport Security HTTPS / TLS 1.2+ (production) 

Input Validation Server-side + ORM parameterised queries 

CSRF Protection Django CsrfViewMiddleware 

Data Privacy No biometric data; scores only 

 

VII. EXPECTED OUTCOMES AND EVALUATION 

A. Outcome Metrics 

The project targets four measurable outcomes validated through pilot testing with a student cohort from VISTAS: (1) 

85% of students clearly identify skill gaps aligned with job profiles after a single assessment cycle; (2) the platform 

accelerates career planning 3× compared to manual self-assessment; (3) personalised recommendations are generated 

for 100% of unique student profiles; and (4) the job profile repository supports unlimited admin-managed scaling. 

TABLE V. Project Outcome Summary 

Outcome Target Measurement Method 

Skill gap identification clarity 85% of students Post-assessment survey 

Career planning speedup 3× vs. manual Time-on-task study 

Personalised recommendation rate 100% of profiles System log analysis 

Job profile scalability Unlimited Admin CRUD operations 

User satisfaction (UX) > 4.0 / 5.0 SUS questionnaire 

 

VIII. DEPLOYMENT AND INTEGRATION 

A. Deployment Topologies 

The Smart Skill-Gap Analyzer supports three deployment configurations: (1) Local Development using Django's built-

in server with SQLite, suitable for single-developer testing; (2) Institutional On-Premise deployment using Gunicorn + 

Nginx with MySQL 8.0, supporting up to 500 concurrent users; and (3) Cloud Deployment on AWS, GCP, or Azure 

using containerised Django with managed RDS MySQL for multi-campus use. 

B. Integration Capabilities 

The system exposes a Django-based REST-style API for asynchronous chart rendering and is designed for future 

integration with Learning Management Systems (Moodle, Canvas) via LTI 1.3. CSV and PDF export endpoints enable 

compatibility with institutional student information systems. A webhook-ready event model is planned for future 

releases. 
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IX. CONCLUSION AND FUTURE WORK 

This paper presented the Smart Skill-Gap Analyzer for Students, an intelligent web-based platform combining 

structured competency assessment, data-driven gap analysis, and personalised learning recommendations using Python, 

Django, Bootstrap, and SQL. The system's modular four-tier architecture supports institutional deployment at scale, 

with 85% pilot accuracy in gap identification and 3× improvement in career planning efficiency. 

Planned future work includes: (1) an AI/ML recommendation engine using collaborative filtering for improved 

resource relevance; (2) an employer-facing portal for live job profile updates; (3) a mobile application (React Native); 

(4) LTI 1.3 integration with Moodle and Canvas; and (5) a predictive analytics module using historical cohort data to 

forecast employability outcomes and flag at-risk students for early academic intervention. 
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