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Abstract: This paper presents the design, implementation, and evaluation of the Smart Attendance Face 

Recognition System (SAFRS), an enterprise-grade AI-powered platform for automated attendance 

management in educational institutions and corporate environments. SAFRS integrates Multi-task 

Cascaded Convolutional Networks (MTCNN) for real-time face detection with FaceNet embeddings and 

Support Vector Machine (SVM) classification to achieve a top-1 recognition accuracy of 99.8%, a False 

Acceptance Rate (FAR) of 0.02%, and sub-second end-to-end detection latency of 221 ms on standard 

hardware. The system eliminates proxy attendance through a parallel liveness detection module 

requiring a minimum liveness score of 0.85, and supports simultaneous recognition of 50 or more 

individuals in a single video frame. The architecture follows a modular four-tier design encompassing a 

hardware capture layer, an AI processing pipeline, a RESTful backend with WebSocket support, and a 

React.js-based administrative dashboard. Security design complies with GDPR Article 9, FERPA, and 

ISO/IEC 27001. Benchmarking results, deployment topologies, and a future roadmap including mask-

aware recognition, federated learning, and edge AI deployment are discussed. 
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I. INTRODUCTION 

Attendance tracking is a fundamental operational requirement for educational institutions and enterprises worldwide. 

Traditional mechanisms—paper roll calls, card swiping, and PIN-entry systems—are susceptible to proxy fraud, 

consume class time, and produce records that are difficult to analyze in real time [1]. 

With the rapid maturation of deep learning and computer vision, automated biometric identification has become 

technically feasible at institutional scale. Face recognition offers a seamless, contactless, and highly accurate 

mechanism for identity verification without requiring physical interaction [2]. This paper presents SAFRS, which 

addresses four core operational challenges: 

• Proxy attendance fraud through biometric liveness verification. 

• Time overhead of manual roll calls (5–10 minutes per session). 

• Data entry errors inherent to partially digitized workflows. 

• Absence of real-time analytics and automated alerting. 

The remainder of this paper is organized as follows. Section II reviews related work. Section III describes the system 

architecture. Section IV details the AI methodology. Section V presents the database and API design. Section VI covers 

security. Section VII reports experimental results. Section VIII outlines the deployment guide, and Section IX 

concludes with the future roadmap. 
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II. RELATED WORK 

Early automated attendance systems relied on RFID cards and fingerprint scanners, which reduced proxy fraud but 

required physical contact and were prone to hardware failures [3]. Face recognition-based attendance was first explored 

using eigenfaces (PCA) and Fisherfaces, achieving reasonable accuracy under controlled conditions but failing under 

pose and lighting variation [4]. 

The introduction of deep convolutional neural networks transformed face recognition. DeepFace [5] demonstrated near-

human accuracy on the Labeled Faces in the Wild (LFW) benchmark by learning a nine-layer CNN from 4 million 

training images. FaceNet [1], proposed by Schroff et al., further advanced the field by learning a compact 128-

dimensional embedding space using a triplet loss function, achieving 99.63% accuracy on LFW. 

Zhang et al. [6] proposed MTCNN, a three-stage cascaded CNN that jointly performs face detection and alignment, 

providing an efficient and accurate detector suitable for real-time deployment. The combination of MTCNN for 

detection and FaceNet for embedding has since become the de facto standard for production face recognition pipelines, 

forming the foundation of SAFRS. 

 

III. SYSTEM ARCHITECTURE 

A. Architectural Overview 

SAFRS follows a layered, modular four-tier architecture: (1) the Hardware Layer capturing live video input, (2) the AI 

Processing Layer performing detection and recognition, (3) the Backend Application Layer managing data persistence 

and API routing, and (4) the Frontend Presentation Layer providing the administrative interface. Each tier is 

independently scalable and supports on-premise, cloud, or hybrid deployment configurations. 

 

B. Component Interaction 

TABLE: I.  Data Flow Across Architectural Components 

Source Component Destination Data Transferred 

Camera Module MTCNN Detector Raw video frames (BGR) 

MTCNN Detector FaceNet Extractor Aligned 160×160 face crops 

FaceNet Extractor SVM Classifier 128-D embedding vectors 

SVM Classifier Attendance Logger Identity label + confidence 

Attendance Logger MySQL / Firebase Identity, timestamp, session ID 

REST API React.js Dashboard Analytics JSON (HTTPS) 

WebSocket Server React.js Dashboard Live recognition events 

Anti-Spoofing Module SVM Classifier Liveness score (0.0–1.0) 

 

C. Hardware Layer 

The hardware layer supports a wide range of imaging hardware including standard USB HD webcams (1080p, 30 fps), 

enterprise-grade IP cameras (H.264, RTSP), Raspberry Pi 4 edge nodes, and NVIDIA CUDA-enabled GPU servers. 

Minimum requirements are 30 fps frame rate and 720p resolution for accurate facial landmark detection at distances up 

to 5 meters. An infrared (IR) illumination module ensures detection in low-light conditions. 
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D. Backend and Frontend Layers 

The backend exposes RESTful and WebSocket endpoints implemented in Python using Flask or FastAPI, backed by 

MySQL 8.0 for relational attendance records and Firebase for real-time cloud synchronization. Authentication is 

enforced via JWT (RS256, 8-hour expiry) with role-based access control (RBAC). The frontend is a React.js 18.x 

single-page application styled with Tailwind CSS, incorporating a live recognition monitor, attendance dashboard, 

report generator, and enrollment portal. 

 

IV. AI AND MACHINE LEARNING METHODOLOGY 

A. MTCNN Face Detector 

Multi-task Cascaded Convolutional Networks (MTCNN) [6] performs joint face detection and alignment through a 

three-stage cascade. The Proposal Network (P-Net) rapidly scans the image at multiple scales to generate candidate 

windows. The Refinement Network (R-Net) filters false positives using a deeper CNN. The Output Network (O-Net) 

produces precise bounding box regression and 5-point facial landmark coordinates (eye centers, nose tip, mouth 

corners). This cascade achieves an excellent tradeoff between accuracy and computational efficiency, processing a 

1080p frame in approximately 45 ms on the reference hardware. 

 

B. FaceNet Embedding Model 

FaceNet [1] maps a preprocessed 160×160 face image to a 128-dimensional unit-hypersphere using an Inception-

ResNet-v1 backbone. The model is trained using the triplet loss function: 

L = max(0, ‖f(xₐ) − f(x₊)‖² − ‖f(xₐ) − f(x₋)‖² + α) 

where xₐ is an anchor face image, x₊ is a positive sample (same identity), x₋ is a negative sample (different identity), 

and α is the margin constant. This training objective enforces that intra-class distances are smaller than inter-class 

distances by at least α in the embedding space. The model is pre-trained on MS-Celeb-1M (~8.5 million images) and 

fine-tuned for deployment-specific enrollment. 

 

C. Classification Engine 

SAFRS supports two classification backends. The primary classifier is a Support Vector Machine (SVM) with a Radial 

Basis Function (RBF) kernel, which draws optimal decision boundaries in the 128-dimensional embedding space. SVM 

is preferred for populations exceeding 200 enrolled individuals due to its robustness to overfitting in high-dimensional 

spaces. For smaller deployments, a K-Nearest Neighbors (KNN) classifier (k=5) is available, offering faster retraining 

at the cost of slightly higher inference latency. 

 

D. Anti-Spoofing and Liveness Detection 

A parallel liveness detection module analyzes eye blink patterns, micro-expression dynamics, and texture-based 3D 

depth cues to assign a liveness score in [0, 1]. A minimum liveness score of 0.85 is required for a recognition event to 

proceed to the classifier stage, effectively rejecting photograph and video replay attacks. For high-security 

deployments, a challenge-response mode requiring active head movement or smile detection is optionally enabled. 

 

E. Model Performance 

TABLE: II.  Recognition Performance vs. Industry Benchmarks 

Metric SAFRS Value Industry Benchmark 

Top-1 Accuracy 99.8% ~99.6% (state-of-the-art) 

False Acceptance Rate (FAR) 0.02% < 0.1% 



I J A R S C T    

    

 

               International Journal of Advanced Research in Science, Communication and Technology 

                          International Open-Access, Double-Blind, Peer-Reviewed, Refereed, Multidisciplinary Online Journal 

Volume 6, Issue 19, April 2026 

 Copyright to IJARSCT      DOI: 10.48175/IJARSCT-34449   388 

   www.ijarsct.co.in  

 
 
 

ISSN: 2581-9429 Impact Factor: 8.2 

 
False Rejection Rate (FRR) 0.18% < 0.5% 

Detection Latency < 1 second < 2 seconds 

Throughput 50+ faces/frame 20+ faces (typical) 

 

V. DATABASE DESIGN AND API ARCHITECTURE 

A. Database Schema 

SAFRS uses MySQL 8.0 as the primary relational data store, with Firebase Realtime Database as an optional real-time 

secondary store. The schema comprises four core tables: users (enrolled individuals), sessions (attendance events), 

attendance_records (recognition logs), and audit_logs (immutable action trail). The attendance_records table is 

optimized for high write throughput with compound indexes on (user_id, session_id) and (recognized_at) for 

accelerated time-range queries. 

 

B. REST API Summary 

TABLE: III.  Core API Endpoint Groups 

Endpoint Group Methods Auth Required 

/api/auth/* POST None / Refresh Token 

/api/users/* 
GET, POST, PUT, 

DELETE 
Admin / Self 

/api/sessions/* GET, POST, PUT Admin / Instructor 

/api/attendance GET Admin 

/api/reports/* GET Admin / Self 

/ws/recognition WebSocket JWT Bearer 

 

All endpoints except /api/auth/login require a JWT Bearer token with RS256 signing. Role-based access control is 

enforced at the endpoint level with three roles: Admin, Instructor, and Self. Tokens expire after 8 hours and are 

refreshed via a dedicated refresh endpoint with token rotation. 

 

VI. SECURITY ARCHITECTURE 

SAFRS implements defense-in-depth across all system layers. Biometric embedding vectors (not raw images) are 

stored as the primary representation, reducing re-identification risk. All embeddings are encrypted at rest using AES-

256. Transport security enforces TLS 1.3 for all API communications. The security design complies with GDPR Article 

9 (special category biometric data), FERPA (educational records), and ISO/IEC 27001. 

 

TABLE: IV.  Application Security Controls 

Security Control Implementation 

Authentication JWT RS256, 8-hour access token expiry 

Authorization RBAC: Admin, Instructor, Self 
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Transport Security TLS 1.3 enforced on all endpoints 

Password Policy bcrypt hashing, 12+ character minimum 

Input Validation Server-side validation, parameterized SQL 

Rate Limiting 100 req/min per IP, 1,000/min authenticated 

Audit Logging All admin actions with immutable timestamps 

 

VII. EXPERIMENTAL RESULTS AND BENCHMARKS 

A. Recognition Accuracy 

The SAFRS recognition pipeline was benchmarked against the Labeled Faces in the Wild (LFW) dataset and a 

proprietary institutional dataset collected under real-world deployment conditions. Results represent averages across 10 

independent test runs. 

TABLE: V.  Recognition Accuracy Across Test Conditions 

Dataset / Condition Accuracy Notes 

LFW Standard 99.65% Controlled public dataset 

LFW Adversarial 98.92% Varying lighting, partial occlusion 

Institutional Frontal 99.81% Standard classroom lighting 

Institutional Low-Light 98.74% IR illumination active 

Multi-Face (50 simultaneous) 99.23% Crowd simulation 

Masked Faces 96.45% Nose and mouth covered 

 

B. End-to-End Latency 

All latency measurements were recorded on the recommended hardware configuration (Intel Core i7 + NVIDIA GTX 

1060) with a 1080p USB webcam at 30 fps. 

 

TABLE: VI.  Pipeline Stage Latency (Recommended Hardware) 

Pipeline Stage Avg Latency p95 Latency p99 Latency 

Frame Capture 33 ms 35 ms 38 ms 

MTCNN Detection 45 ms 52 ms 60 ms 

Pre-processing 8 ms 10 ms 12 ms 

FaceNet Embedding 120 ms 135 ms 150 ms 

SVM Classification 3 ms 4 ms 5 ms 
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Database Write 12 ms 18 ms 25 ms 

Total End-to-End 221 ms 254 ms 290 ms 

 

C. Scalability 

Load testing using the Locust framework demonstrated linear throughput scaling. At 16 cameras operating in parallel 

on a GPU cluster, the system achieved 190 faces/second at 74% CPU utilization (distributed), confirming suitability for 

large institutional deployments. 

 

VIII. DEPLOYMENT AND INTEGRATION 

A. Deployment Topologies 

SAFRS supports three deployment configurations: (1) On-Premise Single Server for institutions with up to 200 enrolled 

users and 4 concurrent camera feeds; (2) On-Premise Distributed for 200–5,000 users with up to 16 cameras, with AI, 

backend, and database on separate servers; and (3) Cloud/Hybrid with AI processing on-premise for latency and 

backend/database on cloud (AWS, GCP, or Azure) for multi-campus deployments. 

 

B. Integration Capabilities 

SAFRS exposes REST API and WebSocket interfaces for integration with Learning Management Systems (Moodle, 

Canvas, Blackboard via LTI 1.3 and OAuth 2.0), Human Resource Information Systems (SAP SuccessFactors, 

Workday, BambooHR), and enterprise identity providers (SAML 2.0, OpenID Connect, LDAP/Active Directory). A 

webhook event catalog delivers signed (HMAC-SHA256) real-time notifications for events including 

attendance.recorded, session.completed, and face.unknown. Read-only database views are provided for business 

intelligence tools such as Tableau and Power BI. 

 

IX. CONCLUSION AND FUTURE WORK 

This paper presented SAFRS, a production-grade automated attendance management system achieving 99.8% 

recognition accuracy, 0.02% FAR, and 221 ms end-to-end latency. The system's modular four-tier architecture, 

combined with robust anti-spoofing, AES-256 biometric data protection, and compliance with GDPR and FERPA, 

makes it suitable for institutional deployment at scale. 

Planned future work includes: (1) mask-aware recognition expanding training with masked face datasets targeting 

>95% accuracy; (2) integration of active IR depth sensing for 3D face reconstruction-based spoofing prevention; (3) a 

predictive absenteeism ML model for early intervention; (4) TensorFlow Lite-based edge AI deployment on Raspberry 

Pi and NVIDIA Jetson Nano; and (5) federated learning for privacy-preserving cross-institution model improvement. 
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