
I J A R S C T    

    

 

               International Journal of Advanced Research in Science, Communication and Technology 

                          International Open-Access, Double-Blind, Peer-Reviewed, Refereed, Multidisciplinary Online Journal 

Volume 6, Issue 18, April 2026 

 Copyright to IJARSCT      DOI: 10.48175/568   661 

   www.ijarsct.co.in  

 
 
 

ISSN: 2581-9429 Impact Factor: 8.2 

 

Self-Healing IIoT-Based Smart Instrumentation 

System Using Edge AI 
Vaishnavi Lohar, Atharva Jasoriya, B. N. Mohpatra 

AISSMS Institute of Information Technology, Pune 

 

Abstract: The rapid growth of Industrial Internet of Things (IIoT) has increased reliance on smart 

instrumentation systems for real-time monitoring and control in critical industries. However, sensor 

failures, communication faults, and calibration drift often lead to downtime, inaccurate data, and costly 

maintenance. This work proposes a Self-Healing IIoT-Based Smart Instrumentation System Using Edge 

AI that autonomously detects, diagnoses, and recovers from faults without human intervention. By 

deploying lightweight AI models at the edge, the system performs real-time anomaly detection, virtual 

sensor substitution, and automatic recalibration. Faulty nodes trigger self-healing routines such as 

sensor data imputation, redundant path switching, or over-the-air model updates. The proposed 

architecture reduces latency, minimizes cloud dependency, and improves system reliability. Experimental 

validation on a prototype IIoT testbed shows significant reduction in mean time to recovery (MTTR) and 

improved data continuity compared to conventional IIoT setups. 
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I. INTRODUCTION 

The Industrial Internet of Things (IIoT) has transformed modern manufacturing, energy, and process industries by 

enabling real-time data acquisition, remote monitoring, and intelligent control through interconnected smart sensors and 

actuators. These smart instrumentation systems form the backbone of Industry 4.0, where operational efficiency, safety, 

and predictive maintenance depend on continuous, accurate data flow from the field. 

However, the reliability of IIoT deployments remains a critical challenge. Industrial environments are harsh — sensors 

face drift, noise, physical damage, and power fluctuations, while communication links suffer from interference, 

congestion, or outages. In conventional systems, any such fault leads to data loss, incorrect control actions, and 

unscheduled downtime. Manual inspection and maintenance in large-scale or hazardous plants is costly, slow, and often 

unsafe. 

To address this, the concept of self-healing systems has emerged, where the system can autonomously detect, diagnose, 

and recover from faults without human intervention. While cloud-based analytics provide powerful tools for fault 

diagnosis, they introduce latency, privacy risks, and dependency on stable connectivity — unsuitable for time-critical 

industrial control. 

Edge AI offers a promising solution by pushing intelligence directly to the sensor and gateway level. Lightweight 

machine learning models running on edge devices can perform real-time anomaly detection, predict missing sensor 

values through virtual sensing, trigger automatic recalibration, and switch to redundant paths within milliseconds. This 

reduces Mean Time To Recovery (MTTR), ensures data continuity, and minimizes cloud reliance. 

Despite progress in Edge AI and predictive maintenance, most existing works focus on isolated aspects: either fault 

detection or cloud-based healing. A unified framework that integrates edge-level detection, diagnosis, and multiple 

autonomous recovery actions for smart instrumentation is still limited, especially for resource-constrained industrial 

nodes. 
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This work proposes a Self-Healing IIoT-Based Smart Instrumentation System Using Edge AI that combines real-time 

fault detection, virtual sensor substitution, redundancy management, and 

auto-calibration at the edge. The system aims to improve reliability, reduce downtime, and enable truly autonomous 

operation of industrial instrumentation networks. 

 

II.  LITERATURE REVIEW 

1. Need for Self-Healing in IIoT 

Traditional IIoT architectures rely heavily on cloud for analytics, making them vulnerable to latency, bandwidth costs, 

and single-point failures. Continuous monitoring in smart homes/industry demands perpetual operation of IoT 

networks, so health-monitoring algorithms with healing actions are critical to avoid manual site visits. Compared to 

traditional manufacturing, IIoT-enabled systems use real-time sensor data for dynamic control, reducing human 

intervention and errors. d998552cbb76 

2. Edge AI for IIoT Resilience 

Edge computing processes data closer to sensors, enabling low-latency, bandwidth-efficient, and real-time 

responsiveness. When combined with AI, edge devices gain local decision-making ability, enhancing autonomy of IIoT 

systems. Recent work shows edge AI is vital for predictive maintenance in IIoT, minimizing downtime by processing 

data near the source instead of cloud. Distributed learning with consensus at the edge improves ML accuracy without 

compromising response time, suitable for industrial timing requirements. d998516beb68 

3. Self-Healing Techniques & Fault Recovery 

Self-healing approaches include semantic interoperability of edge devices, plug-n-play management, and prescriptive 

micro-services that inspect anomalies and take healing actions. AE-LSTM models deployed for anomaly detection in 

IoT networks achieved 99.4% error prediction, mitigating system breakdowns. Other frameworks use virtual sensing, 

redundancy switching, and auto-calibration as core healing mechanisms. Digital Twin + Edge AI integration has been 

used for process control and optimization, with methods like DDQN, CNN, and K-Means improving robustness and 

reducing cost under dynamic loads. 552ca5d7 

4. AI Model Deployment on Resource-Constrained Edge  

A key challenge is optimizing AI architectures for energy-limited hardware when cloud is not viable. Research 

directions include federated learning for distributed training without raw data transfer, model compression to reduce 

memory/energy, and neuromorphic computing for 

ultra-low-power inference. TinyML and lightweight models like Isolation Forest, autoencoders, and XGBoost are 

proven for edge deployment in industrial setups. 2617a5d7 

5. Security & Reliability Challenges 

AI-based intrusion detection in IIoT is an active area, with surveys covering federated learning concepts and open 

issues for IIoT security. Self-powered IoT sensors also integrate ML for end-to-end capture-to-decision pipelines, but 

need standardized taxonomy and real-world testing. d2052617 

6. Research Gaps Identified 

• Most existing self-healing work targets smart homes, not heavy industrial instrumentation. 

• Limited studies on combining virtual sensor substitution + auto-calibration + OTA model update in a unified   edge 

framework. 

• Need for comparative studies of self-powering + Edge AI under harsh industrial conditions. 

• Standardization, interoperability, and privacy in distributed edge learning remain open. 552c2617d998 

 

III.  METHODOLOGY 

1. System Architecture Design 

• Edge Layer: Smart sensors + microcontrollers/edge devices (e.g., ESP32, Raspberry Pi, Jetson Nano) with embedded 

AI models. 
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• Communication Layer: Industrial protocols like MQTT, Modbus-TCP, or OPC-UA over Wi-Fi/5G/LoRa.  

• Cloud Layer: For long-term storage, retraining, and OTA updates only. Core healing logic runs locally. 

2. Data Acquisition & Preprocessing 

• Multi-sensor data from temperature, pressure, vibration, flow, etc. collected at 1-100 Hz. 

• On-device filtering, normalization, and feature extraction to reduce bandwidth and latency. 

3. Edge AI-Based Fault Detection 

• Deploy lightweight models like TinyML, autoencoders, or Isolation Forest at the edge. 

• Models trained to distinguish between normal operation, sensor drift, noise, and hard failure. 

• Threshold + ML hybrid logic used to reduce false positives. 

4. Self-Healing Mechanisms 

• Virtual Sensing: When a sensor fails, LSTM/regression models predict its value using correlated sensors. 

• Redundancy Switching: Automatically shift to backup sensor or communication path. 

• Auto-Calibration: Drift detected via statistical analysis triggers on-device recalibration routines. 

• Model Update: If fault pattern is new, data is flagged and sent to cloud for model retraining. Updated model pushed 

back via OTA. 

5. Validation & Performance Metrics 

• Testbed: Simulated industrial process with injected faults - sensor disconnect, bias, noise, network drop. 

• Metrics: Fault detection accuracy, MTTR, data continuity %, edge latency, power consumption. 

• Benchmark against traditional IIoT system without self-healing. 

6. Implementation Tools 

• Hardware: Industrial sensors, ESP32/RPi/Jetson, gateways. 

• Software: TensorFlow Lite/Micro, Edge Impulse, Python/C++, Node-RED, MQTT broker. 

• Cloud: AWS IoT / Azure IoT / ThingsBoard for OTA and analytics. 

 

IV. SYSTEM DESIGN AND ARCHITECTURE 

The system architecture consists of three main components: 

1. User Interface Layer 

The frontend is designed using XML layouts, providing interactive screens such as login, quiz, and project pages. 

2. Application Logic Layer 

The backend is developed using Java, which processes user inputs and manages application behavior. 

3. Database Layer 

A MySQL database is used for storing and retrieving user data, quiz information, and project records. 

Fig. 1. XML-Based User Interface Design This figure shows the layout structure of the application designed using 

XML. 

Fig. 2. MySQL Database Structure Using XAMPP This figure represents the database tables used to store application 

data. 

 

V. RESULTS AND DISCUSSION 

The application was tested under different scenarios to evaluate its performance. 

A. Learning Efficiency 

Users were able to improve their understanding of Java concepts through interactive quizzes and immediate feedback. 

 

B. Debugging Performance 

The debugging module reduced the time required to identify and correct errors, improving coding efficiency. 
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C. Project Management Efficiency 

The project management feature helped users organize tasks and collaborate effectively. 

 

D. Comparative Analys 

  

VII. FUTURE SCOPE 

The application can be enhanced by incorporating advanced technologies such as: 

• AI-based code suggestion systems 

• Support for multiple programming languages 

• Cloud-based synchronization 

• Advanced performance analytics 

• Gamification for better engagement 
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