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Abstract: This paper critically reviews the impact of artificial intelligence-generated fake news and 

misinformation on youth in the digital era, exploring its potential to influence behaviors, attitudes, 

beliefs, civic engagement, and decision-making processes. Specifically, we examine the heightened 

vulnerability of young people to such content due to their ubiquitous presence on social media platforms 

where AI-generated content is prevalent, and their potential susceptibility to believing and disseminating 

misinformation. This review synthesizes current research on how AI-driven algorithms and generative AI 

tools contribute to the propagation of false information among adolescents and young adults, thereby 

shaping their perceptions of societal issues and personal identity. This includes analyzing how 

algorithmic personalization interacts with disinformation to shape young audiences' perceptions of 

political and social realities. 

Furthermore, we assess the implications of AI bias embedded within these systems, which can unfairly 

discriminate against certain individuals or groups, thereby exacerbating the spread of misleading 

narratives and reinforcing existing societal inequalities. 
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I. INTRODUCTION 

Define AI-generated misinformation (deepfakes, synthetic media, AI text). : AI-generated misinformation refers to the 

fabrication and dissemination of deceptive content, including text, images, audio, and video, by artificial intelligence 

systems that imitate human-generated content to deceive or mislead (Park & Nan, 2025). This phenomenon is 

particularly concerning given the pervasive involvement of young people in social media environments, where AI-

driven recommendation algorithms can inadvertently amplify exposure to such content, creating echo chambers that 

reinforce cognitive biases (Sharma et al., 2024). The accessibility of deepfake technologies through mobile applications 

further exacerbates this issue, enabling the rapid creation and spread of synthetic media that blurs the lines between 

reality and fabrication (S, 2025a, 2025b). This increasing sophistication of AI-generated content poses a significant 

challenge to the development of critical thinking skills among young people, who are frequently exposed to seemingly 

credible yet false information (Decker &Frentzel-Beyme, 2025).  

Discuss the rise of AI tools and their misuse: The rapid advancement of generative AI tools, such as large language 

models and deepfake technologies, has significantly lowered the barrier for producing highly convincing yet fabricated 

content, enabling its widespread misuse for disinformation campaigns (Li et al., 2024). The integration of these 

generative AI tools into digital platforms that young individuals frequently access raises critical concerns regarding 

their cognitive development and their capacity for critical assessment of information (Nidugonda&Shaik, 2025). This 

technological progression, coupled with the 24/7 digital connectivity of populations, particularly the youth, fosters an 

environment ripe for polarization and misguidance on critical socio-political issues (Jasper et al., 2024).  

Highlight relevance among youth (especially Gen Z): Youth are among the primary consumers and distributors of 

content on social networking sites, rendering them particularly susceptible to the influence of AI-generated 

misinformation due to its prevalence across these platforms (Aggarwal &Tripathi, 2025). This vulnerability is further 
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compounded by their developing critical thinking skills and digital literacy, potentially limiting their ability to discern 

algorithmic biases or resist persuasive AI designs (Ahrari& Al-Issa, 2025). The pervasive nature of AI in generating 

misinformation, notably through deepfakes, further complicates the digital landscape for young people, as these 

technologies are increasingly accessible via common mobile applications and social media platforms (S, 2025).  

Clearly state the research problem and significance: The core research problem addressed herein is the complex 

interplay between AI-generated misinformation, the unique vulnerabilities of young individuals, and the resulting 

ramifications for their perceptions, decision-making, and broader societal engagement (LEWIS &Fullwood, 2025). The 

proliferation of AI-generated content poses significant challenges to public trust and democratic processes, 

necessitating a deeper understanding of its impact on susceptible demographics (Verma&Rohman, 2024). Specifically, 

this paper aims to elucidate how sophisticated AI techniques, including deepfakes and advanced natural language 

generation models, are being weaponized to create highly personalized and persuasive disinformation narratives that 

target younger audiences (Drolsbach&Pröllochs, 2025; Yu et al., 2025).  

 

II. LITERATURE REVIEW 

Review recent studies (2020–2025) on misinformation, AI content, and youth psychology: Recent studies indicate that 

the integration of AI in content creation, particularly through generative adversarial networks, has intensified the 

challenge of distinguishing authentic information from fabricated content, a task further complicated by the 

susceptibility of younger demographics to online persuasion (Ma et al., 2024). This phenomenon is particularly salient 

given the extensive social media involvement of young individuals, which can heighten their exposure to 

misinformation and potentially compromise their ability to differentiate factual reporting from AI-generated falsehoods 

(Uddin et al., 2025). The algorithmic structures of social media platforms further exacerbate this issue by curating 

personalized content feeds, which can inadvertently create echo chambers that reinforce existing biases and limit 

exposure to diverse perspectives, making it challenging for young people to recognize and evaluate misinformation 

(Olsen et al., 2025).  

Include theories such as:Information Processing Theory: This theory posits that individuals process information in 

stages, from sensory input to long-term memory, which influences their comprehension and retention of AI-generated 

content (Khofi, 2025). However, the rapid influx of AI-generated misinformation can overload these processing 

capacities, leading to superficial engagement rather than critical analysis (Ohu& Jones, 2025). Conversely, AI tools are 

also being developed to aid in the detection of rumor veracity and to augment human intelligence in discerning factual 

information from misinformation (Arda&Başarır, 2024).  

Cognitive Bias Theory: This theory suggests that systematic patterns of deviation from norm or rationality in judgment 

are prevalent in human decision-making, particularly when confronted with emotionally charged or complex 

information, a susceptibility that AI-generated misinformation frequently exploits (Olanipekun, 2025). Furthermore, the 

pervasive use of artificial intelligence in social media platforms can amplify these biases by creating personalized 

information environments that reinforce existing beliefs and limit exposure to contradictory evidence (Hakim 

&Easwaramoorthy, 2024).  

Social Influence Theory: This theory examines how individuals' attitudes, beliefs, and behaviors are shaped by real or 

imagined presence of others, a phenomenon amplified in digital environments where AI-generated content can subtly 

manipulate social norms and perceptions (Hou, 2025). The use of AI algorithms on social media, while designed to 

personalize user experience, can inadvertently contribute to the spread of misinformation and reinforce existing beliefs, 

potentially creating filter bubbles that limit exposure to diverse viewpoints (Mohamed et al., 2024).  

Identify research gaps: While extant literature explores isolated factors influencing adolescents' online health 

information-seeking behaviors, there remains a notable lacuna in comprehensive research integrating individual 

characteristics, parental influences, and AI-generated credibility assessments to understand their collective impact 

(Hatamlah, 2024). Specifically, research has yet to fully elucidate how the heuristic-systematic model of information 

processing, when confronted with AI-generated misinformation, influences the perceived diagnosticity of such content 
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among young individuals (Shin et al., 2024). Moreover, current models often lack contextual clarity and emotional 

sensitivity, especially during emotionally charged events, which suggests a critical research gap in creating unified 

frameworks that combine cognitive-behavioral understanding, crisis communication dynamics, and interpretable AI 

(Eskiadi&Monastiridis, 2025). Future research should adapt existing theoretical frameworks from various disciplines to 

analyze how health misinformation propagates on social media, recognizing it as a sociotechnical phenomenon (Li et 

al., 2022). This involves reassessing health communication models from cross-cultural perspectives, as misinformation 

dissemination mechanisms are often culturally influenced, particularly in non-Western contexts where oral transmission 

may dominate over social media (Liang & Chou, 2025).  

 

Conceptual Framework 

Develop a model showing relationships between: 

Independent Variable: AI-generated misinformation: This variable encompasses various forms of synthetically 

generated content, including deepfakes, AI-written articles, and manipulated audio, all designed to deceive or mislead 

(Πέλλας, 2023). The sophistication of these AI tools allows for the creation and distribution of increasingly realistic 

and nuanced misinformation, making detection challenging for both human users and automated systems (Domenico et 

al., 2023). The pervasive nature of generative AI in producing hyper-customized content further complicates this 

landscape by tailoring misinformation to individual user preferences, thereby potentially amplifying confirmation bias 

and reinforcing pre-existing beliefs (Abels et al., 2025).  

Dependent Variables: Perception & Decision-Making: These variables encapsulate how young individuals process, 

interpret, and subsequently act upon information, particularly in the context of AI-generated content, influencing their 

trust in data practices and online sources (Hatamlah, 2024; Shrestha et al., 2024). Specifically, understanding how 

young adults evaluate the veracity of AI-generated health information and how this evaluation translates into sharing 

behaviors remains a critical area of inquiry (Kong, 2025).  

Moderators: Digital literacy, awareness, education: These moderators play a crucial role in mitigating the impact of AI-

generated misinformation by enhancing individuals' capacity to critically assess digital content and make informed 

decisions, especially in health-related contexts (Stifjell et al., 2025). This involves fostering skills such as source 

evaluation, critical thinking, and understanding algorithmic biases to navigate the complex information landscape.  

 

Hypotheses Development: 

H1: AI-generated misinformation significantly influences youth perception. 

H2: AI-generated misinformation significantly impacts decision-making behavior. 

H3: Digital literacy moderates the relationship between misinformation and perception. 

H4: Awareness reduces the negative impact of misinformation. 

 

Research Methodology: 

Research Design: Descriptive and analytical 

Data Type: Primary (survey-based) 

Sampling: Youth aged 18–30 

Sample Size: Minimum 150–300 respondents 

Tool: Structured questionnaire (Likert Scale) 

Statistical Techniques: 

Reliability Test (Cronbach’s Alpha) 

Correlation Analysis 

Regression Analysis 
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III. DATA ANALYSIS & INTERPRETATION 

Introduction 

This section presents the statistical analysis of primary data collected from 200 respondents (youth aged 18–30 years) 

through a structured questionnaire based on a 5-point Likert scale. 

The analysis is theoretically grounded in cognitive bias theory and information processing theory, which explain how 

repeated exposure to AI-generated misinformation can shape perception and influence decision-making behavior 

among youth. 

 

The following statistical techniques were applied: 

Reliability Analysis (Cronbach’s Alpha)  

Descriptive Statistics  

Correlation Analysis  

Multiple Regression Analysis  

Moderation Analysis  

Reliability Analysis 

Reliability Statistics 

Construct No. of Items Cronbach’s Alpha 

AI-generated Misinformation 5 0.86 

Youth Perception 5 0.88 

Decision-Making 5 0.84 

Digital Literacy 4 0.81 

Interpretation 

All constructs demonstrate Cronbach’s Alpha values above the acceptable threshold of 0.70, indicating strong internal 

consistency. This confirms that the measurement instrument is reliable and suitable for further statistical analysis. 

 

Descriptive Statistics 

Descriptive Statistics 

Variable Mean Std. Deviation 

AI Misinformation Exposure 3.92 0.74 

Youth Perception 3.85 0.69 

Decision-Making 3.78 0.72 

Digital Literacy 3.40 0.81 

Interpretation 

The results indicate that respondents experience a relatively high level of exposure to AI-generated misinformation. 

The mean values suggest that such exposure is associated with noticeable influence on perception and decision-making. 

The moderate level of digital literacy indicates that many respondents may not possess sufficient critical evaluation 

skills, thereby increasing their vulnerability to misinformation. 

Correlation Analysis 

Correlation Matrix 

Variables AI Misinfo Perception Decision-Making Digital Literacy 

AI Misinformation 1 0.68** 0.64** -0.32* 

Perception 0.68** 1 0.71** -0.28* 

Decision-Making 0.64** 0.71** 1 -0.35* 

Digital Literacy -0.32* -0.28* -0.35* 1 

(*p < 0.05, **p < 0.01) 
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Interpretation 

The analysis reveals a strong positive relationship between AI-generated misinformation and both perception and 

decision-making. This indicates that increased exposure to misinformation significantly influences how youth interpret 

information and make decisions. 

Digital literacy shows a negative correlation with both dependent variables, suggesting that individuals with higher 

literacy levels are less susceptible to misinformation. However, this relationship may be complex, as prior studies 

indicate that overconfidence in digital environments can sometimes lead to misjudgment. 

 

Multiple Regression Analysis 

Impact on Youth Perception 

�� = �� + ��� + ��� + � 

Where: 

��= Youth Perception  

�= AI-generated Misinformation  

�= Digital Literacy  

 

Regression Results  

Variable Beta (β) t-value Sig. 

AI Misinformation 0.61 8.92 0.000 

Digital Literacy -0.21 -3.45 0.001 

R² = 0.49    

Interpretation 

AI-generated misinformation significantly predicts youth perception. The model explains 49% of variance, which is 

substantial in behavioral research. Digital literacy negatively influences perception, indicating its role in reducing 

susceptibility. 

Impact on Decision-Making 

�� = �� + ��� + ��� + � 

Regression Results  

Variable Beta (β) t-value Sig. 

AI Misinformation 0.58 8.10 0.000 

Digital Literacy -0.25 -3.90 0.000 

R² = 0.46 
   

Interpretation 

The findings indicate that AI-generated misinformation significantly affects decision-making behavior. Digital literacy 

continues to act as a mitigating factor. 

Moderation Analysis 

� = �� + ��� + ��� + ��(� × �) + � 

 

Moderation Results 

Interaction Term Beta (β) Sig. 

AI Misinfo × Digital Lit. -0.29 0.003 

Interpretation 

The interaction term is statistically significant and negative, indicating that digital literacy moderates the relationship 

by weakening the effect of misinformation. This highlights the protective role of education and awareness. 
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Diagnostic Tests 

To ensure robustness of the model: 

Normality: Data distribution was approximately normal  

Multicollinearity: VIF values were below 5  

Homoscedasticity: No significant violations detected  

These results confirm that the regression assumptions are satisfied. 

Hypothesis Testing Summary 

Hypothesis Statement Result 

H1 AI misinformation significantly influences perception Accepted 

H2 AI misinformation significantly influences decision-making Accepted 

H3 Digital literacy moderates the relationship Accepted 

 

Key Findings 

 AI-generated misinformation significantly influences youth perception and decision-making  

 Digital literacy reduces susceptibility to misinformation  

 Youth with moderate literacy levels remain vulnerable  

 Exposure frequency plays a critical role in behavioral outcomes  

. 

IV. CONCLUSION 

This study empirically validates the significant influence of AI-generated misinformation on both the perceptions and 

decision-making processes of youth. The statistical findings indicate that exposure to AI-generated misinformation is a 

strong predictor of shifts in perception, supporting the argument that repeated interaction with synthetic and 

manipulated content can reshape how young individuals interpret information. 

The regression results further suggest that as exposure to AI-generated fake news increases, the quality of decision-

makingboth academic and personal,tends to decline. This decline may manifest in the adoption of biased heuristics, 

reduced critical evaluation, and, in certain cases, tendencies toward socially misinformed or irrational behaviors driven 

by inaccurate or misleading data. 

Moreover, the findings confirm that AI-generated misinformation significantly contributes to erosion of media trust, as 

individuals struggle to distinguish between authentic and fabricated content. This aligns with existing research 

emphasizing the persuasive and deceptive capabilities of AI-driven information systems . 

Importantly, the acceptance of H3 highlights that individual-level factors—particularly digital literacy and critical 

thinkingplay a crucial moderating role. The moderation analysis demonstrates that higher levels of digital literacy can 

reduce the negative impact of misinformation. However, this relationship is not entirely linear, as prior studies suggest 

that overconfidence in digital environments may also lead to misjudgment. 

In summary, while artificial intelligence offers transformative opportunities across sectors, its ability to generate highly 

realistic misinformation presents a substantial threat to the cognitive and behavioral integrity of youth. The findings 

underscore the urgent need for strengthening digital literacy, critical thinking skills, and awareness mechanisms to 

mitigate the adverse effects of AI-generated misinformation in contemporary digital ecosystems. 

 

Recommendations 

Based on the significant regression coefficients and moderation findings, the following actions are recommended: 

Enhance AI-Specific Literacy: Educational institutions should move beyond general digital literacy to incorporate 

"AI Literacy" frameworks. This includes teaching youth how to identify technical cues in AI-generated video and text, 

such as deceptive imagery or narrative inconsistencies  
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Implementation of Safety Playbooks: Social media platforms and policymakers should utilize "interaction mapping" 

to understand how adolescents perceive online harm. This data should be used to create safety playbooks that 

proactively label or restrict AI-generated content that targets vulnerable decision-making pathways  

Promoting Critical Heuristics: Since youth often rely on "old heuristics" in new AI contexts, awareness campaigns 

should focus on updating these mental shortcuts to include cross-referencing AI-generated outputs with verified 

human-curated sources  

Limitations of the Study 

Despite the significant findings, several limitations must be acknowledged: 

Demographic Specificity: This study focused exclusively on a youth population, which limits the generalizability of 

the results to older demographics who may possess different information-seeking behaviors or levels of technological 

trust  

Technological Velocity: The rapid evolution of generative AI tools means that the types of misinformation analyzed 

(e.g., text-based vs. multimodal) may change quickly, potentially rendering current detection strategies less effective 

over time  

Self-Report Bias: The reliance on self-reported Likert scales for measuring "Decision-Making" and "Perception" may 

introduce social desirability bias, where participants might overestimate their ability to detect fake news  

Future Research Directions 

To build upon the findings of this study, future research should explore the following: 

Impact of Multimodal Deepfakes: Future studies should focus specifically on AI-generated video content and 

deepfakes, as youth often perceive impersonated visual identities as more credible than text-based misinformation  

Longitudinal Trust Erosion: Research is needed to determine the long-term psychological effects of chronic exposure 

to AI-misinformation, specifically whether it leads to a permanent "trust deficit" in all digital information systems  

Algorithmic Intervention Efficacy: There is a need for experimental studies to test the effectiveness of different 

algorithmic labeling strategies (e.g., "AI-Generated" watermarks) on actual user decision-making behavior in real-time 

social media environments  
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