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Abstract: Smart home surveillance systems are increasingly deployed to enhance residential security. 

However, most existing commercial solutions rely on cloud-based architectures that raise privacy 

concerns and incur high deployment costs. This paper proposes a low-cost embedded AI-based 

anonymous person detec- tion system designed for smart home environments. The system classifies 

individuals into registered and unregistered categories using deep face embeddings and similarity-based 

classification. A lightweight convolutional neural network is deployed on an embedded edge device such 

as Raspberry Pi to perform real-time face detection and recognition. Unlike cloud-based surveillance 

platforms, the proposed framework ensures local data storage and processing, thereby improving 

privacy and reducing latency. The system integrates a camera module, embedded processor, feature 

extraction network, similarity classifier, and alert mecha- nism for intruder notification. Simulation-

based validation using standard face datasets demonstrates reliable performance under constrained 

computational settings. The proposed architecture provides a cost-effective and privacy-preserving 

alternative to existing smart surveillance solutions. 
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I. INTRODUCTION 

Smart surveillance systems have become an essential com- ponent of modern residential security infrastructure. Tradi- 

tional CCTV systems require continuous human monitoring and are often ineffective in preventing unauthorized access 

[5]. Recent advancements in biometric recognition systems [2] and deep learning-based face recognition techniques 

[14], [15] have enabled automated identification mechanisms with near- human performance. 

Deep convolutional neural networks such as DeepFace [14] and FaceNet [15] have significantly improved face 

verification accuracy under unconstrained environments. However, most commercial smart home products rely on 

cloud-based archi- tectures where facial data is transmitted to remote servers for processing. This raises privacy 

concerns and increases operational costs. 

Additionally, conventional face recognition systems operate under a closed-set assumption, where all identities are 

known during training. In real-world home security scenarios, the system must identify unknown individuals and 

trigger alerts accordingly. Therefore, open-set recognition capability is essential for practical deployment. 

This paper proposes a privacy-preserving embedded AI framework for anonymous person detection in smart home 

environments. The system performs real-time face detection, feature embedding extraction, and similarity-based 

classifica- tion locally on an edge device such as Raspberry Pi. When an unregistered individual is detected, an alert 

notification is triggered via sound and mobile communication. 
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The main contributions of this paper are: 

• A low-cost embedded architecture for local face recogni- tion and anonymous detection. 

• Integration of deep face embeddings with open-set similarity-based classification. 

• Privacy-focused design eliminating cloud storage depen- dency. 

• Simulation-based validation under embedded computa- tional constraints. 

  

II. RELATED WORK 

Face recognition has evolved significantly over the past two decades. The Face Recognition Grand Challenge (FRGC) 

[1] established large-scale evaluation benchmarks that accelerated research in high-resolution face identification. 

Deep learning architectures further advanced recognition performance. DeepFace [14] and FaceNet [15] demonstrated 

that deep embeddings can achieve state-of-the-art accuracy on LFW datasets. For face detection, cascaded 

convolutional neural networks such as MTCNN [3] provide reliable real-time detection suitable for embedded 

platforms. 

However, most deep networks assume a closed-set classi- fication framework. Open-set recognition approaches such as 

Compact Abating Probability models [10] and Extreme Value Machine [11] address unknown class detection by 

modeling open space risk. 

Embedded deployment of deep learning models has been enabled by lightweight architectures such as MobileNetV2 

[8], which reduce computational overhead while maintaining ac- curacy. IoT-based facial recognition systems [4] have 

explored low-cost implementations using Raspberry Pi platforms. 

Despite these advancements, limited work focuses specif- ically on privacy-preserving anonymous detection in smart 

home environments with complete local processing. The pro- posed system addresses this gap. 

 

III. PROPOSED SYSTEM ARCHITECTURE 

The proposed system is designed as a low-cost embedded smart surveillance platform capable of detecting anonymous 

individuals in residential environments. The complete archi- tecture consists of five major components: 

• Image Acquisition Module 

• Embedded Processing Unit 

• Face Detection and Embedding Module 

• Similarity-Based Classification Unit 

• Alert and Notification System 

The system performs all computations locally to ensure privacy preservation and reduced latency. 

A. Hardware Implementation 

The proposed embedded hardware configuration is designed for affordability and edge-based processing. The core 

hard- ware components include: 

• Raspberry Pi 4 Model B: Serves as the main processing unit. 

• Pi Camera Module: Captures real-time video streams. 

• ESP32 Module: Handles wireless communication and IoT-based notifications. 

• Buzzer Module: Provides local audible alerts upon in- truder detection. 

• Local Storage Server: Stores facial embeddings and logs. 

The Raspberry Pi executes face detection and embedding extraction algorithms using optimized lightweight CNN mod- 

els. The ESP32 module ensures communication with mobile devices over Wi-Fi without relying on cloud servers. 

  



 

 

               International Journal of Advanced 

                          International Open-Access, Double

 Copyright to IJARSCT DOI: 10.48175/

   www.ijarsct.co.in 

 

ISSN: 2581-9429 

Fig. 1. Overall architecture of the proposed anonymous detection system.

The hardware architecture enables real-

maintaining complete local data privacy. 

Fig. 2. Hardware architecture including Raspberry Pi, ESP32, camera, and alert modules.

 

B. Software Workflow 

The system operates in the following sequence:

1) Video frame capture from camera module.

2) Face detection using a cascaded CNN model.

3) Extraction of 128-dimensional face embeddings.

4) Cosine similarity comparison with registered database.

5) Classification as Registered or Anonymous.

6) Triggering alert notification if threshold condition is violated.

C. Face Embedding and Classification 

Face embeddings are extracted using a deep convolutional neural network trained for identity feature representation. 

Each detected face is mapped to a 128-dimensional

f (x) ∈ R128 (1) 
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Face embeddings are extracted using a deep convolutional neural network trained for identity feature representation. 
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Fig. 3. Software workflow for anonymous person detection.

Similarity between embeddings is computed using cosine similarity:

  
If the similarity score falls below a predefined threshold T , the individual is 

 S < T ⇒ Anonymous Person (3)  

This approach allows open-set recognition suitable for real

A sample detection result is shown in Fig. 4. Multiple faces are localized with bounding boxes, and identity 

as- signed after comparison with the local database, demonstrating real

Fig. 4. Sample face detection and bounding box localization.
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Fig. 3. Software workflow for anonymous person detection. 

Similarity between embeddings is computed using cosine similarity: 

 
If the similarity score falls below a predefined threshold T , the individual is classified as anonymous:

 

set recognition suitable for real-world home security scenarios. 

A sample detection result is shown in Fig. 4. Multiple faces are localized with bounding boxes, and identity 

signed after comparison with the local database, demonstrating real-time multi-face recognition capability.

 
Fig. 4. Sample face detection and bounding box localization. 
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classified as anonymous: 

A sample detection result is shown in Fig. 4. Multiple faces are localized with bounding boxes, and identity labels are 

face recognition capability. 
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IV. EXPECTED RESULTS AND PERFORMANCE ANALYSIS 

The proposed system is evaluated through simulation under embedded computational constraints to analyze detection 

accuracy, recognition reliability, and system latency. The performance is estimated based on publicly available face 

datasets and embedded deployment assumptions. 

 

A. Performance Metrics 

The system performance is evaluated using the following metrics: 

• Face Detection Accuracy 

• Recognition Accuracy 

• False Acceptance Rate (FAR) 

• False Rejection Rate (FRR) 

• Processing Latency per Frame 

 

B. Expected Performance 

Based on lightweight CNN architectures and cosine similarity-based classification, the expected system perfor- mance 

is summarized in Table I. 

TABLE I: EXPECTED SYSTEM PERFORMANCE 

 Metric Expected Value 

Face Detection Accuracy 96–98% 

Recognition Accuracy 94–97% 

Unknown Detection Rate 92–95% 

False Acceptance Rate (FAR) < 5% 

Processing Latency 300–500 ms 

 

The comparative performance between the proposed system and existing methods is illustrated in Fig. 5. 

 
Fig. 5. Expected accuracy and performance comparison of the proposed system. 

The system ensures complete local processing without re- liance on cloud infrastructure, thereby reducing privacy risks 

and network latency compared to conventional smart home surveillance products. 

  

C. Privacy and Cost Comparison 

Unlike cloud-based systems that store facial data remotely, the proposed architecture ensures local storage on a secure 

embedded server. This significantly enhances privacy and reduces recurring subscription costs. 

The results demonstrate that the proposed embedded frame- work provides an effective balance between computational 

efficiency, security, and affordability. 
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V. CONCLUSION 

This paper presented a low-cost embedded AI-based anony- mous person detection system for smart home surveillance 

applications. The proposed framework integrates face detec- tion, deep embedding extraction, and similarity-based 

open- set classification on an edge computing platform such as Raspberry Pi. 

Unlike conventional cloud-based surveillance solutions, the system performs complete local processing and storage, 

thereby enhancing data privacy and reducing operational costs. Simulation-based evaluation demonstrates that reliable 

detec- tion accuracy can be achieved under constrained computational environments. 

The proposed architecture provides a scalable and privacy- preserving alternative for residential security systems. 

Future work includes real-time hardware validation, optimization us- ing quantized neural networks, and integration 

with additional biometric modalities. 
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