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Abstract: In this modern world, all the people were used ATM machines to withdrawal and transfer cash. 

This research based on implementing Fingerprint mechanism in the ATM System. We were selected this area 

to increase save and secure for all customers to make easy to do the transaction. The fingerprint minutiae 

features are different for each human being. There is no worry of losing ATM card and no need to carry ATM 

card with you always. By comparing different technologies that are used for ATM security, it observes that 

fingerprint technology performs better and safer than other technologies. Which is making easy and secure 

transaction also maintaining user-friendly environment with user and ATM machine. This is most promising 

technology at electronic money transaction. 
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I. INTRODUCTION 

    Our aim is to evolve a far better guarding system by the usage of fingerprint based ATMs. Biometrics may be a technology 

that aids to form your data extremely securely, unique to each and everyone by way of their unique physical characteristics. 

Biometric data is employed to spot the person perfectly by using his/her fingerprint, iris, face, speech, hand geometry, or 

handwriting, etc...Tokens like mag tape cards, physical keys and smart cards, are often stolen, misplaced, replicated, or 

vanished; passwords are often failed to remember, shared, hacked or fortuitously seen by a third party. The two key functions 

given by a biometric system are identification and therefore the other is verification. Fingerprint processing is widely 

accepted these days and may be a fully developed biometric technology and is effortless to develop for an advanced stage 

of security and safety at the fingertips. It's uncomplicated to execute and it might take very less time and energy to get a 

person’s fingerprint recorded with an identification device. Thus, the recognition of fingerprint is taken into account between 

the minimum disruption and annoyance of all biometric verification procedures. Old time’s authorities utilized thumbprints 

to seal documents, and law firms have been using identification of fingerprints from the 1800s.We here bring an equivalent 

technology on electronic platforms. Though fingerprint images are captured at first, the pictures aren't stored anywhere in 

the system. On the other hand, the fingerprints are changed into templates from the initial images. Not regenerate it. Hence, 

mishandling of the system is not possible. 

    Nowadays, the automatic self-banking has widely spread with the trademark benefaction 24 hours’ service for patrons. 

Usage of ATM (Automatic Teller Machine) might give people with appropriate banknote dealing is extremely common. 

However, the monetary crime has risen frequently in these years. Many criminals’ interfere with the ATM depot and steal 

the person's master card and word of identification by unlawful ways. A person’s credit card is misplaced and therefore the 

password is theft, the culprit extracts and takes advantage of less time which can lead to lots of monetary losses to people. 

The way of keeping up is the authentic distinction to the client as it gets the main target in the present financial situation. 

Already established ATM mechanisms work usually by the aid of master card and password, the tactic has some mistakes. 

Employing a master card and word of identification alone can’t really verify the customer's identity correctly. Within past 

few years, the algorithms that are used have fingerprint identification regularly updated and generating the four-digit code 

by the authority has given the new verification method for people, the first password processing is connected with the 

biometric system verify the customer’s identity and succeed the use of ATM. Devices improve the security fruitfully  
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II. LITERATURE SURVEY 

The work done in the development of Fingerprint Based ATM system before with different and similar ideas are as follow: 

1) Fingerprint is dependable biometric trait as it is an idiosyncratic and dedicated. It is a technology that is increasingly used 

in various fields like forensics and security purpose. The vital objective of our system is to make ATM transaction more 

secure and user friendly. This system replaces traditional ATM cards with fingerprint. Therefore, there is no need to carry 

ATM cards to perform transactions. The money transaction can be made more secure without worrying about the card to be 

lost. In our system we are using embedded system with biometrics i.e r305 sensor and UART microcontroller. The 

Fingerprint and the user_id of all users are stored in the database. Fingerprints are used to identify whether the Person is 

genuine. A Fingerprint scanner is used to acquire the fingerprint of the individual, after which the system requests for the 

PIN (Personal Identification Number). (Fingerprint based ATM System By Nisha Bhanushali, Meghna Chapaneria ,Krishani 

Mehta, Mansing Rathod) 

2) The main objective of this system is to develop an system, which is used for ATM security applications. In these systems, 

Bankers will collect the customer finger prints and mobile number while opening the accounts then customer only access 

ATM machine. The working of these ATM machine is when customer place finger on the finger print module when it access 

automatically generates every time different 4-digit code as a message to the mobile of the authorized customer through 

GSM modem connected to the microcontroller. The code received by the customer should be entered by pressing the keys 

on the screen. After entering it checks whether it is a valid one or not and allows the customer further access. (ATM 

Transaction Using Biometric Fingerprint Technology By Mr. Mahesh A. Patil Mr.Sachin P.Wanere Mr.Rupesh P.Maighane 

Mr.Aashay R.Tiwari). 

3) The main objective of this system is to develop a system that will increase the ATM security. However, despite the 

numerous advantages of ATM system, ATM fraud has recently become more widespread. In this paper, we provide an 

overview of the possible fraudulent activities that may be perpetrated against ATMs and investigates recommended 

approaches to prevent these types of frauds. Biometrics technology is rapidly progressing and offers attractive opportunities. 

In recent years, biometric authentication has grown in popularity as a means of personal identification in ATM authentication 

systems. An 8-bit ATmega16 microcontroller developed by Microchip Technology is used in the system. The necessary 

software is written in AVR studio programmer and the system is tested. (RBI 3X-Fingerprint Based ATM Machine By Bharti 

Patil, Bhagwan S. Chandrekar, Mahesh P. Chavan, Bhavesh S. Chaudhri E&TC Dept, PVPIT, Bavdhan, Pune). 

 

III. EXISTING SYSTEM  

    In our modern world, all the people used to do truncation in banking like deposit money and withdrawing money. For 

that, the customers will be standing in queue to withdraw money from bank. All the customers felt like waiting for withdraw 

cash. Therefore, that bank introduces ATM (Automated teller machine) to help the customer to withdraw money quick. In 

that ATM system, they introduce CARDS (Credit, Debit, master, Visa) to the customer to withdraw cash by using them. 

Main advantage is quick cash providing by the ATM system. The customer feels happy and they will not waste time to 

withdraw cash by standing. but it has the disadvantage like, smart cards and physical keys, can be stolen, lost, replicated, 

or left behind; passwords can be shared, forgotten, hacked or accidentally observed by a third party. The banks required a 

better system to maintain security for the customer to do the transaction in their banks. To overcome these problems, the 

developed this fingerprint based ATM system. 

 

VI. PROPOSED SYSTEM 

    The introduced mechanism to increase safety and protection by proposing a fingerprint system. The merit of finger 

scanning technology is accuracy. By using this system multiple limitations are reduced fastly. They do not have the need to 

take an ATM card in wallets and no thought of losing the card. CARD can be theft, password can be distributed or, hacking 

all clients are satisfied by our system because of fast and good service. At first, Fingerprint is converted into string values 

that are collected in the EC2 database. Every user's fingerprint is stored as a string. Which means every string is unique. 

     All the strings are stored in a vast cloud memory, When a user withdraws his money he places his finger print, then that 

unique string is being searched in the cloud and the authentication process takes places. 

 

 



IJARSCT 
 ISSN (Online) 2581-9429 

    

 

         International Journal of Advanced Research in Science, Communication and Technology (IJARSCT) 

 

 Volume 2, Issue 1, April 2022 
 

Copyright to IJARSCT    DOI: 10.48175/IJARSCT-3104                                              212 
www.ijarsct.co.in  

Impact Factor: 6.252 

V. METHODS AND METHODOLOGIES 

    An embedded system is a combination of software and hardware to perform a dedicated task. Some of the main devices 

used in embedded products are microprocessors and microcontrollers. In this research mainly concentrated in Visual studio 

and Arduino Uno. In this paper, a fingerprint based ATM cashbox accessing system implemented using Arduino Uno module 

and it is the heart of the device. Initially we store the fingerprint of bank manager and that will be verified with the fingerprint 

that we are giving when the time of authentication. In this system, we stored all the data in SQL database. If the fingerprints 

are matched then ATM cashbox will open, otherwise buzzer will give alarm. The task related instructions are loaded into 

Arduino, which is programmed using Arduino language. The system consists of Arduino Microcontroller Unit, Fingerprint 

module, LED indicators and a buzzer alarm system and microcontroller that collect data from the fingerprint module. As it 

is based on the fingerprint authentication there is no chance of disclosing of password or pin to the third parties. In this 

system, we are mainly concentrates in customer security and usage. Before introduction our system so many illiterate people 

cannot use the ATM machine. By introducing Fingerprint based ATM system all the people can use the ATM because of 

user friendly. In our system, we don’t want to carry ATM card and so that loss of ATM card and charring card in wallet have 

been reduce. Because of that we are mainly concentrating in illiterate people. In this description we have receive the entire 

fingerprint with the help of Arduino Uno board. In this process an Arduino Uno board plays an important role. An Arduino 

board is connected with the fingerprint module to receive and checks the fingerprint and all the dates will be save in the MS 

SQL server. In this system we are mainly concentrated in the illiterate people because all the people are lacking in the 

communication between the customer and the ATM machine. In banking all the customer wants to do their transaction fast 

and quick. Because all the customer wants to do their transaction as soon as possible. 

     When we introduce this system all the customers able to do their transaction quick and safe. Because when the entire 

customers want to deposit cash or withdraw their money, they all want to do their transaction immediately. So all are trying 

to save their time. Therefore, that bank introduce Automatic Teller Machine (ATM) instead of teller. This machine provides 

all facility like teller in the bank. 

     Arduino UNO is the most used board in the family of Arduino boards (Fig.1). In this research Arduino board function as 

main software. It is used for many researches in the field of electronic.  This board is mainly connected to fingerprint 

module. 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1: Arduino Uno R3 

     Fingerprint module is an input device used for Fingerprint processing and captures a digital image of the fingerprint 

pattern. We are using to recognized fingerprint because it is unique. Fingerprint module (Fig.2) is an input device used for 

fingerprint processing and capture image of the fingerprint Patten. We are using to recognized fingerprint because it is 

unique. In this type of biometric system, we have more advantages. In the modern world people are so advance to take over 

the security system. After so many researches we are introducing fingerprint system. It is more secure than all other 

biometric system 

     Fingerprint module is an input device used for Fingerprint processing and captures a digital image of the fingerprint 

pattern. We are using to recognized fingerprint because it is unique. Fingerprint module (Fig.2) is an input device used for 

fingerprint processing and capture image of the fingerprint Patten. We are using to recognized fingerprint because it is 

unique. In this type of biometric system, we have more advantages. In the modern world people are so advance to take over 
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the security system. After so many researches we are introducing fingerprint system. It is more secure than all other 

biometric system. The circuit diagram it shows (Fig.3 and Fig.4) the modules we used in the system. We were connected 

fingerprint module to Arduino Uno for receiving the data. The Table.1 shows the connection on pin to the Arduino Uno to 

fingerprint module. 

Fingerprint module Arduino board 

Green Pin 2 

Yellow Pin 3 

Red pin 5 

Black Pin GND 

Table 1: Connecting jumper cables from fingerprint module and Arduino 

 

  

 

 

 

 

 

 

 

 

 

  Figure 2: Fingerprint module    Figure 3: Circuit diagram of the proposed system 

 
Figure 4: Circuit module of the proposed system 

     In Fig.4, we use arduino board and fingerprint module. This diagram shows how to connect the Arduino and fingerprint 

with some jumper cables. In this diagram green pin connected to two, yellow pin connected to 3, red pin connects to 5, and 

black pin connect to GND. After we connect to the circuit, we can collect the fingerprint from the fingerprint module and 

with the help of MS SQL and visual studio we can use the fingerprint and we can return the data from or data 

 

V. RESULT AND SURVEY 

    In this study, our main concentration is on the end user and people with poor literacy. Using this method we generated a 

simple login sheet. In this login sheet, we got two options: he / she is going to avail fingerprint and the option card. The 

client has to avail the card choice he/she should choose one option. Else, they want to choose another option. After choosing 

the fingerprint, the person has to keep his/her finger in the scanner for recognition. During this, the fingerprint shall be 

recognized with the aid of a scanner. After the second step, the third step is the significant step. In the third step the client 

has to give the pin code properly. 
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VI .CONCLUSION 

    By using atm using fingerprint we will able to establish identity based on who we are rather then what possess or what 

we remember ,much as the system may be costly to a financial institution and time to make a transaction on atm may be 

increase but safety for the people of peoples money should be considered as first priority ATM machine increase the 

reliability of the bank organization by providing the easy access to the cash transaction. We can withdraw the cash anywhere 

and anytime without waiting in queue. Hence, ATM card is used wildly but we have to face the fraud related to the ATM 

transaction . To make ATM transaction more secure we are using biometric scanning machine to identify the account holder. 

Finger is unique identity of each person so the use of Biometric Fingerprint scanner we can avoid ATM related fraud. The 

Security feature enhanced stability and reliability of owner recognition .The whole system designed by using technology of 

embedded system which makes the system more secure, reliable and easy to use. 
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