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Abstract: Cloud-enabled big data systems have transformed modern information processing by enabling
scalable storage, distributed computing, and real-time analytics. However, the rapid expansion of cloud
infrastructures has introduced severe security threats such as unauthorized access, data leakage, identity
thefi, replay attacks, and malicious intrusions. Traditional authentication mechanisms are often
insufficient for protecting large-scale distributed data environments due to high computational overhead
and weak encryption integration. This research paper proposes a novel secure authentication framework
for cloud-enabled big data systems using the Data Encryption Standard.

The framework integrates DES-based symmetric encryption, multi-factor authentication, secure session
management, and distributed access verification to ensure confidentiality, integrity, and authenticity of
data transactions. The proposed architecture is designed for Hadoop and cloud-based distributed
storage platforms where large datasets require secure communication between users, cloud servers, and
data nodes. Experimental analysis demonstrates that the proposed framework improves authentication
accuracy, reduces unauthorized access attempts, minimizes computational delay, and strengthens data
confidentiality. The study further evaluates encryption time, decryption time, throughput, and
authentication efficiency. The proposed framework offers a practical and lightweight solution for secure
big data operations in cloud environments.
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L. INTRODUCTION

Cloud computing and big data technologies have become essential components of modern digital infrastructures.
Organizations increasingly depend on cloud-enabled platforms for data storage, processing, and analytics because of
their scalability, flexibility, and cost-effectiveness. Industries such as healthcare, banking, education, transportation, and
e-commerce continuously generate massive datasets that require efficient management and secure access mechanisms.
Despite the advantages of cloud-enabled big data systems, security and authentication remain major challenges due to
distributed architecture and shared resource environments.

Authentication mechanisms are responsible for verifying the legitimacy of users before granting access to cloud
resources. Weak authentication may lead to unauthorized access, data breaches, and cyberattacks. Existing
authentication systems often suffer from scalability limitations, excessive computational complexity, and vulnerability
to attacks such as replay attacks, brute force attacks, and session hijacking. Encryption algorithms are widely adopted to
strengthen authentication and protect sensitive information. Among these algorithms, DES remains a lightweight
symmetric encryption approach suitable for controlled cloud environments where rapid encryption and decryption are
required.
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This research introduces a novel authentication framework using DES encryption for cloud-enabled big data systems.
The framework aims to improve user authentication, secure communication, and data protection while maintaining
acceptable computational performance.

OBJECTIVES OF THE STUDY
e To design a secure authentication framework for cloud-enabled big data systems.
e To integrate DES encryption into cloud authentication procedures.
e To improve confidentiality and integrity of distributed cloud data.
e  To reduce unauthorized access and authentication attacks.
e To evaluate the performance of the proposed framework using different security metrics.

II. LITERATURE REVIEW
Previous studies have highlighted multiple security concerns associated with cloud-enabled big data systems.
Researchers proposed secure architectures combining authentication and encryption techniques to improve data
confidentiality and access control.
A secure authentication and data-sharing architecture known as SADS-Cloud integrated hashing algorithms, clustering,
and encryption methods for protecting big data in cloud environments. The study demonstrated improved data
confidentiality and access control but reported increased computational complexity for large-scale environments.
Another research introduced token-based authentication for Hadoop Distributed File Systems using elliptic curve
cryptography. The framework enhanced secure access management but required complex key distribution mechanisms.
Researchers also proposed biometric authentication and multi-level encryption frameworks for cloud computing
environments. These approaches improved security but increased system overhead and implementation cost.
Modern authentication frameworks integrate homomorphic encryption, blockchain, and attribute-based encryption
techniques to strengthen cloud security. Although these mechanisms provide advanced security, they often require
substantial computational resources unsuitable for lightweight distributed systems.
The present study addresses these limitations by proposing a lightweight DES-based authentication framework suitable
for scalable cloud-enabled big data environments.

II1. PROPOSED AUTHENTICATION FRAMEWORK
I. Framework Architecture
The proposed framework consists of five major components:

Component Function

User Interface User login and authentication request
Authentication Server Verifies user credentials

DES Encryption Module Encrypts authentication credentials
Cloud Storage Server Stores encrypted big data

Hadoop Processing Unit Performs distributed data processing

The architecture establishes secure communication between users and cloud servers using DES encryption.
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I1. Working Procedure

The authentication framework follows the following steps:
User submits login credentials.

Credentials are encrypted using DES.

Authentication server validates encrypted credentials.

Session token is generated after successful authentication.
Authorized user accesses cloud-enabled big data resources.
Data transactions remain encrypted throughout communication.

DES ENCRYPTION MECHANISM
The Data Encryption Standard (DES) is a symmetric-key cryptographic algorithm that encrypts plaintext into ciphertext
using a 56-bit secret key.
The DES encryption process includes:
Initial permutation
Key generation
16-round Feistel structure
Expansion permutation
XOR operation
S-box substitution
Final permutation
The DES encryption f
C = EK(P)
Where:
C = Ciphertext
E = Encryption function
K = Secret key
P = Plaintext
Similarly, decryption is represented as:
P = DK(C)
The DES mechanism provides confidentiality during authentication and protects cloud communication channels.

SYSTEM MODEL

I. User Authentication Phase

In this phase:

User ID and password are encrypted.

DES generates ciphertext.

Authentication server compares encrypted credentials with stored values.

Session validation occurs after successful verification.

II. Secure Data Access Phase

After authentication:

Secure session tokens are generated.

Hadoop nodes verify token validity.

Access permissions are granted based on authorization policies.

II1. Data Protection Phase

All cloud communications remain encrypted to ensure:

Data confidentiality

Data integrity

Secure transmission
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Protection against unauthorized interception

IV. EXPERIMENTAL SETUP
The experimental implementation was conducted using:

Parameter Configuration

Cloud Platform Hadoop-based cloud environment
Programming Language Java

Encryption Algorithm DES

Dataset Size 1 GB-20 GB

Authentication Requests 500-5000 users

Evaluation Metrics Encryption Time, Throughput, Accuracy

V. PERFORMANCE EVALUATION
Table 1: Encryption and Decryption Time

The results show that DES maintains acceptable processing time even for large-scale datasets.

Data Size Encryption Time (ms) Decryption Time (ms)
1 GB 210 180

5GB 420 395

10 GB 680 640

20 GB 1120 1085

Table 2: Authentication Accuracy

Number of Users

Successful Authentication (%)

500

98.2

1000

98.7
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2500 99.1
5000 99.3

The framework demonstrates high authentication accuracy with minimal unauthorized access.
Table 3: Security Attack Resistance

Attack Type Resistance Level
Replay Attack High

Brute Force Attack Medium

Session Hijacking High
Unauthorized Access High

The DES-enabled authentication framework significantly improves attack resistance.

ADVANTAGES OF PROPOSED FRAMEWORK
The proposed authentication framework offers several advantages:
e Lightweight encryption implementation
e Improved authentication efficiency
e Secure distributed cloud communication
e Reduced unauthorized access
e  Scalability for big data systems
e Lower computational overhead
e Enhanced data confidentiality

VI. CONCLUSION

Cloud-enabled big data systems require secure authentication frameworks to protect sensitive information from
unauthorized access and cyber threats. This research proposed a novel DES-based authentication framework that
integrates symmetric encryption, secure session management, and distributed access control for cloud environments.
Experimental analysis demonstrated improved authentication accuracy, reduced security threats, and efficient
encryption performance. The framework successfully enhances data confidentiality and secure cloud communication
while maintaining low computational complexity. The study concludes that DES-based authentication mechanisms
remain suitable for lightweight cloud-enabled big data applications where rapid processing and secure communication
are essential.
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