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Abstract: The proliferation of machine learning (ML) in domains such as healthcare, finance, and social
networks has raised significant privacy concerns. This paper reviews state-of-the-art privacy-preserving
machine learning (PPML) techniques designed to protect sensitive data during model training and
inference. We categorize methods based on cryptographic approaches (e.g., homomorphic encryption,
secure multi-party computation), differential privacy, federated learning, and hybrid models. Key
algorithms, mathematical formulations, and real-world applications are discussed. We also highlight
open challenges and future research directions in PPML.
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L. INTRODUCTION
The proliferation of machine learning on sensitive data from medical diagnostics to financial fraud detection has created
an urgent need for privacy-preserving techniques. This field aims to enable powerful data analysis without exposing the
underlying confidential information. A review of modern privacy-preserving machine learning (PPML) reveals a
landscape shaped by three core paradigms: cryptographic methods, differential privacy, and federated architectures,
often used in synergistic combinations.
Cryptographic approaches, such as Homomorphic Encryption (HE) and Secure Multi-Party Computation (SMPC), offer
strong, mathematically proven security. HE allows computations on encrypted data, enabling model training or
inference where inputs and outputs remain concealed. SMPC enables multiple parties to jointly train a model without
any participant seeing another's raw data. However, these methods often incur substantial computational and
communication overhead, limiting their scalability for complex deep learning models.
To address this, Differential Privacy (DP) has emerged as a powerful statistical framework. It provides a rigorous,
quantifiable guarantee that an algorithm's output does not reveal whether any specific individual's data was in the
training set. This is typically achieved by carefully injecting calibrated noise, for instance, into gradient updates during
Stochastic Gradient Descent. While DP ensures strong privacy, it inherently creates a trade-off with model utility, as
excessive noise can degrade accuracy.
Federated Learning (FL) tackles privacy from a decentralized data perspective. Instead of centralizing sensitive data,
FL coordinates training across numerous devices or siloed servers, only sharing model parameter updates, not raw data.
While FL reduces direct data exposure, it is not inherently private, as the shared updates can be reverse-engineered.
Consequently, the most robust modern systems are hybrid, combining FL with DP or SMPC. For example, DP-FL adds
differentially private noise to client updates before aggregation, while FL with secure aggregation uses SMPC to
conceal individual contributions.
The evolution of PPML shows a move from standalone techniques toward integrated, layered defenses. The choice of
algorithm depends on a critical balance between the required privacy guarantee, computational resources, and model
performance. Future research is focused on improving the efficiency of cryptographic methods, developing adaptive
privacy budgets in DP, and creating standardized frameworks to deploy these hybrid solutions, ensuring machine
learning can advance without compromising individual privacy.
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Machine learning models trained on sensitive data (e.g., medical records, financial transactions) risk leaking private
information through model parameters or predictions. Privacy-preserving ML aims to enable learning without exposing
raw data. This review organizes PPML methods into four paradigms:

e  Cryptographic Techniques

e Differential Privacy (DP)

e Federated Learning (FL)
Hybrid Approaches
We present formal definitions, algorithms, and comparative analysis.

CRYPTOGRAPHIC TECHNIQUES

Cryptographic techniques form the backbone of privacy-preserving machine learning by providing mathematically
rigorous guarantees that data remains confidential during computation. These methods primarily revolve
around Homomorphic Encryption (HE) and Secure Multi-Party Computation (SMPC), enabling analytical operations
on data while it is still in an encrypted or concealed state.

Homomorphic Encryption is a revolutionary cryptographic scheme that allows direct computation on ciphertexts.
A fully homomorphic encryption (FHE) system permits both addition and multiplication on encrypted data, meaning an
untrusted server can perform complex calculations, like evaluating a machine learning model, without ever decrypting
the sensitive input. Formally, for plaintexts m; and m», an FHE scheme ensures that Dec(Enc(m;) @ Enc(mz)) = m; +
my and Dec(Enc(my) & Enc(mz)) = m; x mj, where Enc and Dec are the encryption and decryption functions. This
property makes HE ideal for secure prediction-as-a-service, where a client can send an encrypted query (e.g., medical
test results) to a cloud-hosted model and receive an encrypted result. However, the significant computational and
communication overhead of current FHE implementations remains a major barrier for large-scale or real-time training
of deep neural networks.

Secure Multi-Party Computation, conversely, is a collaborative framework for multiple parties to jointly compute a
function over their private inputs without revealing those inputs to each other. Using protocols like Yao's Garbled
Circuits or Secret Sharing, SMPC distributes the computation so that no single party views the complete raw data. In a
machine learning context, two hospitals could, for instance, collaboratively train a model on their combined patient
datasets. Each hospital holds a secret "share" of the data and the model parameters; through a series of secure
exchanges, they compute gradients and update the model while learning nothing about each other's individual records
beyond the final aggregated model. SMPC is particularly powerful for privacy-preserving federated learning, where it
can be used for secure aggregation of model updates from numerous devices.

While offering strong, cryptographic security, these techniques often face a critical trade-off between privacy,
computational efficiency, and model accuracy. Consequently, they are frequently combined with other paradigms, like
differential privacy, to create hybrid systems that balance robust protection with practical utility in sensitive domains
like finance and healthcare.

HOMOMORPHIC ENCRYPTION

HE allows computations on encrypted data without decryption. Fully Homomorphic Encryption (FHE) enables
arbitrary computations.

Formulation:

Let Enc(-)and Dec(-)be encryption/decryption functions. For plaintexts m;,m,, and operations @,&:

Dec(Enc(m;) ® Enc(msg)) = my + ma

Dec(Enc(m;) @ Enc(msg)) = my x ma
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Application in ML:

Linear regression, logistic regression, and neural network inferences can be performed on encrypted data. However,
FHE is computationally expensive for complex models.

Secure Multi-Party Computation

SMPC enables multiple parties to jointly compute a function while keeping inputs private.

Formulation (Yao’s Garbled Circuits):

For a f'and parties P,,P, with inputs x,y SMPC computes f(x,y) without revealing x or y.

Application in ML:

Distributed model training across multiple data owners. Used in gradient sharing protocols (e.g., Secure Aggregation in
federated learning).

Differential Privacy (DP)

Differential Privacy (DP) has emerged as a gold-standard framework for safeguarding sensitive information while
enabling meaningful data analysis in modern data-driven environments. As organizations increasingly rely on large-
scale datasets to derive insights, the risk of exposing personal information has also grown, necessitating strong privacy-
preserving mechanisms. Differential Privacy addresses this challenge by introducing mathematically quantifiable noise
into data or query outputs, ensuring that the presence or absence of any individual’s data does not significantly
influence analytical results. This property provides a robust privacy guarantee, protecting individuals even against
attackers with substantial background knowledge. DP operates on the principle of adding calibrated random noise
typically through Laplace or Gaussian mechanisms to obscure identifiable patterns, thereby making it statistically
improbable for adversaries to trace results back to specific individuals. In practical applications, DP has been widely
adopted across domains such as healthcare, finance, social networks, and government data releases, where protecting
sensitive attributes is crucial. Major organizations, including Apple, Google, and the U.S. Census Bureau, have
integrated differential privacy into their data reporting frameworks to ensure compliance with privacy regulations while
still enabling useful insights.

A major strength of Differential Privacy lies in its formalized privacy budget, defined as epsilon (€), which quantifies
the degree of privacy protection: lower epsilon values imply stronger privacy but reduced accuracy, whereas higher
epsilon offers improved utility at the expense of privacy. This trade-off between data utility and privacy remains a
central challenge in implementing DP in real-world systems. Despite this trade-off, DP provides unparalleled resilience
against various privacy attacks, including linkage, differencing, and reconstruction attacks, which traditional
anonymization techniques often fail to withstand.

Additionally, DP supports both centralized and local models; where the centralized model assumes a trusted curator to
add noise, and the local model adds noise at the data source itself, further enhancing user control over privacy. Recent
research has also focused on improving DP’s scalability, optimizing noise mechanisms, and applying DP to machine
learning models through techniques like DP-SGD, which allows neural networks to train on sensitive datasets without
exposing individual contributions. Although challenges remain such as balancing privacy guarantees with the demand
for high-fidelity analytics Differential Privacy continues to evolve as a foundational tool for privacy-preserving data
mining. Its mathematically rigorous framework, adaptability, and resilience to adversarial inference make DP a critical
component in ensuring ethical and secure data-driven decision-making in an increasingly interconnected digital world.
DP provides a rigorous mathematical guarantee that the output of a computation does not reveal much about any
individual’s data.

Formal Definition

A randomized mechanism MM satisfies (€,8)-DP if for all datasets ,D’ differing by at most one element, and for all

subsets 5 & Range(M).

Pr[M(D) € §] < " - PrM(D') € §] + 8

If =0, it is pure DP; otherwise, approximate DP.

DP-SGD Algorithm

The DP-Stochastic Gradient Descent adds calibrated noise to gradients during training.
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Algorithm Step (Abadi et al., 2016):

g + g/ max(1, lf';.;lr" )

g+ g +N(0,52C?T)

1. Clip gradient norm:

2. Add Gaussian noise:
3. Update parameters.
Federated Learning (FL)

FL trains models across decentralized devices without exchanging raw data.
Framework

Local Training: Clients compute updates on local data.

Secure Aggregation: Server aggregates updates (e.g., Federated Averaging).
Global Model Update:

=

Where nk is data size of client k, # total samples.

Privacy Enhancements in FL

DP-FL: Add DP noise to local updates before aggregation.

FL with SMPC: Secure aggregation via cryptographic protocols.
Hybrid Approaches

Combining techniques to balance privacy, accuracy, and efficiency.
Examples:

DP + SMPC: Ensure DP guarantees while securely aggregating updates.
HE + FL: Encrypt local updates before sending to server.

Comparative Analysis

tati 1 icati
Method Privacy Guarantee Computationa Communication Use Case
Cost Overhead
H hi St . .
omomp TPhie rong . Very High Low Secure inference
Encryption (cryptographic)
t . . . ..
SMPC Strong . High High Collaborative training
(cryptographic)
leferentlal Statistical Low to Moderate Low Ce.nt.rahzed/ Distributed
Privacy training
F t k
eder'fl ed Wea (needs Moderate High Distributed data training
Learning enhancement)
. St DP . . .
Hybrid (DP+FL) rong ( Moderate High Privacy-sensitive FL
guarantees)
II. CONCLUSION

Privacy-preserving machine learning is essential for leveraging sensitive data responsibly. Cryptographic methods
provide strong security but at high cost; differential privacy offers rigorous guarantees with manageable overhead;
federated learning reduces data centralization risks. Hybrid approaches are emerging as a promising direction.
Continued research is needed to improve efficiency, robustness, and real-world applicability.
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