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Abstract: SafeNest is highly important in today’s technology-driven world because personal safety has
become a critical concern across all sections of society. Traditional safety apps often fail during network
outages or emergencies, but SafeNest bridges this gap by offering both online and offline SOS features.
With the integration of AI-based voice detection, face recognition, movement and fall detection, along with
real- time location sharing, it ensures faster and smarter emergency responses. Built on the MERN stack,
SafeNest aligns with modern scalable technologies while prioritizing privacy, reliability, and quick
action. Thus, it provides a socially impactful and technologically advanced solution to one of the most
urgent challenges of our time — personal safety.
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L. INTRODUCTION
In today’s dynamic and unpredictable world, personal safety has become a major concern for individuals as well as
society. The effects of rapid urbanization, increasing crime rates, road accidents, and emergency incidents highlight the
urgent need for systems that can ensure immediate response and reliable communication during crises [5]. Although
several mobile safety applications have been developed, most of them depend entirely on uninterrupted internet
connectivity, which limits their effectiveness during network failures or in remote regions with poor signal coverage
[1]. Hence, there is a growing demand for a hybrid safety solution capable of functioning seamlessly in both online and
offline environments, ensuring continuous protection and accessibility regardless of connectivity conditions. SafeNest
Real-Time Safety and Emergency Response Platform is developed to bridge this critical gap by integrating the
reliability of offline SMS-based alerts with the intelligent capabilities of online, Al-driven emergency detection [2]. The
application allows users to trigger an SOS alert through a single tap or voice command, automatically notifying trusted
contacts with vital information such as live location, motion data, recorded audio, and camera footage [9]. By
incorporating advanced artificial intelligence technologies like voice recognition, facial detection, and body movement
monitoring, SafeNest ensures that distress signals are identified and processed even when the user is unable to manually
activate an alert [12].
This platform is developed using the MERN stack— comprising MongoDB, Express, React/React Native, and
Node.js—which ensures scalability, cross-platform compatibility, and seamless integration with modern cloud
infrastructures [10]. It supports real-time communication through technologies such as web sockets, push notifications,
and SMS gateways, enabling instant transmission of SOS alerts and status updates during emergencies [6].
Furthermore, SafeNest is designed with a strong emphasis on user privacy and consent, ensuring that monitoring
features are only activated during verified emergency situations to maintain ethical use of data [15].
By combining offline reliability, Al-driven online intelligence, and real-time responsiveness, SafeNest stands out as a
technologically advanced yet socially impactful innovation addressing one of the most urgent issues of modern
society— ensuring personal safety and facilitating faster emergency responses [11].
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II. LITERATURE REVIEW

A. Emergency alert systems and mobile SOS apps

Over the past decade, numerous mobile applications and safety systems have been designed to help users during
emergencies by allowing quick alerts to trusted contacts or authorities [5]. Early developments primarily centered
around single-tap panic buttons and GPS-based location sharing mechanisms that provided users with an easy way to
communicate distress signals [8]. Commercially available solutions—such as personal safety mobile apps and dedicated
wearable devices—typically integrate location tracking, one- touch emergency calling, and preconfigured emergency
contact lists to support real-time responses [9].

B. Offline Communication and Hybrid Networks

Literature on delay-tolerant networking and SMS fallback mechanisms suggests that blending internet-based messaging
with offline methods can significantly improve reliability [1]. Studies also show that SMS-based emergency alerts
remain functional even during low bandwidth or internet failure, making them an effective backup communication
channel [9]. However, integrating offline alerts seamlessly with modern apps requires careful design, as newer
operating systems often restrict background SMS automation [3].

C. Al for Voice-Activated Emergency Detection

Several studies have explored voice-triggered emergency systems where specific keywords like “Help” or
“Emergency” automatically activate alerts [2]. Research on speech-to-text (STT) and keyword spotting models such as
Google Speech Commands, Whisper, and DeepSpeech has shown promising accuracy for real-time safety applications
[14]. However, a major limitation remains the occurrence of false positives and challenges with language diversity,
which SafeNest aims to overcome through multi-modal confirmation using voice, movement, and camera inputs [13].

D. Face Detection and Camera-Based Safety

Face detection and recognition technologies have been widely explored using CNN-based models such as OpenCV
Haar cascades, Dlib, and MobileNet SSD [7]. In the context of personal safety, enabling camera access helps capture
crucial visual evidence during emergency situations [9]. Studies have further shown that privacy-preserving and event-
triggered face detection methods are more acceptable to users than continuous surveillance, a principle that SafeNest
adopts by activating the camera only during verified emergencies [11].

E. Location Tracking for Emergency Response

Location-based services (LBS) have long served as a foundation for modern emergency response applications [5]. GPS-
enabled safety platforms enhance real-time location sharing, thereby improving the effectiveness and response time of
emergency services [7]. However, studies highlight that continuous background tracking can lead to excessive battery
consumption and potential privacy risks [9]. To address these challenges, research advocates for on-demand and event-
triggered location sharing, a strategy effectively implemented in SafeNest [10].

An emerging field in artificial intelligence (AI) safety research focuses on detecting spy cameras and preventing
privacy violations in sensitive environments such as changing rooms, hotels, and public restrooms (G. Alhussein et al.,
[18], 2025). Prior studies have introduced various detection techniques, including infrared-based camera identification
using smartphone sensors, electromagnetic field (EMF) scanning for identifying wireless surveillance devices, and Al-
powered anomaly detection models leveraging image recognition (S. Ntalampiras et al., [16], 2023). Although this area
of research is still developing, these studies demonstrate the feasibility of transforming smartphones into proactive
privacy protection tools (G. Alhussein et al., [18], 2025). Building upon this foundation, SafeNest extends such
approaches by integrating a changing-room camera detection feature, offering users enhanced security and confidence
against hidden surveillance threats.

Existing mobile safety applications incorporate SOS alerts, voice detection, face recognition, and fall detection features
but still face limitations such as heavy internet dependency, false Al triggers, and privacy concerns (R. K. Balan et al.,
[1], 2023;

Copyright to IJARSCT
www.ijarsct.co.in

DOI: 10.48175/IJARSCT-29760 491

7 1ssN W)
| 2581-9429 |}

&\ IJARSCT ¥
Q




({ IJARSCT

xx International Journal of Advanced Research in Science, Communication and Technology w\

IJARSCT International Open-Access, Double-Blind, Peer-Reviewed, Refereed, Multidisciplinary Online Journal

ISSN: 2581-9429 Volume 5, Issue 2, November 2025 Impact Factor: 7.67

R. Bhande and S. Desai, [5], 2023; A. Z. Alharbi et al., [9], 2024). Research emphasizes that combining offline SMS
alerts, online notifications, Al-driven detection, and event-triggered camera activation can significantly enhance
reliability and responsiveness (L. Chen et al., [4], 2023; Y. Tripathi, [10], 2025; S. Jena et al., [ 14], 2024). Furthermore,
emerging studies on spy camera detection in sensitive environments underline the growing importance of privacy-
preserving safety mechanisms (S. Ntalampiras et al., [16], 2023; G. Alhussein et al., [18], 2025). SafeNest bridges these
research gaps by integrating offline and online SOS capabilities, multi-modal Al detection, and privacy-focused
changing room surveillance prevention into a unified real-time safety platform (T. Htun et al., [2], 2023; A. K.
Anuvindh et al., [11], 2024).

II1. DISCUSSION
The review of algorithms implemented in SafeNest underscores both the strengths and limitations of current
methodologies in real-time safety and emergency response systems [6]. The platform employs a layered architectural
design, where each module—such as SOS activation, Al-based detection, and communication routing—contributes to
the system’s overall reliability and resilience, minimizing dependence on a single detection method [4]. This modular
approach is consistent with findings in existing research, which suggest that multi-modal frameworks outperform
single-mode solutions in ensuring timely and accurate emergency responses [8].

A. Offline SMS to Trusted Contacts

When operating offline, SafeNest utilizes an SMS-based emergency alert system that transmits the user’s location and
essential details to pre-registered trusted contacts while locally queuing alerts for later synchronization once
connectivity is restored [1]. This hybrid communication mechanism ensures reliability even during internet outages,
effectively addressing one of the major limitations found in conventional internet- dependent safety systems [5].

B. Context Capture

SafeNest collects real-time contextual data such as GPS location, images or videos, and short audio clips to provide
accurate situational awareness during emergencies [8]. This functionality enables trusted contacts and emergency
responders to better understand the nature and severity of an incident, allowing for quicker and more informed action.
To maintain user privacy, context capture is activated strictly during verified emergency conditions, ensuring that
sensitive data is handled efficiently, securely, and only when necessary [15].

C. Alert Delivery

The SafeNest system delivers emergency alerts through a dual-mode mechanism—sending notifications online via the
backend and push services, or offline via SMS when network connectivity is unavailable [1]. In cases of network
disruption, the system locally stores unsent alerts and automatically retries transmission once the device regains
connectivity, ensuring that no emergency message is lost [3]. This hybrid alert delivery model enhances reliability and
ensures continuous protection for users in both urban and remote environments [7].

D. Camera Detection

SafeNest activates its camera module only when an emergency event is detected, capturing short images or video clips
to provide visual context without enabling continuous surveillance [7]. The captured media is securely encrypted and
temporarily stored, allowing trusted contacts or emergency responders to assess the situation rapidly while ensuring
user privacy and data protection [9]. This design approach aligns with privacy-preserving frameworks proposed in
recent research on responsible Al and surveillance detection [18].

E. Face Detection
The face detection module in SafeNest plays a vital role in verifying user identity during emergency events, thereby
reducing false alarms and supplying credible visual evidence to trusted contacts or responders [12]. This functionality is

designed to activate exclusively during SOS triggers to maintain user privacy and prevent unauthorlzed surveillance.
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Furthermore, all captured facial data are securely encrypted and stored only for a limited duration, ensuring compliance
with ethical guidelines and data protection regulations [11].

F. Additional Considerations

In addition to the core emergency detection and alert algorithm, SafeNest integrates several critical design
considerations to enhance effectiveness, reliability, and user trust [5]. The system employs event-triggered sensor
activation to optimize battery performance and reduce power consumption [9]. All sensitive data—including location,
audio, video, and facial information—are securely encrypted and stored temporarily to preserve user privacy [11].
Users are provided with extensive customization options, allowing them to configure trusted contacts, emergency
keywords, and geofenced privacy zones, ensuring that the platform adapts to individual safety preferences [10].
Moreover, SafeNest is designed for instant SOS activation, prioritizing accessibility during high-stress scenarios [4].
Features such as offline SMS alerts, queued message retries, and periodic system integrity checks further strengthen
reliability [1], while its privacy-first event-triggering mechanism ensures compliance with ethical and legal standards
[15].

IV. FUTURE DIRECTIONS
The current version of SafeNest demonstrates how offline and online emergency detection, multi-modal Al, and
privacy- aware features can provide real-time personal safety [1]. However, several areas remain open for further
development:
1) Future improvements could further reduce false positives caused by environmental noise, low-light conditions, or
sudden movement [14]. Prior research has shown that deep-learning-based multimodal frameworks can significantly
improve emergency detection accuracy compared to traditional methods [13].
2) Currently, SafeNest reacts to emergency triggers, but integrating predictive analytics could help anticipate risky
situations based on patterns of user behavior [15]. Similar approaches have been explored in Al-based safety and
healthcare applications to improve proactive response [10].
3) Expanding monitoring to include real-time health metrics, such as heart rate, sudden falls, or abnormal activity, via
smartwatches or fitness trackers could enhance safety [5]. Literature highlights that combining mobile and wearable
sensor data enhances overall safety monitoring and emergency responsiveness [7].
4) Users may feel anxious about continuous monitoring or sensitive data capture [15]. Techniques such as event-
triggered recording, encrypted data storage, and user- configurable privacy zones can address these concerns while
maintaining trust. Transparency in alerting and data usage is critical for user acceptance [9].
5) Real-world conditions often include low-cost devices, unstable internet, or shared spaces [1]. Offline support, SMS
fallback, cloud synchronization, and clear user guidance are essential for resilient emergency response [3]. Institutional
experiences show that redundancy and usability improvements increase effectiveness [6].

V. CONCLUSION

SafeNest provides a comprehensive real-time safety and emergency response platform by integrating offline and online
SOS alerts, Al-powered voice, movement, and face detection, camera-based context capture, and privacy-aware
features. Its hybrid approach ensures reliable communication even without internet, while multi-modal detection
reduces false alarms and enhances accuracy. By prioritizing user privacy, incorporating location tracking, and enabling
trusted contact notifications, SafeNest offers a proactive and secure solution for personal safety. With future
enhancements like predictive alerts, wearable integration, and advanced AI models, SafeNest has the potential to
become a robust, intelligent, and user-friendly platform for safeguarding individuals in diverse environments.

SafeNest represents a significant advancement in personal safety and emergency response by combining multiple
innovative technologies into a single, unified platform. The system effectively integrates offline and online SOS alerts,
Al- driven voice recognition, movement and fall detection, face verification, camera-based context capture, and
location tracking to ensure timely and accurate emergency notifications. Its privacy-conscious design, including event-

triggered data capture and geofenced sensitive area detection, addresses critical concerns related to user trust and data
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security. The offline SMS feature guarantees alert delivery even in low-connectivity or remote areas, while the multi-
modal verification system reduces false alarms and improves reliability. Looking forward, enhancements such as
predictive risk analytics, wearable device integration, cloud-based real- time processing, and multilingual support will
further increase SafeNest’s effectiveness and accessibility. Overall, SafeNest offers a comprehensive, intelligent, and
user-friendly platform that not only responds to emergencies but also proactively contributes to individual safety,
making it a valuable tool for modern-day personal security challenges.
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