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Abstract: This project introduces a “Fingerprint-Based Biometric Smart Electronic Voting Machine” 

using Arduino, designed to improve the security, reliability, and efficiency of the voting process. 

Traditional voting systems are often prone to errors, duplication of votes, and fraudulent practices. To 

address these challenges, this system utilizes a fingerprint sensor to uniquely identify each voter, ensuring 

that only registered individuals can cast their vote and that each voter is allowed to vote only once.Once 

a voter is successfully authenticated through their fingerprint, they can choose their preferred candidate 

using simple push buttons. The system immediately records the vote in the Arduino’s memory and provides 

real-time confirmation through an LCD screen, LED indicators, and a buzzer. If authentication fails, the 

voter is notified instantly, preventing unauthorized access. By automating voter verification and vote 

recording, this system significantly reduces human error and the chances of electoral fraud. Additionally, 

it allows for easy and quick counting of votes, making the election process faster and more transparent. 

The design is scalable, cost-effective, and flexible, with the potential to incorporate advanced features in 

the future, such as transmitting results online, supporting multiple languages, or integrating with a 

physical ballot box. In essence, this smart voting machine combines modern biometric technology with 

simple electronics to create a safer, more efficient, and user-friendly voting experience, promoting trust 

and accuracy in elections. 
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I. INTRODUCTION 

Voting is a cornerstone of democracy, allowing citizens to express their choices and participate in decision-making 

processes. Traditional paper-based voting systems, however, face several challenges such as voter impersonation, 

multiple voting, ballot tampering, and errors during counting. These issues can compromise the fairness and transparency 

of elections. Electronic Voting Machines (EVMs) have been introduced in many countries to overcome some of these 

challenges, but even EVMs may face limitations if proper voter verification is not implemented. To further enhance 

election security and streamline the process, biometric authentication can be integrated into voting systems. Fingerprint 

recognition is one of the most reliable biometric methods because each individual has a unique fingerprint pattern, which 

is difficult to replicate or forge. This project proposes a Fingerprint-Based Biometric Smart Electronic Voting Machine 

using Arduino, which combines the advantages of biometric verification with the simplicity and flexibility of Arduino-

based electronics. The system works by first authenticating voters through a fingerprint sensor. Once verified, the voter 

can select a candidate using push buttons, and the vote is securely recorded in the system’s memory or on an SD card. 

The process provides immediate visual and auditory feedback using an LCD display, LEDs, and a buzzer, ensuring 

transparency and user confidence. The system is scalable, cost-effective, and suitable for small-scale elections in 

institutions like schools, colleges, or local organizations. With additional enhancements such as Wi-Fi connectivity, 

online result transmission, or physical ballot box integration, it can be adapted for larger applications. By combining 

security, efficiency, and user-friendliness, this project aims to demonstrate a practical solution for modernizing the voting 

process while maintaining the integrity of elections. 
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II. LITERATURE REVIEW 

The integrity, transparency, and efficiency of electoral processes have become increasingly significant in modern 

democracies. Traditional paper-based voting systems, while widely used, face critical challenges such as vote duplication, 

miscounting, tampering, and lengthy result compilation. These vulnerabilities have motivated the development of 

electronic voting systems, particularly those leveraging biometric technologies. Among various biometric approaches, 

fingerprint recognition has emerged as a reliable and practical method for voter authentication due to its uniqueness, 

permanence, and cost-effectiveness. 

A. R. Sharma et al. [1] proposed a fingerprint-based electronic voting system aimed at eliminating fraudulent voting and 

ensuring that only registered voters could cast a vote. In their system, voters were authenticated through fingerprint 

scanning, and once verified, could select their preferred candidate using push-button interfaces. The votes were recorded 

digitally within the Arduino controller memory, and immediate confirmation was provided via LCD displays and LED 

indicators. This setup minimized human intervention and errors associated with manual counting, thereby improving 

election accuracy and transparency. The authors also highlighted that such systems could be scaled for larger polling 

booths with careful management of voter databases and periodic sensor calibration. Their work laid the foundation for 

low-cost, reliable biometric voting solutions suitable for small- to medium-scale elections. 

Expanding on this concept, R. K. Gupta et al. [2] developed a hybrid electronic voting framework that combined 

fingerprint recognition with smart card verification. The dual-authentication mechanism enhanced security by ensuring 

that only authorized voters could participate, even in scenarios where one authentication mode failed or was 

compromised. Experimental results demonstrated that hybrid systems reduced impersonation and duplication attempts, 

increasing public confidence in electronic voting systems. However, the study noted challenges in terms of hardware 

cost, maintenance, and synchronization of voter data across multiple polling stations. Despite these limitations, the 

research emphasized that hybrid biometric systems offer significant advantages in high-stakes elections where security 

and reliability are critical. 

S. K. Patel et al. [3] focused on cost-effective hardware implementation by integrating fingerprint sensors with Arduino 

microcontrollers, push-button candidate selection, and LCD displays. The study demonstrated that low-cost, open-source 

microcontrollers could effectively manage authentication, vote recording, and result tallying in real-time. Feedback 

mechanisms such as LEDs and buzzers were incorporated to notify voters of successful authentication or voting errors, 

enhancing the system’s user-friendliness. Patel et al. also discussed potential enhancements, including cloud-based 

storage for secure vote backups and real-time result transmission to central election authorities. Their work highlighted 

that such a modular system could be deployed in smaller polling stations, rural areas, and developing regions where high-

cost electronic voting machines may not be feasible. 

Effective fingerprint-based voting systems rely heavily on the underlying recognition algorithms. T. R. Sharma et al. [4] 

explained that fingerprint authentication involves several stages: image acquisition, preprocessing, feature extraction, 

template storage, and matching. During preprocessing, techniques such as contrast enhancement, noise reduction, and 

ridge orientation normalization are applied to improve image quality. Feature extraction focuses on identifying minutiae 

points, ridge endings, bifurcations, and ridge counts, which are unique to each individual. Matching algorithms then 

compare the live fingerprint scan with stored templates to verify voter identity. Common approaches include minutiae-

based matching, ridge-based pattern matching, and neural network-assisted recognition. The accuracy of these algorithms 

is crucial to minimize false acceptance rates (FAR) and false rejection rates (FRR), which directly impact system 

reliability and voter trust. 

Environmental conditions, such as dirt, moisture, or worn fingerprints, can reduce sensor performance. Sharma et al. [4] 

recommended preprocessing and adaptive matching algorithms to mitigate these effects. Additionally, sensor quality and 

calibration play a vital role in ensuring accurate recognition over time. High-quality optical or capacitive fingerprint 

sensors are preferred due to their reliability and resistance to wear and environmental interference. 

Security and privacy are critical in electronic voting systems. A. Kumar et al. [5] emphasized the need for encrypting 

fingerprint templates and vote data to prevent unauthorized access. Secure communication protocols between polling 

machines and central servers are essential to maintain data integrity and prevent tampering. Kumar et al. also explored 

blockchain integration as a means to create immutable, tamper-proof vote records. This approach ensures that once a vote 
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is cast, it cannot be altered or deleted, significantly increasing voter confidence and system transparency. Privacy concerns 

are equally important, as fingerprint templates must be stored in a manner that prevents misuse or unauthorized sharing 

of biometric data. Techniques such as template encryption, hashing, and secure cloud storage are often recommended to 

address these challenges. 

While fingerprint recognition is widely used due to its balance of cost, reliability, and uniqueness, other biometric 

modalities such as iris scanning, facial recognition, and voice authentication have also been explored. Iris scanning offers 

very high accuracy but requires specialized cameras and is often costly, making it less feasible for large-scale elections 

[6]. Facial recognition can be convenient and contactless, but it is vulnerable to lighting variations, aging, and spoofing 

attempts. Voice recognition, while feasible in remote voting scenarios, is highly sensitive to background noise and illness-

related voice changes. Compared to these alternatives, fingerprint recognition provides a practical compromise between 

cost, accuracy, and ease of deployment, particularly for hardware-constrained systems like Arduino-based machines. 

R. P. Verma et al. [7] detailed the hardware aspects of fingerprint-based electronic voting systems. A typical setup 

includes a fingerprint sensor for biometric input, push-buttons for candidate selection, LCDs or LEDs for feedback, and 

a microcontroller such as Arduino for processing and storage. Buzzers are often incorporated to provide audio 

confirmation of authentication or voting errors. The modular design allows scalability, where multiple polling units can 

be interconnected or managed centrally. Power management, wiring reliability, and sensor placement are important 

design considerations to ensure uninterrupted operation during elections. 

Recent studies emphasize the potential benefits of integrating fingerprint-based voting systems with cloud platforms or 

IoT frameworks. S. K. Patel et al. [3] and P. Singh et al. [8] proposed storing encrypted vote records and fingerprint 

templates on cloud servers to enable secure centralized management, real-time monitoring, and fast result computation. 

IoT connectivity can also facilitate remote system diagnostics, software updates, and election monitoring, reducing 

logistical challenges and human intervention. Cloud and IoT integration also allow for real-time analytics, audit trails, 

and long-term data storage, which are valuable for post-election verification, transparency, and research purposes 

Despite the advantages, fingerprint-based electronic voting systems face several challenges. Sensor accuracy can be 

affected by environmental factors such as dust, moisture, or low-quality fingerprints. Large-scale deployment requires 

careful database management to handle millions of voter templates efficiently. Hardware maintenance, calibration, and 

power management are critical to ensure continuous system operation. Additionally, implementing secure, encrypted 

communication protocols and cloud infrastructure can increase costs and complexity, particularly in developing regions. 

Patel et al. [3] noted that accessibility considerations, such as multilingual interfaces and user-friendly designs, are 

essential to ensure participation from all voter demographics. 

Future research in fingerprint-based electronic voting is focused on enhancing security, scalability, and usability. Hybrid 

biometric systems combining fingerprint, iris, or facial recognition could further reduce fraudulent voting attempts and 

improve accuracy. AI-assisted fingerprint matching and predictive analytics could optimize authentication speed and 

reliability. Integration with blockchain, cloud, and IoT technologies will likely enhance transparency, auditability, and 

real-time monitoring. Moreover, designing intuitive user interfaces with multilingual and accessibility features will ensure 

wider adoption and voter confidence. Large-scale pilot studies and real-world implementation trials are needed to validate 

these systems under diverse environmental and operational conditions. 
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III. METHODOLOGY 

 
 

R307 Fingerprint Sensor : 

 
Fig1. R307 Fingerprint Sensor 

The R307 Fingerprint Sensor Module is one of the most widely used and cost-effective biometric modules for personal 

identification and security-based projects. In the context of a Fingerprint-Based Electronic Voting Machine, it serves as 

the core component responsible for voter authentication. This sensor captures and verifies the fingerprint of each 

individual voter, ensuring that only authorized users can cast their vote, thus preventing duplication or impersonation. 
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The R307 operates based on optical fingerprint recognition technology. When a user places their finger on the scanning 

surface, the sensor’s optical module illuminates the finger using an internal LED. The reflected light from the ridges and 

valleys of the fingerprint is captured by a CMOS image sensor, which converts the optical image into a digital signal. 

The built-in DSP (Digital Signal Processor) inside the module processes this image to extract key features, known as 

minutiae points — such as ridge endings and bifurcations — which are then used to create a unique fingerprint template. 

This template is stored in the sensor’s internal memory during enrollment and later used for comparison during 

verification. 

 

Arduino UNO 

 
Fig2.Ardino Uno 

The Arduino Uno is an open-source microcontroller board developed by Arduino.cc. It is based on the ATmega328P 

microcontroller and is widely used for electronic prototyping, embedded systems, and IoT applications due to its 

simplicity, affordability, and flexibility. 

In this project, the Arduino Uno acts as the control unit, executing the logical flow of the voting process — from 

fingerprint authentication to vote storage and confirmation display. 

It interprets signals from the fingerprint sensor to verify voter identity, activates the corresponding voting interface once 

authentication is successful, and stores the voting data securely in memory. The microcontroller also handles output 

feedback via the LCD, LED indicators, and buzzer to guide voters throughout the process. 

 

LCD Display: 

Fig3. LCD Display 

An LCD works on the principle of light modulation rather than light emission. It uses liquid crystal molecules that align 

in a particular direction when an electric field is applied across them. These molecules control the passage of light, 

creating visible characters or graphics on the screen. The LCD does not produce light itself; instead, it relies on a backlight 

to illuminate the display, while the liquid crystals selectively block or allow light to pass through specific segments to 

form characters.In the 16x2 character LCD, each character is made up of a 5x8 pixel matrix, allowing alphanumeric 

display and limited custom symbols. The display module internally uses the Hitachi HD44780 controller, which simplifies 

communication with microcontrollers like the Arduino. 
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Keypad: 

The keypad is an essential input device used in the Fingerprint-Based Biometric Smart Electronic Voting Machine to 

allow authenticated voters to select their preferred candidate. It consists of a matrix of buttons (usually 3x4 or 4x4), where 

each key represents a number, letter, or function.The keypad works on the principle of row and column scanning. When 

a button is pressed, it connects a specific row and column line, which the Arduino detects to determine which key was 

pressed. This design minimizes the number of input pins required while still allowing multiple keys to be read accurately. 

In this project, the keypad provides a simple and intuitive way for voters to cast their votes after fingerprint authentication. 

It is connected directly to the Arduino, which reads the input, records the vote, and displays confirmation on the LCD 

screen. 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

Fig4. keypad 

 

Buzzer:  

Fig5.Buzzer 

The buzzer is a small audio signaling device used in the project to provide sound feedback during various operations, 

such as successful fingerprint authentication, vote confirmation, or error alerts. It helps users know the system’s status 

instantly without always looking at the LCD display. 

The buzzer operates by converting electrical signals into sound through the rapid vibration of a piezoelectric element or 

magnetic coil. When the Arduino sends a high signal to the buzzer pin, it produces a tone, and when the signal is low, it 

remains silent. 
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Switches:  

The switches are basic electromechanical components used in the voting machine to perform essential control operations 

such as system reset, start, or power on/off. In some cases, additional switches may be assigned to functions like admin 

control, voter registration, or vote submission depending on the project design.A switch works on a simple ON/OFF 

principle — when pressed, it completes an electrical circuit, allowing current to flow (logic HIGH), and when released, 

it breaks the circuit (logic LOW). The Arduino continuously monitors the switch states to detect when an action is 

initiated.In this project, switches play a vital role in controlling user interactions and ensuring that operations occur in a 

proper sequence — for example, starting the fingerprint scanning process or resetting the system after a vote is cast. 

 

Zero PCB: 

Fig7.Zero PCB 

A Zero PCB (Printed Circuit Board), also known as a Dot Board or Perforated Board, is a type of prototyping board used 

to assemble and test electronic circuits without the need for a custom-designed PCB. It consists of a grid of holes (or 

copper pads) arranged in a standard spacing pattern, where electronic components such as resistors, switches, sensors, 

and ICs can be soldered to form a complete working circuit.In this project, the Zero PCB is used to mount and interconnect 

all the components of the voting machine—such as the fingerprint sensor, Arduino connections, switches, buzzer, and 

LCD. This setup provides a solid and semi-permanent prototype, making it more reliable and durable than breadboard-

based connections while still being flexible for design modifications.The main advantage of using a Zero PCB is that it 

allows easy customization of circuit layout. Wires or solder bridges can be used to make electrical connections between 

components according to the circuit diagram. It is ideal for students, hobbyists, and researchers for building and testing 

hardware-based projects before designing a professional printed circuit board. 
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IV. RESULTS 

 
Fig. Result 1 

 
Fig.Result 2 
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Fig.Result 3 

 
Fig. Result 4 

 

V. DISCUSSIONS 

The Fingerprint-Based Biometric Smart Electronic Voting Machine was thoroughly tested under controlled scenarios to 

evaluate the performance, reliability, and efficiency of its biometric and electronic components. The fingerprint sensor 

accurately authenticated voters, ensuring that only registered users could cast their vote. The system consistently 

prevented multiple voting attempts, demonstrating the effectiveness of biometric security in minimizing electoral fraud. 
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Once authentication was successful, the keypad interface allowed voters to select their preferred candidate. All inputs 

were correctly detected by the Arduino, and the votes were reliably recorded in the system memory. The LCD display 

provided clear and immediate feedback, guiding voters through each step, including instructions, authentication status, 

and confirmation of vote submission. This real-time visual feedback improved user confidence and reduced the chances 

of errors during voting. 

The buzzer successfully provided audio confirmation, signaling successful fingerprint verification, vote submission, or 

error alerts in cases of authentication failure or invalid input. The LEDs further enhanced system feedback by indicating 

operational status, confirming successful voting, or highlighting errors. 

Integration of the Zero PCB and jumper wires ensured stable connections between all modules, allowing the system to 

operate seamlessly without wiring issues. The use of PCB-mounted switches enabled precise control of administrative 

functions, such as system reset or test operations, ensuring that the voting process remained organized and error-free. 

During testing, the system demonstrated high accuracy and reliability, with rapid response times for fingerprint 

verification and vote recording. No instances of data loss or input misinterpretation were observed, confirming the 

robustness of the Arduino-based design. The modular nature of the setup also allowed for easy expansion, such as adding 

online vote transmission, multi-language support, or additional security features, without affecting core functionality. 

Overall, the results validate that combining biometric fingerprint authentication, keypad input, and visual/audio feedback 

creates a secure, efficient, and user-friendly voting system. This approach effectively reduces human errors, prevents 

electoral fraud, and ensures that votes are accurately recorded, making it a practical solution for modern electronic voting 

applications. 

VI. CONCLUSION 

The Fingerprint-Based Biometric Smart Electronic Voting Machine successfully demonstrates how biometric 

authentication and microcontroller technology can be integrated to create a secure, efficient, and reliable voting system. 

By utilizing a fingerprint sensor, the system ensures that only registered voters can cast their votes, effectively preventing 

multiple voting attempts and reducing the risk of electoral fraud. 

The combination of Arduino-based processing, keypad input, LCD display, buzzer, and LEDs provides a user-friendly 

interface that guides voters step by step, confirms actions in real time, and minimizes human errors. The modular design, 

built on a Zero PCB with stable wiring using jumper wires, allows for easy maintenance, scalability, and potential future 

upgrades, such as online vote transmission or multilingual support. 

Testing and evaluation under controlled scenarios confirmed the accuracy, responsiveness, and robustness of the system. 

Voter authentication and vote recording occurred without errors or data loss, and all feedback mechanisms (visual and 

audio) worked reliably. This demonstrates that a small-scale, low-cost electronic voting system can achieve high security 

and operational efficiency, making it suitable for institutions, small elections, and pilot implementations. 

In conclusion, this project highlights the practical advantages of biometric-based electronic voting, including increased 

security, reduced human error, faster vote tallying, and improved transparency. It provides a strong foundation for future 

advancements in digital voting technology, bridging the gap between traditional paper-based voting and fully secure, 

scalable electronic election systems. 
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