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Abstract: The Internet of Things (IoT) continues to expand rapidly, with billions of devices connecting
across industries—from smart homes to industrial automation. However, as deployments scale,
maintaining robust system performance, data integrity, and low-latency communication becomes
increasingly challenging. This paper investigates core scalability issues, including bandwidth congestion,
centralized bottlenecks, device heterogeneity, and data processing overload. We propose a hybrid
architecture combining edge computing, distributed consensus, and hierarchical clustering, validated
through simulation and small-scale real-world prototype deployments. Results reveal that our
architecture maintains under 200 ms latency, improves throughput by 65%, and reduces cloud upstream
data load by 75% compared to monolithic cloud systems. Statistical analysis confirms these
improvements (t-tests, correlation analysis). The study offers actionable design guidelines for scalable,
efficient, and resilient loT networks, especially relevant to urban smart cities, industrial IoT, and large-
scale environmental monitoring.
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L. INTRODUCTION

The Internet of Things (IoT) has rapidly evolved from a conceptual framework into a globally pervasive technology,
transforming sectors ranging from industrial automation to healthcare, urban planning, and agriculture. With projections
estimating over 30 billion connected devices by 2030, the scale and complexity of IoT deployments continue to grow at
an exponential rate. While this expansion presents unprecedented opportunities for real-time monitoring, automation,
and data-driven decision-making, it also introduces critical technical challenges—foremost among them being
scalability. As IoT networks expand, traditional cloud-centric architectures begin to show their limitations, including
increased latency, network congestion, data management bottlenecks, and system instability.

Scalability in IoT does not simply refer to adding more devices; it encompasses the ability of the system to maintain
consistent performance, reliability, and efficiency under growing data volume, device diversity, and operational
complexity. Centralized systems, where all sensor data is transmitted to the cloud for processing, often falter under
large-scale demands. This can lead to slow response times, overloaded communication channels, high power
consumption, and escalating cloud infrastructure costs. These issues are particularly problematic in mission-critical
applications such as smart cities, industrial IoT (IIoT), and environmental monitoring, where system responsiveness and
reliability are non-negotiable. To address these concerns, researchers and practitioners have started to explore
decentralized architectural paradigms, notably edge computing, fog computing, and distributed device clustering. These
architectures aim to shift data processing and analytics closer to the source, thereby reducing the load on central servers,
decreasing latency, and improving real-time responsiveness. However, despite these advancements, challenges remain
in seamlessly integrating such solutions across large-scale deployments, managing device heterogeneity, ensuring
interoperability, and maintaining system resilience in the face of failures or data surges. This research seeks to analyse
and resolve key scalability challenges in IoT deployments by developing a hybrid architecture that leverages
hierarchical edge clustering, intelligent load distribution, and protocol translation. The goal is to provide a reliable, low-
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latency, and scalable framework for modern IoT networks, backed by both simulation and prototype-level testing.
Through this, the study contributes to the evolving conversation on how to sustainably expand the IoT ecosystem
without compromising system performance or manageability.

II. LITERATURE REVIEW
As the IoT landscape expands, the academic and industrial communities have increasingly focused on the scalability of
deployments. Existing literature has extensively documented the bottlenecks faced by centralized cloud-based IoT
models. Lee et al. (2021) observed that latency increases by up to 60% in large-scale urban IoT deployments due to
network congestion and server overload. Similarly, Li and Chen (2022) pointed out that excessive reliance on cloud
processing leads to unsustainable bandwidth usage and escalating costs, especially as data volumes surge from millions
of endpoint devices. These findings underline the fact that current architectures are not designed to efficiently handle
the scale and diversity that IoT systems are now expected to support. One widely studied solution is the adoption of
edge computing, where data is processed locally at the device or gateway level. According to Suri et al. (2023), edge
computing can oftload up to 80% of raw sensor data by performing pre-processing and event detection at the source.
This not only reduces upstream bandwidth demand but also enhances response times—a critical factor in applications
such as traffic management and industrial automation. Furthermore, hierarchical edge architectures have gained traction
for their ability to distribute workloads across multiple tiers, enhancing fault tolerance and system elasticity. Lee and
Kim (2023) demonstrated that such tiered systems could scale to thousands of devices with manageable latency and
reduced central load. Another critical area of research is the management of device heterogeneity, which becomes
increasingly complex as networks grow. Devices may operate on different communication protocols such as MQTT,
CoAP, or HTTP, and use varied data formats. Garcia et al. (2022) addressed this issue by proposing intelligent IoT
gateways capable of protocol translation and semantic interoperability, allowing seamless integration of diverse devices
within a single system. These gateways play a pivotal role in enabling scalable deployments without needing to
redesign or unify hardware.
Load balancing and fault tolerance have also been discussed extensively in the context of scalable IoT. Distributed
consensus protocols like Raft and Byzantine Fault Tolerance (BFT) have been modified to coordinate between IoT edge
clusters (Suri, Lin, & Banerjee, 2022). These protocols ensure that system coordination does not depend on a central
controller, which is a known point of failure in traditional models. Moreover, Nguyen et al. (2024) explored federated
learning for decentralized Al training in IoT clusters, showing that it not only protects privacy but also scales
effectively with minimal network strain.
Finally, simulation frameworks and stress-testing environments have been developed to model how systems behave
under scale. Patel and Kaur (2021) created scalable simulation environments using Docker containers to emulate
thousands of devices and test real-world latency and throughput limits. Their findings highlight the need for dynamic
load distribution mechanisms and adaptive cluster management algorithms to ensure consistent system behavior as
device counts increase. In summary, the literature offers valuable insights into the technological shifts required to
support scalable IoT infrastructures. While edge computing, gateway-based interoperability, and distributed consensus
models present viable pathways, integrating these solutions into a cohesive architecture remains a complex challenge.
This research builds upon these foundations to design, implement, and validate a practical and scalable IoT deployment
model suitable for both urban and industrial contexts.

I1II. RESEARCH OBJECTIVES
The primary aim of this research is to explore and propose scalable architectural solutions for large-scale IoT
deployments that suffer from performance degradation due to centralized data processing, high communication
overhead, and protocol diversity. As IoT networks continue to expand in scope and complexity, the need for a robust,
distributed framework becomes critical. This study seeks to address the systemic inefficiencies of monolithic IoT
architectures and provide a model that can maintain low latency, reduce bandwidth consumption, and support
heterogeneous device environments even as the system scales.
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The specific objectives of the study are as follows:

e To identify and analyze the major scalability challenges faced by large-scale IoT systems, including issues
related to latency, network bandwidth, data processing load, and device interoperability.

e To design a scalable, hierarchical IoT architecture that utilizes edge computing nodes, regional cluster
controllers, and a hybrid edge-cloud model to reduce data transmission and system latency.

e To implement protocol translation and semantic interoperability mechanisms at the edge-gateway level,
enabling seamless integration of heterogeneous IoT devices within a single unified network.

e To simulate and benchmark the proposed architecture against traditional cloud-based and flat-edge
systems under increasing load, using key performance indicators such as latency, throughput, cloud offloading
ratio, and failure recovery speed.

e To evaluate the statistical significance of performance differences between architectures using inferential
techniques like t-tests, chi-square tests, and correlation analysis.

e To assess the feasibility of deploying the proposed solution in real-world environments, including urban
smart cities and industrial applications, through limited-scale prototyping and stress testing.

These objectives aim to bridge the gap between conceptual architectural models and their practical applicability in
dynamic and data-intensive IoT ecosystems.

IV.RESEARCH HYPOTHESES
Based on the challenges identified in literature and practical needs of large-scale 10T systems, the following hypotheses
are proposed to guide the research and validate the effectiveness of the proposed architecture:
Hj: Hierarchical edge-based IoT architectures significantly reduce average latency compared to centralized cloud-based
systems, especially under high device loads.
This hypothesis tests whether pushing processing closer to the data source can improve responsiveness and reduce
communication delay in time-sensitive applications.
H,: Implementing edge-level data filtering and aggregation results in a minimum of 60% reduction in cloud upstream
bandwidth usage.
This evaluates how local data processing can decrease the volume of data sent to the cloud, thus minimizing congestion
and cost.
H;: Clustered edge architectures exhibit more stable throughput and graceful performance degradation under increasing
load compared to flat, non-hierarchical architectures.
This hypothesis considers how system performance behaves as the number of devices and data volume scales up,
especially during peak activity periods.
H,: ToT edge gateways with built-in protocol translation improve device onboarding time and reduce errors when
integrating heterogeneous devices.
This tests whether semantic and syntactic interoperability at the gateway layer can ease large-scale deployment and
improve network reliability. Each hypothesis aligns with the core aspects of scalability—latency, data volume,
throughput stability, and interoperability—offering a measurable basis to validate the architectural choices made in this
research.

V. RESEARCH DESIGN
The research adopts a mixed-methods design integrating experimental prototyping, performance simulation, and
statistical validation to explore and evaluate architectural solutions to IoT scalability challenges. This design allows
both empirical measurement of system behavior under controlled conditions and quantitative analysis of results to test
the stated hypotheses.
The research is conducted in three interconnected phases:
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Phase I: System Architecture and Implementation
In this initial phase, a hierarchical edge-cloud IoT architecture is designed. The architecture includes three tiers:
e Tier 1 (Sensor Nodes): Devices equipped with temperature, humidity, air quality, or motion sensors.
e Tier 2 (Edge Gateways): Raspberry Pi and Jetson Nano boards configured to collect, preprocess, and aggregate
data from Tier 1 devices. These gateways also implement protocol translation modules to convert between
MQTT, CoAP, and HTTP protocols.
e Tier 3 (Cluster Coordinator/Cloud Node): A lightweight cloud server that receives only filtered and
preprocessed data, handling analytics and long-term storage.
This architecture is implemented using a combination of Docker-based virtual devices for scalable simulation and
physical edge hardware to validate real-world feasibility.

Phase II: Benchmarking and Simulation
To simulate real-world scalability conditions, a large number of virtual IoT devices are deployed across multiple
clusters. Devices generate synthetic sensor data with randomized intervals and intensity to simulate traffic patterns.
Each experiment runs for 24 hours and is repeated under varying conditions:

e  Scalability testing: Gradually increasing the number of devices from 100 to 2,000.

e  Protocol diversity: Using multiple communication protocols simultaneously.

e  Failure simulation: Random gateway failures are introduced to assess fault tolerance and recovery speed.
Metrics collected include:

e Latency (ms): Time from data capture to system response.

e Bandwidth usage (KB/device/day): Cloud upstream data volume.

e  Throughput (events/sec): System’s ability to process sensor events in real-time.

e Onboarding time (seconds/device): Time to register a new device.

e Recovery time (seconds): Time to reroute traffic in case of node failure.

Phase III: Data Analysis and Hypothesis Testing
Collected data is analyzed using statistical methods:

e Descriptive statistics to summarize system behavior across load levels.

e Independent t-tests to compare latency and throughput differences between the proposed and traditional

architectures.

e Chi-square tests to assess the relationship between protocol heterogeneity and error rates.

e Regression analysis to model how system metrics scale with increasing device count.
Visualization tools such as Grafana and Matplotlib are used to generate heatmaps, trend lines, and comparison graphs,
providing both quantitative and visual insights.By integrating hardware prototyping with simulation and statistical
analysis, this research design offers a comprehensive evaluation of how architectural strategies influence scalability in
IoT deployments.

VI. SAMPLE AND SAMPLING TECHNIQUES
In this research, the “sample” refers to the IoT nodes, edge gateways, simulation tools, and communication protocols
selected to represent a realistic and scalable IoT environment. A purposive sampling technique was employed to choose
components that reflect both the diversity and the challenges commonly encountered in real-world deployments.

6.1 Sampling Composition
IoT Nodes (Tier 1):
e 1,500+ simulated devices using Docker containers.
e 50 physical sensors (DHT11, MQ-135, PIR modules) for real-time validation.
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e Simulated sensor events include temperature changes, air pollution spikes, motion alerts, and light
fluctuations.

Edge Gateways (Tier 2):
e 3 x Raspberry Pi 4 Model B (4GB RAM).
e 2 x NVIDIA Jetson Nano Developer Kits.
e Configured with Node-RED, Mosquitto MQTT broker, and custom protocol parsers.

Cluster Coordinator (Tier 3):
e One Ubuntu 20.04 virtual machine acting as the central aggregator.
e  Hosts time-series database (InfluxDB) and visualization tools (Grafana).

Communication Protocols:
e  MQTT for telemetry transmission.
o  CoAP for low-power devices.
e HTTP/REST for configuration and onboarding.

6.2 Sampling Rationale
The selected components represent:
e Protocol heterogeneity: A key scalability challenge in diverse environments.
e Edge computing capabilities: With enough processing power to handle real-time Al inference and protocol
translation.
e  Scalable simulation: Docker containers allowed for rapid expansion and controlled load testing.
The sample size—comprising 1,500+ simulated devices, 5 physical gateways, and 3 protocol types—was sufficient to
generate over 100,000 data points across the experimental period, providing a robust dataset for statistical testing.

6.3 Limitations of the Sample
While representative, the sample does have limitations:

e  Geographic distribution and real RF interference were not tested in full.

e Sensor diversity was focused on common urban IoT scenarios, and may not cover niche devices (e.g., BLE-

based wearables).

e Environmental variability (e.g., temperature changes over weeks) was emulated rather than experienced.
Despite these limitations, the sampling technique ensured that the test environment closely approximated real-world
IoT deployment conditions, providing reliable insights into architectural scalability.

VII. DATA ANALYSIS
The goal of this phase was to quantify and interpret the performance differences between the proposed hierarchical
edge-IoT architecture and traditional cloud-based or flat-edge IoT systems. Data collected during experimental trials
and simulations was processed using statistical tools including Python (Pandas, NumPy, SciPy) and visualized with
Grafana and Matplotlib. The analysis primarily focused on identifying patterns related to latency, bandwidth usage,
throughput, device onboarding, and failure recovery under scalable load conditions.

7.1 Metrics Evaluated

The following key metrics were defined and recorded across all experimental scenarios:
e Average Latency (ms): Time from sensor data generation to response/action.
e Bandwidth Usage (KB/device/day): Volume of data transmitted to cloud servers.

e System Throughput (events/second): Volume of data packets processed by edge gateways
Copyright to IJARSCT OF HEI DOI: 10.48175/IJARSCT-28538 =
www.ijarsct.co.in
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e Device Onboarding Time (seconds): Time taken to successfully register and activate a new device.

e Recovery Time (seconds): Time taken to reassign workloads in case of node/gateway failure.

e Packet Loss (%): Communication breakdowns during high-load stress tests.
All experiments were repeated five times under identical configurations to ensure consistency and statistical validity.
Each trial covered simulated workloads ranging from 100 to 2,000 devices, with dynamic data rates and varying
protocol mixes (MQTT, CoAP, HTTP).

7.2 Descriptive Statistics

‘Metric HHierarchical Edge Architecture||Traditi0nal Cloud-Based Model|
‘Average Latency (ms) H 145 ”678 |
‘Peak Latency (95th percentile) H231 ”1,134 |
(Cloud Uplink Data (KB/day) |[450 |[1.850 |
‘Throughput at 1,000 devices ||1,720 events/sec ”980 events/sec |
‘Device Onboarding Time (avg)HS.Z seconds ”6.8 seconds |
‘Recovery Time (node failure) H9.1 seconds ”23.4 seconds |
‘Packet Loss under Load (%) H 1.8% ”5.3% |

The edge-cluster system consistently outperformed the centralized model, with reductions in latency (by ~79%), cloud
data load (by ~75%), and faster onboarding and recovery responses.

7.3 Inferential Statistical Tests

A. Latency Comparison (Independent t-test)

Null Hypothesis (Ho): There is no significant difference in average latency between hierarchical edge and centralized
architectures.

t(48) =10.87, p < 0.001

Interpretation: The edge system significantly reduces latency, supporting Hypothesis H;.

B. Cloud Data Volume (t-test)

Null Hypothesis (Hyp): No significant difference in cloud upstream data between systems.

t(48) = 12.43, p < 0.001

Interpretation: Edge data aggregation significantly reduces cloud traffic, validating Hypothesis H,.

C. Throughput Stability (Regression Analysis)

Regression model: Throughput vs. number of connected devices

Hierarchical model R? = 0.92, Flat-edge model R? = 0.74

Interpretation: The proposed architecture scales more gracefully, supporting Hypothesis Hs.

D. Device Onboarding Time (Chi-Square Test)

‘Onboarding SpeedHGateway System”Centralized System‘
‘<5 seconds H47 ”16 ‘
‘25 seconds HIS ”44 ‘

(1) = 21.18, p < 0.001
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Interpretation: Edge gateways with protocol translation dramatically improve device integration speed, validating
Hypothesis Ha.

7.4 Visualizations and Insights
e Latency Heatmaps: Demonstrated clear latency spikes in cloud-only systems as device count exceeded 1,000.
Edge systems showed stable latency.
e Load vs Throughput Graphs: Edge throughput scaled linearly to 2,000 devices; cloud system plateaued at
~1,200.
e Recovery Flowcharts: Node-failure failover mechanisms in edge clusters restored service in under 10 seconds,
compared to over 20 seconds in flat-edge models.

7.5 Summary of Key Findings

Hierarchical edge architectures significantly reduce latency and data traffic, while improving fault tolerance and
scalability.

Protocol translation and intelligent device clustering enable faster onboarding and broader interoperability, critical
for heterogeneous environments.

The system’s ability to maintain throughput and low error rates under scale proves its effectiveness for real-world
smart city, industrial, and environmental IoT deployments.

VIII. RESULTS AND DISCUSSION
This section synthesizes the empirical outcomes of the experimental architecture evaluation and interprets the
implications of these results in the context of real-world IoT scalability. The results align with the proposed hypotheses,
indicating that a well-structured hierarchical edge architecture is superior to conventional cloud-based or flat-edge IoT
models, particularly under high-load and diverse protocol conditions.

8.1 Latency Reduction and System Responsiveness

One of the most critical findings of this study is the substantial reduction in latency offered by the hierarchical edge
model. The system achieved an average latency of 145 ms compared to 678 ms in centralized cloud systems—an
improvement of over 79%. Peak latency (95th percentile) was also significantly lower in edge systems (231 ms vs.
1,134 ms). This directly supports Hypothesis H; and highlights the edge system's ability to process data closer to the
source, reducing dependency on long-distance cloud communication. In scenarios such as smart traffic management or
industrial machine health monitoring, milliseconds can determine the success or failure of real-time interventions. The
results confirm that edge gateways offer the necessary speed and agility to enable such mission-critical applications.

8.2 Bandwidth Efficiency and Cloud Load Reduction

The analysis revealed that hierarchical edge aggregation reduced cloud upstream bandwidth by 75%. Instead of
forwarding raw telemetry data, edge gateways pre-processed and filtered sensor streams, transmitting only critical or
aggregated information to the cloud. In high-density deployments, this can reduce operational costs, preserve cloud
computing resources, and prevent network congestion.

This bandwidth efficiency supports Hypothesis H, and makes the architecture particularly viable in bandwidth-limited
or cost-sensitive deployments such as rural agriculture, environmental conservation, or remote healthcare monitoring.

8.3 Throughput and Scalability Under Load

Throughput—the number of data events processed per second—was used to evaluate how well the system scales under
growing load. The proposed architecture demonstrated linear scalability up to 2,000 devices, achieving throughput of
1,720 events/second, compared to 980 events/second for the cloud-only system. Flat-edge models began to plateau and
showed packet losses at high load, while the hierarchical system continued to perform consistently.
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Regression analysis yielded a strong correlation between device count and throughput in the hierarchical model (R? =
0.92), confirming Hypothesis Hs. The system’s layered approach—where edge nodes handle local loads and pass on
minimal data—helps distribute processing effort and avoid overload on any single component.

8.4 Improved Onboarding and Interoperability

Edge gateways with embedded protocol translation modules significantly improved the speed and reliability of device
onboarding. Devices operating on different protocols (MQTT, CoAP, HTTP) were successfully integrated into the
system, with onboarding times averaging 3.2 seconds, compared to 6.8 seconds in the centralized setup. A Chi-Square
test confirmed this improvement was statistically significant, supporting Hypothesis H,.

This finding is especially relevant for cities and industrial sites using devices from multiple vendors, where
interoperability challenges often hinder unified deployments. Protocol-aware edge nodes reduce the burden on
developers to redesign their systems and promote faster, plug-and-play integration.

8.5 Fault Tolerance and Recovery Speed

In failure simulation tests, the proposed architecture demonstrated superior fault resilience. When an edge gateway
went offline, its traffic was automatically rerouted to a neighboring node via the regional cluster controller, achieving
full recovery in 9.1 seconds on average—far quicker than the 23.4 seconds in flat-edge architectures. Packet loss rates
were also lower (1.8% vs. 5.3%).

These results illustrate the self-healing and distributed coordination strength of the proposed system. In environments
where uptime and reliability are crucial—such as smart manufacturing lines or emergency services—this level of
robustness can prevent system downtime and reduce maintenance costs.

8.6 Discussion of Trade-offs and Implementation Challenges
While the proposed architecture performs well, it also introduces new complexities:
e Edge gateway cost and configuration: Deploying and maintaining intelligent edge nodes with protocol
translation and analytics capabilities may increase upfront costs and require skilled setup.
e Cluster controller design: Coordinating multiple edge nodes in a scalable manner requires well-designed
consensus protocols and load distribution algorithms.
e Data consistency: While local processing reduces cloud load, ensuring consistent records between edge nodes
and the cloud is a challenge, especially in systems requiring high data integrity.
Despite these trade-offs, the long-term benefits—scalability, reliability, and cost savings—are considerable. In
particular, smart city deployments, industrial IoT, and nationwide sensor networks would benefit from the proposed
architecture due to their large device populations and need for real-time responsiveness.

IX. CONCLUSION AND FUTURE SCOPE

Conclusion
As the Internet of Things (IoT) ecosystem continues to grow, managing performance and reliability at scale has become
a core challenge for system architects and developers. This research examined the scalability challenges that plague
traditional cloud-based IoT deployments—such as high latency, bandwidth overload, onboarding delays, and poor fault
tolerance—and presented a hierarchical edge-cluster architecture as a practical and effective solution.
The study’s findings confirm that a well-structured combination of edge computing, local clustering, and intelligent
protocol translation significantly improves system responsiveness and stability. Experimental trials revealed that the
hierarchical edge architecture:

e Reduced latency by nearly 80%,

e Lowered cloud data transmission by 75%,

e Maintained linear throughput scalability up to 2,000 simulated devices,

e Improved interoperability and onboarding time by over 50%, and
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e Enabled automatic recovery from node failures within 10 seconds.
These results were validated through rigorous statistical testing, supporting all four hypotheses and demonstrating the
architecture’s robustness in diverse and high-load IoT scenarios. The research contributes a scalable framework that
balances performance with modularity, offering a path forward for cities, industries, and enterprises deploying
thousands—or even millions—of interconnected devices.

Future Scope

Building on the promising results of this study, several future directions are proposed to further enhance scalability and
adaptability in [oT systems:

In summary, this research confirms that edge-clustered IoT architectures offer a promising foundation for scalable,
efficient, and resilient next-generation IoT systems. The modular nature of the proposed design makes it well-suited for
adaptation to a wide range of use cases, from city-wide sensor grids to industrial process control, and lays the
groundwork for future developments in decentralized, intelligent, and sustainable IoT infrastructures.

Federated Edge Learning and Collaborative Al

Future systems can incorporate federated learning at the edge cluster level, enabling localized Al training without raw
data sharing. This would reduce bandwidth, enhance privacy, and enable continuous learning across distributed nodes.
Dynamic and Self-Healing Clustering

Current clustering is static and manually configured. Future enhancements can include self-organizing edge clusters
that reconfigure dynamically based on network load, latency patterns, or gateway availability, using decentralized
algorithms.

Edge-as-a-Service Platforms

As edge computing matures, commercial Edge-as-a-Service (EaaS) platforms could offer plug-and-play infrastructure
for smart city operators and enterprises. Integrating orchestration frameworks (like Kubernetes at the edge) could
enable containerized edge apps for rapid deployment.

Sustainable and Energy-Aware Edge Devices

Future work should explore solar-powered or energy-harvesting gateways, and adaptive scheduling of edge workloads
to extend device longevity and reduce carbon footprints—essential for rural or environmental deployments.

Security, Trust, and Blockchain Integration

As systems scale, ensuring data integrity and trust becomes crucial. Incorporating blockchain or decentralized identity
systems at the edge could enable secure, tamper-proof transaction logs and sensor data sharing without central
authorities.

Standardized Protocol Gateways and Open APIs

To further simplify interoperability, future research should develop open-standard protocol gateways that can support
evolving IoT stacks and integrate with vendor-agnostic APIs, accelerating device onboarding and reducing integration
time.

Real-World Pilots and Long-Term Evaluation

Though this study used simulations and limited real hardware, large-scale real-world pilots—such as in smart
transportation, industrial automation, or public infrastructure—are essential to validate long-term resilience, cost
efficiency, and maintenance challenges.

In summary, this research confirms that edge-clustered IoT architectures offer a promising foundation for scalable,
efficient, and resilient next-generation IoT systems. The modular nature of the proposed design makes it well-suited for
adaptation to a wide range of use cases, from city-wide sensor grids to industrial process control, and lays the
groundwork for future developments in decentralized, intelligent, and sustainable IoT infrastructures.
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