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Abstract: Electronic banking (e-banking) has revolutionized the financial sector by enabling customers
to perform banking transactions through digital platforms with speed, convenience, and security. This
paper explores the structure, services, and technological advancements in e-banking systems,
highlighting their impact on customer behavior and banking operations. It examines various e-banking
channels such as internet banking, mobile banking, and digital wallets, along with their benefits and
associated risks. The study also discusses security measures, regulatory frameworks, and challenges in
the adoption of e-banking, particularly in developing regions. The findings suggest that while e-banking
enhances operational efficiency and customer satisfaction, continuous innovation and robust
cybersecurity are essential for its sustainable growth.
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L. INTRODUCTION

In today’s fast-paced and interconnected world, e-banking has become a necessity rather than a convenience. As digital
lifestyles and remote work become the norm, the need for secure, accessible, and real-time financial services is more
critical than ever. E-banking, also known as online or internet banking, allows individuals and businesses to manage
their finances anytime and anywhere—offering services such as fund transfers, bill payments, loan management, and
more through digital platforms.

With rising global internet penetration and increasing reliance on mobile technology, the demand for e-banking
continues to grow. This trend is expected to accelerate, driven by innovations in artificial intelligence, cybersecurity,
and financial technology. Understanding the role and evolution of e-banking is essential for assessing its potential,
benefits, and challenges in the modern global economy.

Structure of E Banking :
1. Customer Interface Layer
e  Users: Customers using devices like mobile phones, laptops, or ATMs.
o Tools: Mobile apps, web browsers, ATMs, PoS devices.
e  Purpose: Allows users to access banking services and initiate transactions.

2. Delivery Channels
e Types: Internet banking, mobile banking, SMS banking, ATM, PoS, call centers.
e Role: Acts as the medium between the user and the bank’s internal systems.
e Goal: Ensure seamless, secure access to services.

3. Application Layer
e Components: Software systems like core banking apps, transaction managers, and CRM tools.
¢ Functions: Handles transaction processing, account validation, balance checks, etc.
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4. Banking Services Layer

5. Backend Systems & Security

Tables:

Systems: Core Banking System (CBS), databases, authentication servers.
Security: Firewalls, encryption, fraud detection, audit trails.
Purpose: Ensure data integrity, secure storage, and regulatory compliance.

Includes: Account management, fund transfers, bill payments, loan applications, etc.
Purpose: Provides actual banking functionality to customers.

E-Banking includes services like Internet and Mobile Banking for online access, ATM for cash and mini statements,
SMS/Phone Banking for quick info, UPI and EFT (NEFT/RTGS/IMPS) for money transfers, PoS and Wallets for
payments, and Core Banking for centralized branch services. It enables fast, secure, and convenient banking anytime,

anywhere.
|S.No.”Type of E-Banking” Description ” Common Services H Benefits
. Banking via the bank’s official||Balance check, fund .
1 Internet Banking . . 24x7 access, convenient, secure
website transfer, bill payments
. . A ing banki i ia||UPI, IMPS, ini .
2 Mobile Banking cc§ss1ng anking services via . Easy-to-use, on-the-go banking
mobile apps statement, fund transfer
. Automated Teller Machine||Cash withdrawal, mini|{Instant cash, available
3 ATM Banking )
operations statements, PIN change ||everywhere
.__||Conducting banki IVR||Bal inquiry, i . .
4 Telephone Banking oncucling banking ovet arance Mquiry, SEIVICEING internet needed, quick help
or phone call requests
5 SMS Banking Banking through SMS Balance. inquiry, Lightweight, accessible  on
commands or alerts transaction alerts basic phones
6 Electronic ~ Fund|[Transfers money electronically| NEFT, RTGS, IMPS Fas.t .money' movement,
Transfer (EFT) between accounts national/international use
. Debit/Credit card ts at||P ts, h-back .
7 Point of Sale (PoS) eotitedt C?r payments a amen s CaSIDACK Cashless shopping
shops and terminals options
g Unified Payments|Real-time payment system vial|Instant fund transfer, bill||Free, instant, and widely
Interface (UPI) mobile numbers/VPA split adopted
. Apps that st d link|[Recharge, bill , QR .. .
9 Digital Wallets pps that store money and linkj{Recharge, bill pay, Q Simplified micro-payments
to cards/accounts scan payments
. ||Centralized  banki that .
Core Banking]|. erratize anking B Centralized account||One customer ID, any branch
10 ) integrates all branches and .
Services . handling access
services

General Guidelines for E-

Use Strong Passwords

Banking

Keep Login Details Confidential
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Never share your PIN, OTP, passwords, or card details with anyone.
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Set complex passwords and change them regularly. Avoid using birthdays or names.
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Use Official Platforms Only
e Access banking services only via the official website or mobile app of your bank.
Enable Two-Factor Authentication (2FA)
e  Always activate OTP or biometric authentication for added security.
Avoid Public Wi-Fi for Transactions
e  Use secure and private networks when accessing your bank accounts online.
Log Out After Use
e  Always log out from your banking session after completing your work.
Check Account Statements Regularly
e Monitor your account activity for any unauthorized transactions.
Update Your Devices
e Keep your phone and computer software up to date to prevent security vulnerabilities.
Report Suspicious Activity Immediately
e Notify your bank instantly if you detect any fraud or phishing attempts.
Be Aware of Phishing
e Do not click on unknown links or respond to fake emails claiming to be from your bank.

File naming and delivery:

This section defines terms and abbreviations used in the Online Banking System project document.

XAMPP - XAMPP is the most popular PHP development environment. XAMPP is a completely free, easy to install
Apache distribution containing MariaDB, PHP, and Perl.

Apache - Apache is an open-source HTTP server for UNIX, Windows NT, and other platforms.

Browser - A program which allows a person to read hypertext. The browser gives some means of viewing the contents
of nodes (or "pages") and of navigating from one node to another.

HTML - Hyper Text Markup Language franca for publishing hypertext on the World Wide Web-It is a non-proprietary
format based upon SGML, andcan be created and processed by a wide range of tools, from simple plain text editors.
Hyperlink - A link from a hypertext file to another location or file; typically activated by clicking on a highlighted word
or icon at a particular location on the screen.

MySQL - Structured Query Language. MySQL is an open-source relational database management system (RDBMS)
that uses Structured Query Language (SQL), the most / popular language for adding, accessing, and processing data in a
database.

Bootstrap - Bootstrap 5 is evolving with each release to better utilize CSS variables for global theme styles, individual
components, and even utilities.

PHP - Hypertext Preprocessor. A widely used general-purpose scripting language that is especially suited for Web
development and can be embedded into HTML.

Online Banking system
Here we will briefly introduce the architecture of our project. The system is a 3-tier-distributed architecture that
displays the user interface to a Web browser using PHP. The middle tier is the Apache Web server that handles requests
from. the client Web browser and provides access to the third tier MySQL database.
Software interfaces:

e Internet browsers.

e  Operating system: Windows 11

e Database: MySQL

e Language: HTML / CSS / JavaScript / PHP.

e Web server: Apache.

e  Connect Protocol: Hypertext Transfer Protocol and Hypertext Transfer Protocol by SSL.
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The Web application executes a user command:

e  User types a URL in Web browser.

e Request is transmitted to Web server via HTTP protocol.

e  Web server responses to the request and executes from a PHP page and loaded by the PHP engine.

e PHP generates custom HTML documents or generates custom WML documents and sends them back to the

user via the HTTP protocol.

o  User's Web browser displays HTML page.
The components used to build Online Banking System (OHBS) were chosen with the following criteria:
the components should be shareware, i.e., available freely for all users.
database server's flexibility, so that new and different versions of the server can be plugged in easily. The user interface
components are built by using HTML forms, HTTP, frames and JavaScript. The application is implemented using
Hypertext Preprocessor (PHP). PHP is mainly focused on server-side scripting, so I almost could do anything any other
common gateway interface (CGI) program could do, such as collect form data, generate dynamic page content, or send
and receive cookies. PHP can be used on all major operating systems and it is not limited to output HTML. One of the
strongest and most significant features in PHP is its support for a wide range of databases. The database availability to
online Banking system is MySQL. MySQL is a real multi-user database and free. Also, because of its consistent fast
performance, high reliability and ease of use, it has become the world's most popular open source database ranging
from large corporations to specialized embedded applications on every continent in the world. It runs on more than 20
platforms including Linux, Windows, OS/X. In this reason we choose the MySQL as the application of database.

Illustrations:

Admin user :The use case diagram for the admin in the online banking system illustrates the key actions an
administrator can perform within the platform. It highlights the interactions between the admin user and system
functionalities such as managing user accounts, viewing transaction records, approving or modifying requests, and
maintaining overall system settings. This diagram provides a clear visual of the admin’s role in ensuring smooth
operation and secure management of the banking system
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Figure 1. Online Banking System Use Case Admin
User defined : The use case diagram for the online banking system represents the interactions between users (customers)
and administrators with the system. Users can perform actions such as logging in, viewing account details, transferring

Administrator

00
N

funds depositing or withdrawing money, and viewing transaction history.

Administrators have access to manage user accounts, monitor transactions, update records, and maintain the overall
security and functionality of the system.This diagram helps visualize the system's core functions and the roles of
different users in ensuring efficient and secure banking operations
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Figure 2. Online Banking System Use Case Diagram (User)
Data creation flowchart :This data flow diagram illustrates the process of creating a new user account in the online
banking system. It shows how user input is collected, validated, and stored in the database. The system checks for
existing records, verifies the data, and then creates the account, ensuring secure and accurate registration.

Registration

For

Figure 3: Data Flow Diagram for Account Creation

II. CONCLUSION

E-banking is convenient as customers can access their bank accounts from anywhere and at any time. This eliminates
the need for physical visits to the bank and allows customers to conduct banking transactions from the comfort of their
homes. E-banking provides customers with access to a wide range of banking services, such as account balances,
transaction history, bill payments, and fund transfers. E-banking reduces the need for physical infrastructure and staff,
resulting in cost savings for banks. Customers also save money on transportation and other associated costs of
physically visiting the bank. E-banking eliminates the need for waiting in long queues, allowing customers to save time
on banking transactions. E-banking offers flexibility in terms of payment options, such as credit/debit cards, online
payment gateways, and mobile wallets.
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