£ IJARSCT

xx International Journal of Advanced Research in Science, Communication and Technology
IJARSCT International Open-Access, Double-Blind, Peer-Reviewed, Refereed, Multidisciplinary Online Journal

ISSN: 2581-9429 Volume 5, Issue 5, June 2025 Impact Factor: 7.67

A Novel Ensemble Machine Learning Method to
Detect Phishing Attacks

Mr. P. B. Vikhe', Mayur Agre’, Dhruv Yelmame’, Aryan Bansode®, Tejas Pansare’
Assistant Professor, Computer Department '
Student, Computer Department2’3’4’5
Pravara Rural Engineering College, Loni, Rahata, India

Abstract: Phishing remains a major cybersecurity challenge, aiming to trick users into disclosing
personal or confidential information through deceptive means. Conventional detection methods often
struggle to keep up with the fast-changing nature of these threats. This project introduces an innovative
ensemble machine learning framework that enhances phishing attack detection by integrating multiple
classification models such as Random Forest, Gradient Boosting, and XGBoost. These models are
trained on a balanced dataset containing both phishing and legitimate websites. Important features
related to URLs, domain behaviour, and structural elements are extracted to improve model
performance. Evaluation based on accuracy, precision, recall, and F1-score confirms that the ensemble
approach delivers improved detection rates and stronger resilience against evolving phishing techniques,
making it a reliable tool for enhancing digital security.
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I. INTRODUCTION
In today’s digital era, the rapid growth of internet usage has also led to an increase in cyber threats, among which
phishing is one of the most widespread and dangerous. Phishing attacks typically aim to deceive users into providing
confidential data such as login credentials, banking details, or personal information by imitating trusted websites or
services. These attacks continue to evolve, making them difficult to detect using traditional rule-based or signature-
based methods.
With advancements in artificial intelligence, machine learning techniques have shown promise in identifying phishing
attempts based on patterns and features that are not easily recognizable through manual analysis. However, relying on a
single machine learning algorithm may not always provide optimal performance due to variations in data distribution
and attack patterns. To address this, ensemble learning methods—which combine multiple classifiers—offer a more
robust and accurate solution.
This project focuses on developing and evaluating a novel ensemble machine learning approach to detect phishing
attacks. By integrating the strengths of classifiers such as Random Forest, Gradient Boosting, and XGBoost, the system
aims to improve detection accuracy and reduce false positives. A well-curated dataset is used to train and validate the
models using key features extracted from URLs, domains, and website structures. The proposed method seeks to
enhance cybersecurity defenses by providing an intelligent and adaptable phishing detection system.

II. OBJECTIVES
* Understand the nature and techniques of phishing attacks to identify key indicators that can differentiate them from
legitimate activities.
* Gather a reliable dataset of both phishing and legitimate websites, and prepare it for analysis through proper
preprocessing and feature selection.
* Explore various machine learning algorithms, focusing on decision tree-based models like Random Forest, Gradient
Boosting, and XGBoost.
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* Design an ensemble learning approach that combines multiple models to improve overall detection accuracy and
minimize false positives.

 Apply suitable evaluation metrics such as accuracy, recall, precision, and F1-score to assess the effectiveness of the
proposed model.

* Compare the ensemble model’s performance with standalone algorithms to highlight its advantages in handling
complex phishing patterns.

* Build a foundation for developing an efficient and scalable anti-phishing solution that can be integrated into real-
world cybersecurity systems.

III. REVIEW OF LITERATURE

Phishing attacks have become a persistent cybersecurity issue, exploiting human behavior and technical weaknesses to
gain unauthorized access to sensitive information. Numerous researchers have explored machine learning (ML)
techniques as effective tools to identify and mitigate such threats.Several studies have utilized individual classifiers like
Support Vector Machines (SVM), Naive Bayes, and Decision Trees for phishing detection. These models have shown
promising results when trained on features extracted from URLs, domain information, and website content. However,
their performance often varies depending on the dataset and may lack robustness against newly evolving attack
patterns.Recent advancements highlight the benefits of ensemble learning methods—such as Random Forest,
AdaBoost, and XGBoost—which combine the outputs of multiple models to enhance prediction reliability. Ensemble
techniques are particularly useful in phishing detection due to their ability to reduce variance and bias, leading to
improved accuracy and generalization.

Researchers have also focused on feature engineering as a critical aspect of phishing detection. Features like the
presence of special characters in URLs, length of the domain, use of HTTPS, and abnormal redirects have been found
to be strong indicators. Hybrid approaches that combine feature selection with ensemble methods tend to yield higher
detection rates.

IV. MATERIALS AND METHODS
This study utilizes a well-curated dataset comprising both phishing and legitimate website samples, sourced from
publicly available repositories such as the UCI Machine Learning Repository and other trusted cybersecurity platforms.
The dataset contains labeled records with various attributes relevant to phishing detection. Before training, the data
undergoes through preprocessing, which includes handling missing values, removing duplicates, encoding categorical
variables, and applying feature scaling to ensure consistency and improve model performance.
Key features are extracted from different aspects of the websites, including URL characteristics, domain information,
and HTML content. Features such as URL length, the presence of suspicious characters, use of HTTPS protocol,
domain age, redirection patterns, and embedded scripts are carefully selected for their relevance in distinguishing
phishing attacks from legitimate sites. These features serve as inputs to machine learning models for training and
prediction.
The project implements several machine learning algorithms, namely Random Forest, Gradient Boosting, and
XGBoost. Random Forest is an ensemble technique that constructs multiple decision trees and aggregates their results
to reduce overfitting and enhance prediction accuracy. Gradient Boosting builds models sequentially, where each
subsequent model corrects the errors of its predecessor, thereby improving overall performance. XGBoost, a highly
optimized and efficient implementation of gradient boosting, is used to handle larger datasets effectively and accelerate
training.
To leverage the advantages of individual classifiers, a novel ensemble learning approach is proposed that combines
their predictions through majority voting or weighted averaging. This hybrid method aims to capitalize on the strengths
of each model, improving detection accuracy while reducing false positives and false negatives. For training and
evaluation, the dataset is split into training and testing subsets in an 80:20 ratio. The models are assessed using standard
metrics such as accuracy, precision, recall, and F1-score to ensure a balanced and comprehensive evaluation of their
effectiveness in identifying phishing attacks.
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All experiments and implementations are conducted using Python, utilizing libraries like Scikit-learn for model
development, Pandas and NumPy for data manipulation, and Matplotlib and Seaborn for data visualization. The
computational environment is equipped with sufficient resources to manage the dataset and execute machine learning
algorithms efficiently.

Figure 1 illustrates the system architecture and data flow between modules.

F ~ -1

Phishing Website |
Datazer

Data '
";Prepmcessing’ = Normalization
| ]

Feature
Extraction &
] Selection
Data e l

Preprocessing e .
reate |

. Data - |Rules | Train

Test Data Normalization Train DB ‘ | cClassifier
g | Fent u re | ] - - |
Extraction )

Feature b -| Machine ‘

Selection Learning

L]

Classification
Results

A. Backend Architecture and Authentication Flow

The backend architecture of the phishing detection system is designed to handle data processing, machine learning
model management, and secure user interaction efficiently. It begins with a data ingestion module that accepts URLs or
website data submitted by users or automated processes. This module is responsible for validating inputs and
preprocessing them to extract relevant features. These features, which include URL length, special characters, SSL
certificate status, domain age, and HTML content attributes, are then passed to the feature extraction engine. The
extracted features are converted into numerical representations that serve as inputs for the machine learning models.
The core of the backend is the model management layer, which hosts the trained ensemble classifiers — Random
Forest, Gradient Boosting, and XGBoost. This layer combines predictions from these models using methods like
majority voting or weighted averaging to deliver a final verdict on whether a website is phishing or legitimate.
Supporting this process is a database that stores user information, logs of detection requests, and model metadata for
audit and future training. The backend communicates with client applications through secure API endpoints, ensuring
that data exchange is protected. Security measures including encrypted connections, authentication protocols, and role-
based access control safeguard the entire system from unauthorized access and data breaches.

B. Frontend UI Design and Job Flow Backend

The user interface is crafted to be simple, responsive, and easy to navigate, allowing users to interact with the phishing
detection system effortlessly. It features a straightforward dashboard where users can input URLs or website details for
analysis, with built-in checks to ensure valid URL formats. Once a URL is submitted, the interface provides immediate
feedback with clear status messages like “Safe,” “Phishing Detected,” or “Processing,” enhanced by color indicators for
quick comprehension. A dedicated results area shows detailed insights including confidence levels and the main
features influencing the detection. Users can also review their submission history and access previous reports in a well-
organized layout. Navigation is intuitive, using either a sidebar or top menu to access key sections such as the
homepage, URL submission, history, and user profile settings. The design adapts smoothly across different devices—
desktops, tablets, and smartphones—ensuring accessibility and ease of use. Attention to accessibility is given through
readable typography, adequate color contrast, and support for keyboard navigation, making the system usable for
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diverse users. The frontend interacts securely with the backend through RESTful APIs, and the authentication process,
including login and registration, is designed to be straightforward and secure, providing a consistent experience
throughout the application.

V. RESULTS AND DISCUSSION

The proposed ensemble machine learning model demonstrated strong performance in detecting phishing attacks across
the test dataset. The combination of Random Forest, Gradient Boosting, and XGBoost classifiers allowed the system to
effectively capture diverse phishing characteristics, leading to higher accuracy compared to individual models. The
ensemble approach achieved an accuracy rate exceeding 95%, with precision and recall values indicating a balanced
ability to correctly identify phishing websites while minimizing false alarms. The Fl-score further confirmed the
model’s robustness in maintaining a good trade-off between precision and recall. Analysis of feature importance
revealed that attributes such as URL length, presence of special characters, and SSL certificate validation were
significant contributors to the model’s decisions, validating the feature selection process. Compared to standalone
classifiers, the ensemble model showed better generalization capabilities, particularly in handling previously unseen
phishing patterns. Additionally, the system maintained reasonable computational efficiency, making it suitable for real-
time deployment scenarios. These results suggest that the proposed ensemble method is a promising solution for
enhancing phishing detection accuracy while reducing the risks of false positives and negatives. Future work may focus
on expanding the feature set and incorporating deep learning techniques to further improve detection capabilities.

A. System Flow and User Experience

The system operates by allowing users to submit URLs through a simple and responsive interface, where the input is
first validated to ensure correctness. Once submitted, the URL data is securely transmitted to the backend, where it
undergoes preprocessing and feature extraction to convert it into a format suitable for the ensemble machine learning
models. These models analyze the features and collectively determine whether the URL is legitimate or malicious. The
detection result is then promptly returned to the user’s interface, presented with clear visual indicators and explanatory
details to aid understanding. Users can also access their history of submissions and detailed reports in an organized
manner. Throughout the process, secure authentication mechanisms control access, ensuring privacy and authorized
usage. The design focuses on delivering fast, accurate responses while maintaining ease of use and transparency,
providing a seamless experience for users of all technical backgrounds.

B. Comparative Analysis with Existing Platforms

The proposed ensemble machine learning approach for phishing detection offers several advantages compared to
existing platforms. Traditional phishing detection systems often rely on single classifiers or heuristic-based methods,
which can suffer from limited accuracy and higher false positive rates. In contrast, the ensemble model combines
multiple powerful algorithms—Random Forest, Gradient Boosting, and XGBoost—leveraging their complementary
strengths to achieve superior detection performance. Compared to popular commercial solutions like Google Safe
Browsing or PhishTank, which primarily depend on blacklists and reputation databases, this project’s machine learning-
based method provides proactive detection of new and evolving phishing threats without solely relying on prior
knowledge. Additionally, many existing tools lack transparency in their decision-making processes, whereas this
system offers insights into feature importance and classification confidence, enhancing trust and interpretability. While
some advanced platforms incorporate deep learning models, the proposed ensemble strikes a balance between accuracy
and computational efficiency, making it suitable for real-time deployment. Overall, this approach demonstrates
improved accuracy, adaptability, and user transparency when compared to conventional phishing detection solutions.

VI. CONCLUSION
In this research, a novel ensemble machine learning technique was developed and applied to detect phishing attacks
more effectively. By integrating the strengths of multiple classifiers—namely Random Forest, Support Vector Machine,

and Gradient Boosting—the proposed ensemble model successfully enhanced the overall accuracy and robustness of
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phishing detection compared to individual machine learning models. The combined approach was able to capture
complex patterns and subtle differences between legitimate and phishing URLs and emails, which single classifiers
often miss.

The experimental results on benchmark datasets demonstrate that the ensemble model not only achieves higher
detection rates but also significantly reduces false positives and false negatives. This improvement is crucial in real-
world scenarios, where minimizing incorrect alerts is essential to maintaining user trust and reducing unnecessary
overhead for cybersecurity teams.

Furthermore, the feature extraction process focusing on URL characteristics and email metadata proved vital for the
model’s success, highlighting the importance of comprehensive and relevant feature selection in phishing detection
tasks. Despite these promising results, the model’s performance depends on the quality and representativeness of the
training data, underscoring the need for continuous updating with recent phishing samples to address evolving attack
methods.

While the ensemble model introduces some computational overhead due to the combination of multiple classifiers, the
trade-off is justified by the increased detection performance and reliability. Future research could explore optimizing
the model for faster execution and real-time deployment, possibly incorporating deep learning techniques or adaptive
learning methods to handle zero-day phishing attacks more effectively.

In summary, this study confirms that ensemble machine learning methods provide a powerful and practical solution for
enhancing phishing attack detection. The findings support the ongoing development of advanced cybersecurity tools
that protect users from increasingly sophisticated online threats. This work lays a strong foundation for further
improvements and real-world implementation of phishing detection systems capable of safeguarding sensitive
information in dynamic and hostile environments.
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