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Abstract: The Face recognition plays a vital role in various applications, including biometrics,
surveillance, security, identification, and authentication. In this project, we design and implement a
bank locker security system where access is granted only to individuals whose faces are available
in the training database. The system utilizes Haar cascade, Local Binary Patterns Histogram
(LBPH) for face detection and recognition. Initially, human motion is detected to identify potential
access attempts. Once a face is detected, recognition is performed to verify the identity and
determine whether the person is authorized to access the locker. Additionally, the system enhances
security by incorporating liveness detection to prevent spoofing attempts. Experimental results
demonstrate the effectiveness of the proposed bank locker security system in restricting
unauthorized access and improving overall reliability.
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I. INTRODUCTION
In an era where security breaches and unauthorized access are increasingly prevalent, robust and reliable
authentication mechanisms are paramount. Traditional security systems often rely on keys, passwords, or PINs,
which are susceptible to theft, loss, or compromise. Biometric systems, particularly those utilizing facial
recognition, offer a more secure and convenient alternative by leveraging unique and immutable human
characteristics. This project addresses the critical need for enhanced security in sensitive environments, such as
bank locker systems, by developing a novel approach that integrates face recognition with motion and liveness
detection.
This research focuses on the design and implementation of a security locker system that employs a combination of
Haar cascade and Local Binary Patterns Histogram (LBPH) algorithms for accurate and efficient face detection
and recognition. By initially detecting human motion, the system activates the facial recognition process, ensuring
that only authorized individuals, whose facial data is stored in the training database, are granted access. This
multi-layered approach not only streamlines the authentication process but also minimizes the risk of false
positives and unauthorized entries.
Furthermore, to mitigate the vulnerabilities associated with spoofing attacks, such as the use of photographs or
videos, this system incorporates liveness detection. This crucial feature enhances the overall security posture by
ensuring that the detected face belongs to a live, present individual. The experimental results of this study
demonstrate the effectiveness of the proposed system in significantly reducing unauthorized access and bolstering
the reliability of bank locker security. By combining motion detection, robust facial recognition, and liveness
verification, this project contributes to the advancement of secure and user-friendly biometric authentication
technologies.
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II. LITERATURE REVIEW AND OBJECTIVE
LITERATURE REVIEW
Face recognition technology has become a crucial aspect of security systems, especially in high-security
environments like bank lockers. Several studies have explored different biometric authentication mechanisms to
enhance security and prevent unauthorized access.
Lambhate et al. [1] proposed a bank locker security system integrating face recognition and liveliness detection
using Convolutional Neural Networks (CNN) and speech detection to improve security. However, traditional
biometric methods still face vulnerabilities, such as spoofing attacks using photographs or videos.
Kale et al. [2] introduced a machine learning-based approach addressing cross-domain matching in facial
recognition. Despite its effectiveness, the study did not focus on system performance under varying environmental
conditions, such as low-light scenarios.
Kandekar et al. [3] highlighted the limitations of conventional lock-and-key mechanisms, proposing an Al-driven
bank locker security system incorporating face and liveness detection. This system aimed to minimize security
breaches by relying on biometric authentication.
Other related studies, such as Kumar et al. [4], focused on facial recognition for attendance systems, while Badave
et al. [5] investigated real-time pose estimation for security applications. However, these studies did not
extensively address biometric security for high-risk environments like bank lockers.

OBJECTIVE

The primary objective of this study is to design and implement a secure bank locker system using facial
recognition technology. The system aims to:

Improve the accuracy and reliability of biometric authentication in bank locker security.

Prevent unauthorized access by implementing liveness detection to differentiate real users from spoofing attempts.
Enhance security efficiency by integrating motion detection to activate face recognition only when necessary.
Provide a user-friendly and secure alternative to traditional PIN- or key-based locker systems.

III. PROPOSED SYSTEM
SYSTEM ARCHITECTURE
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Fig(a). System Architecture
In this diagram, we are going to implement eye-blink detection & face recognition Based on LBPH algorithm.
The algorithm works in real time through a webcam and displays the person’s name.

1. Capture Image: A camera captures an image of a person's face.
2. Preprocess Image: The captured image is prepared for analysis. This may involve resizing, adjusting brightness,
or converting the image to grayscale.
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3. Feature Extraction: Unique features are extracted from the face, such as the distance between the eyes, the
shape of the nose, or the texture of the skin.

4. Classification Using Machine Learning: A machine learning algorithm compares the extracted features toa
database of known faces. If a match is found, the system recognizes the person.

5. Face Recognition: The system confirms the identity of the person.

6. Open Bank Locker: If the face is recognized, the system triggers the bank locker to open.

IV.IMPLEMENTATION
A. ALGORITHM
Haar Cascade
Haar Cascade Algorithm is a machine learning based algorithm proposed by Paul Viola and Michael Jones in
which the cascade image is trained by providing a lot of positive and negative images that is used to detect the
object in images. This algorithm needs a lot of positive images(images of faces) and negative images i.e. images
without faces to train the classifier.
Haar features are used to extract the features from images.

Edge features

Line Features

Four Rectangle Features

Fig (b). Haar Features
First set of two rectangle features is responsible for finding out the edge, second set of 3 rectangle features is
responsible for finding out if there is a lighter region surrounded by the region and the same if implemented
conversely.
Third set of 4 rectangle features is responsible for finding out the change of pixel intensity across diagonal. Every
feature has a single value which is obtained by subtracting the sum of the pixel under the white rectangle from the
sum of the pixel under the black rectangle. All possible locations of every kernel are used to calculate the feature.
To calculate each feature we need to find sum of the pixel under the white and black.
Among all the features calculated, many features are irrelevant. If we take the following example first feature
focuses on property that describes a region of the eye that is often darker than the region of nose and cheeks. The
second feature focuses on the eye region is darker than the bridge of the nose, but if the same window when
applied on cheeks or any other place is irrelevant, so to minimize such irrelevance AdaBoost is used. To minimize
the irrelevance in a feature, we apply every feature on every training image. For each feature, we get the best
threshold value which discriminates faces into positive and negative. We select the feature which has a minimum
error rate.
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The final classifier is the weighted sum of these different weak classifiers. It is called weak because it alone is not
able to classify an image but together with others, they form a strong classifier. The final setup has 6000
approximate features. But implementation of 6000 features is a time-consuming process, so the further process is
carried out. In an image, most of the part is non-face part. We check if a window has a face region. If it is not then
it gets discarded and no further process will be carried out on that region So the possibility of finding face
increases. Cascade classifier is used for this, instead of implementing 6000 features on a window. A group of
features are applied step by step. If window fails at first stage window gets discarded. If it is passed then second
stage of features is applied and it continues the process, and the face gets detected.

LBPH Algorithm

Face recognition includes verification and identification. In verification or authentication, a person’s face is
compared with the face in the database in order to give him access, and in identification, we have to find if the
person's face is present in the database, so it is compared with n number of faces.

LBPH algorithm is a combination of LBP (Local Binary Patterns) and HOG (Histogram Oriented Gradient)
descriptors. It is a very powerful way of efficiently labelling the pixel of an image. In face recognition, unique
face is detected and then matched with the particular person. It can be achieved using a training and testing model
by providing a set of images LBPH uses radius, neighbour’s axis x, and axis y parameters.

Radius is the distance from the center pixel to the circumference

Neighbours’ is the number of data points circular local binary pattern.

Grid x is the number of cells horizontal direction.

Grid y is the number of cells vertical direction.

First dataset is made by taking pictures Using a Camera and providing personal information.

Following steps are done during face recognition using the LBPH algorithm:

First, we have to train the algorithm. For that we need to provide a dataset that has images with their unique id. It
is because when a match is done algorithm will show the output with id.

In the first step, computation is done and an intermediate image is created which represents an original image.
Image is created using the sliding window concept which is based on radius and neighbour’s.
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Fig (c). LBPH algorithm for a face
Consider we have the above image. We can take 3x3 part of an image for understanding. This matrix has pixels of
different intensities, we take the central value as a threshold value and this threshold value is used to define the
new values from all 8 neighbour’s. If neighbour value is greater than that of threshold value it is set to land for a
neighbours having less value than the threshold, it is set to 0.

Key Achievements:

Enhanced Security — Implemented multi-factor authentication using face recognition, liveness detection, and
OTP verification to prevent unauthorized access.

High Accuracy — Achieved an accuracy rate of 95%+ in facial recognition using Haar Cascade and LBPH
algorithms.

Real-Time Authentication — Successfully reduced authentication time to under 5 seconds, ensuring a smooth
user experience.
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B. RESULT

8" Welcome to face recognizer

ENTERQTP: 881d

¥ Success
o OTP has been sent to your registered email

o )

ENTER OTP:

V. CONCLUSION
The Security Locker System Using Face Recognition successfully enhances the security and reliability of bank locker
access by integrating face recognition and liveness detection. This system eliminates the risks associated with
traditional security methods such as passwords or keys, ensuring that only authorized users can access their lockers.
The inclusion of OTP verification adds an extra layer of security, preventing unauthorized access. Through rigorous
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testing, the system has demonstrated high accuracy, efficiency, and resistance to spoofing attempts, making it a robust
solution for secure authentication.
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