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Abstract: In this paper, we present a novel symmetric key exchange protocol based on Right duo 

seminearring. The proposed protocol leverages the unique algebraic properties of Right duo 

seminearrings to ensure secure key exchange. We provide detailed examples to illustrate the protocol’s 

functionality and practical applicability. The algorithm’s structure is elaborated, and its time complexity 

is analyzed to demonstrate computational efficiency. Furthermore, a comprehensive security analysis is 

conducted, highlighting the protocol’s resilience against common cryptographic attacks. The proposed 

cryptosystem offers a secure and efficient approach to symmetric key exchange, contributing to the 

advancement of algebra-based cryptographic protocols.                                                                
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I. INTRODUCTION 

Cryptography is the art and science of protecting communication and data. Cryptography plays an important role in 

securing our digital data [1]. Important data like personal informations, financial transactions, medical informations 

could be easily intercepted and seen by unauthorized individuals. The need for cryptography rises from the necessity to 

keep our sensitive information confidential, ensure data integrity, authenticate the persons involved in communication, 

and ensure the secure communication over an insecure network [2]. Strong cryptographic methods are becoming 

important as technology continues to change our society. The use of right duo seminearring in cryptography is one such 

novel strategy. By using characteristics of right duo seminearrings, it gives a novel impact on resolving cryptographic 

problems. Understanding the implications of integrating this mathematical framework into cryptography is crucial for 

advancing the field and ensuring the security of our digital communications and transactions [3]. Symmetric encryption 

and asymmetric encryption are two fundamental cryptographic techniques used to secure data and communications. 

They differ in their approach to encryption, key management, and use cases [4]. Symmetric encryption, alternatively 

referred to as secret-key or private-key encryption, relies on a single shared secret key for both the encryption and 

decryption processes. One of the central hurdles in symmetric encryption lies in the secure distribution of this secret 

key [5]. When two parties seek to communicate securely, it becomes imperative for them to exchange the secret key in 

a manner that ensures confidentiality and integrity [6]. Symmetric encryption is notably recognized for its speed and 

efficiency, making it well-suited for encrypting substantial amounts of data, such as files and data streams.. Symmetric 

encryption is commonly used for data encryption at rest (e.g., encrypting files or databases), in transport layer security 

(e.g., SSL (Secure Sockets Layer)/TLS (Transport Layer Security) for securing web traffic), and for securing 

communications within closed systems where the key exchange problem is manageable [7]. The introduction of public-

key cryptography by Whitfield Diffie and Martin Hellman in 1976 revolutionized the field, as did the RSA (Rivest-

Shamir-Adleman) cryptosystem, presented in their 1978 paper. The RSA cryptosystem is a widely used and robust 

method of public-key encryption [8]. RSA encryption relies on the mathematical complexity of factoring large integers, 

which is believed to be a computationally infeasible task for sufficiently large numbers. In the RSA encryption 

algorithm, a key pair is generated, comprising a public key used for encryption and a private key used for decryption. 
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The public key is freely shareable, enabling anyone to encrypt messages intended for the owner of the corresponding 

private key [9]. However, only the individual possessing the private key has the capability to decrypt these messages. 

The security of RSA hinges on the computational complexity of factoring the product of two large prime numbers, 

providing a robust and widely trusted encryption method. This characteristic makes RSA a key player in securing 

sensitive information and facilitating secure online communications. The symmetric key cryptosystem is faster and 

more efficient than the asymmetric cryptosystem, but when exchanging keys over the unsecured networks, it lacks 

security [10]. Symmetric encryption is much faster and computationally efficient than asymmetric encryption [11]. This 

makes it ideal for encrypting and decrypting large volumes of data, such as files or data streams, without significant 

performance overhead. Symmetric encryption algorithms are generally easier to implement and understand, which 

makes them a preferred choice in situations where simplicity and performance are critical. Symmetric encryption 

requires less computational power, making it suitable for resource-constrained devices and systems, such as embedded 

devices, IoT devices [12], and mobile devices. Symmetric encryption is commonly used to protect data at rest, such as 

files, databases, and storage devices. It prevents unauthorized access to the data even if physical storage media are 

compromised. Many researchers had studied public key cryptosystem over a variety of algebraic structure. This creates 

interest to study the symmetric key cryptosystem over seminearring structure R. In this paper, the symmetric-key 

cryptosystem based on non commutative matrices over right duo seminearring R is introduced. We focus on the 

application of right duo seminearring in cryptography. 

 

II. THE PROPOSED RIGHT DUO SEMINEARRING 

1. Let S = {1, 2, 3} and Z be a set of all integers. 

2. The operations on the set S are defined as follows, 

 
3. The binary operation on the set Z is the classical addition and classical multiplication of integers. 

4. Consider the set R = S × Z which is a cartesian product of the set S and Z. 

5. The structure R is a right duo seminearring under the following binary operations, 

(a) (s1, z1) + (s2, z2) = (s1 ⊕ s2, z1 + z2) 

(b) (s1, z1) · (s2, z2) = (s1 ⊙ s2, z1 · z2)”, 

where s1, s2 ∈ S, z1, z2 ∈ Z, (s1, z1), (s2, z2) ∈ R, 

6. The set of n × n matrices over the set R is denoted by Mn(R). 

 

III. STICKEL’S KEY EXCHANGE SCHEME 

The following key exchange approach is proposed by Stickel in 2005 [13]. 

Let G be a non-commutative group. Let x, y ∈ G be two public elements such that xy ̸= yx. Let Alice and Bob be the 

two people who want to communicate in a public network. Now, 

1. Alice selects two random natural numbers i and j and computes P = xi · yj and sends it to Bob. 

2. Bob selects two random natural numbers k and l and computes Q = xk · yl and sends it to Alice. 

3. Alice computes Key(A)=xi · Q · yj=xi · (xk · yl) · yj = xi+k · yj+l 

4. Bob computes Key(B)=xk · P · yl = xk · (xi · yj) · yl = xk+i · yl+j 

Thus, Alice and Bob gets the same key which can be used as a shared secret key. 
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IV. PROPOSED KEY EXCHANGE PROTOCOL 

We propose the following key exchange protocol using our right duo seminearring. 

Let A, B ∈ Mn(R) be two public matrices such that AB ̸= BA. Let Alice and Bob are the two people who want to 

communicate in a public network. Now, 

1. Alice selects two random natural numbers x and y and computes U = Ax · By and sends it to Bob 

2. Bob selects two random natural numbers m and n and computes V = Am · Bn and sends it to Alice 

3. Alice computes Key(A)=Ax · V · By=Ax · (Am · Bn) · By = Ax+m · Bn+y 

4. Bob computes Key(B)=Bm · U · Bn = Am · (Ax · By) · Bn = Am+x · By+n 

Thus, Alice and Bob gets the same key which can be used as a shared secret key. 

 

4.1 Parameters 

To achieve an efficient security, we propose the following parameters. 

1. The size of the matrix n must be 10. 

2. The integers taken from Z must be chosen randomly from [−1000, 1000]. 

3. The private parameters must be chosen in a range of [103, 105]. 

 

4.2 Example of the protocol 

We illustrate our key exchange scheme with the following example. 

 

  
 

1. Alice selects two natural numbers 5 and 3 and computes A5 and B3. 

  
2. Now Alice computes U = A5 · B3 and sends it to Bob. 

  

 
3. Bob selects two natural numbers 8 and 6 and computes A8 and B6. 
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 4. Now Bob computes V = A8 · B6 and sends it to Alice. 

 

 
5. Alice computes Key(A)=A5 · V · B3 

�  (1,  

 

6. Bob computes Key(B)=A8 · U · B6 

 

7. Thus, Key(A) = Key(B) 

 
8. The shared secret keys are equal. 

 

V. EXPERIMENTAL ANALYSIS 

We used Python 3.10 to implement our key exchange protocol to verify the efficiency of our key exchange scheme. The 

average time taken to generate the secret key is given in Table 1. The data in Table 1 is then plotted in Fig 1 for visual 

representation. 

Key size (bits) Time taken (s) 

8 0.1523 

12 0.1701 

14 0.2119 

16 0.2611 

24 0.2798 

32 0.3080 

36 0.3811 

Table 1: Key generation time 

 

5.1 Time complexity 

The term time complexity refers to the duration an algorithm requires to run, expressed as a function of the length of the 

input. In our protocol, the addition and multiplication of the right duo seminearing and the set Z are defined 

independently. This makes the time complexity of our protocol equivalent to the classical multiplication of matrices. 

Thus the time complexity of our proposed protocol is O(n2), where n denotes the size of the matrix. 
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Figure 1: Time taken 

  

VI. SECURITY ANALYSIS 

Key exchange schemes are fundamental in ensuring the confidentiality and integrity of sensitive information during 

communication. A thorough security analysis helps identify vulnerabilities and weaknesses in the scheme, ensuring that 

adversaries cannot easily intercept or tamper with the exchanged keys. Security analysis helps in preventing 

unauthorized access to encrypted data. A robust key exchange scheme ensures that only authorized parties can derive 

the shared secret key, protecting against eavesdroppers and unauthorized users. An attacker may try to use the algebraic 

properties of the proposed 

 

6.1 Known data attack 

The Known data attack is an attacking technique where the adversary uses the known public information to extract the 

shared secret key. In our case with the knowledge of the matrices A, B, U and V the attacker may try to find the secret 

key. But to find the private parameters the attacker has to find the values of x, y, m and n from 

U = Ax · By (1) 

V = Am · Bn (2) 

where, A, B, U and V are known matrices. 

But solving the Equations 1 and 2 requires solving a system of non linear equations. It is well known that solving a 

system of non linear equations is very hard. Thus our protocol is secure from Known data attacks. 

 

6.2 Brute force attack 

A brute force attack is a systematic method employed by attackers to gain unauthorized access to a system or decrypt 

the encrypted data. In this type of cryptographic attack, the assailant methodically tries every possible combination 

within the key or password space until the correct one is found. The success of a brute force attack depends on the size 

of the key or password space, which, in turn, is influenced by factors such as the length and complexity of the key or 

password. The time required for a successful brute force attack is influenced by the computational power available to 

the attacker and the complexity of the secret key. 

In our protocol, we used an infinite right duo seminearring. Therefore the cardinality of our set is infinite. Thus the key 

space of our key exchange protocol ensures the security against Brute force attack. Thus the selection of right duo 

seminearring makes our key exchange scheme resilient against Brute force attack. 
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VII. CONCLUSION 

Strong cryptographic methods are becoming important as technology continues to change our society. The use of right 

duo seminearring in cryptography is one such novel strategy. By using characteristics of right duo seminearrings, it 

gives a novel impact on resolving cryptographic problems. Understanding the implications of integrating this 

mathematical framework into cryptography is crucial for advancing the field and ensuring the security of our digital 

communications and transactions. In this paper, symmetric-key cryptosystem based on non commutative matrices over 

right duo seminearring R is introduced. This paper is focused on the application of right duo seminearring in 

cryptography. We define non commutative matrices over the right duo seminearring. We construct such a non 

commutative matrices by using an infinite right duo seminearring which is not a left duo seminearring. The classical 

Stickel key exchange protocol is explained, and our new protocol is introduced over the right duo seminearring and 

demonstrating its implementation using Python 3.10. The efficiency of the proposed key exchange scheme is 

substantiated through a detailed analysis, presenting average time data in Table 1 and visualizing the results in Figure 1. 

The strength of our security measures comes from using our right duo seminearrings in a cryptography framework. 

These seminearrings does not have the invertibility property. This is crucial for making sure our cryptographic systems 

are strong and reliable. It’s really important for us to understand and recognize how this mathematical foundation helps 

us in cryptography. 
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