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Abstract: Cloud storage is a Peer-to-peer network in IoT environment where each node provides the
storage service to the customer’s data. The storage system is based on the blockchain domain where it is
completely decentralized. The convergence of Internet of Things (loT), Cloud Computing, and
Blockchain offers a secure, scalable, and decentralized data management approach. However, ensuring
granular and dynamic access control remains a significant challenge due to the distributed nature of IoT
networks. This paper proposes a Dual Access Control Mechanism (DACM) that combines Role-Based
Access Control (RBAC) and Attribute-Based Access Control (ABAC) to provide fine-grained, adaptive,
and secure access management for IoT applications. Cloud Computing is utilized for storage and
processing, while Blockchain ensures data integrity, decentralization, and tamper-proof access control
policies through smart contracts. The proposed Dual Access Control Mechanism (DACM) integrates
IoT, Cloud, and Blockchain to enhance security, scalability, and decentralized access management. By
leveraging RBAC & ABAC.
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I. INTRODUCTION
The rapid advancement of the Internet of Things (IoT) has led to the proliferation of smart devices that generate
massive volumes of data. To effectively manage and process this data, cloud computing has emerged as a powerful
solution, offering scalable storage and computational resources. However, the centralized nature of traditional cloud
models presents significant security and privacy concerns.
To address these challenges, blockchain technology has gained prominence due to its decentralized, tamper-proof, and
transparent architecture. By integrating blockchain with cloud-based IoT systems, it is possible to enhance data
integrity, authentication, and trust among connected devices. This fusion not only ensures secure data transactions but
also supports decentralized decision-making and improved system resilience.
This presentation explores the architectural design and benefits of combining cloud computing and blockchain
technologies in IoT environments. It aims to highlight the strengths, challenges, and potential applications of this
integration in creating more secure, efficient, and trustworthy IoT systems.

II. LITERATURE REVIEW
1. Computing-based Data Storage and Disaster Recovery Cloud
Author - Zhang Jian-hua and Zhang Nan(2020).
This survey paper focuses on issues related to storing and sharing huge amounts of data on the cloud over the internet
by using Cloud Storage technique.
2. Enhanced Data Storage Security in Cloud Environment using Encryption, Compression and Splitting technique
Author - Kajal Ranil, Raj Kumar Sagar 2.(2021)
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The challenges and issues related to cloud storage security were covered in was essay. By putting this proposed work
into practise, we may strengthen the security of cloud storage using techniques like encryption, decryption,
compression, and sharing.

3. Blockchain-based Security Architecture for Distributed Cloud Storage

Author- Jiaxing Li, Zhusong Liu, Long Chen, Pinghua Chen,JigangWU (2021)

In this work, a distributed cloud storage security architecture based on blockchain technology is suggested. In terms of
network performance and security, the suggested design has been compared to two existing conventional architectures
with tolerable network transmission delay.

4. Redundancy Prevention and Secure Audit of Encrypted Big Data in HDFS Cloud using Cloud Guard+ System
Author — Vinit Atul Shevade, D.A. Kulkarni (2022)

From above paper we gathered information about preventing duplications of data and integrity of cloud data.

III. METHODOLOGY
Problem Definition
The integration of IoT and cloud computing brings numerous benefits such as scalability, flexibility, and efficient
resource utilization. However, it also introduces significant security and privacy challenges, including:
e Inadequate access control mechanisms for distributed IoT devices.
e Risk of data manipulation and unauthorized access in centralized cloud storage.
e Lack of transparency and traceability in data access and sharing.
e Traditional security solutions are insufficient for dynamic, decentralized, and large-scale IoT-cloud
ecosystems.
These challenges necessitate a more robust, transparent, and decentralized security framework.

Proposed Technique
To address the identified issues, a blockchain-enabled architecture is proposed that integrates IoT, cloud computing,
smart contracts, and machine learning. The key components of the proposed technique are:
Blockchain for Identity Management and Access Control:
e Each IoT device is assigned a unique blockchain identity.
e  Smart contracts handle access permissions and enforce policies automatically.
Cloud Layer for Data Processing and Storage:
¢  Cloud infrastructure handles large-scale data storage and analytics.
e  All data is verified through blockchain hash values before being stored.
Machine Learning for Anomaly Detection:
e Trained models monitor device behavior and detect suspicious or abnormal patterns in access or data flow.
e  Alerts are generated in case of anomalies to initiate preventive action.
e This hybrid architecture ensures data integrity, privacy, and trust, while also enabling scalability and real-time
processing.

Implementation
The implementation is divided across three interconnected layers:
IoT Layer:

e Devices collect real-time data and request access to services.

e Devices are authenticated through blockchain-based identity verification.
Cloud Layer:

e  Acts as the storage and computation hub.

e Data is processed and analyzed in real-time.

e  Only blockchain-verified data is stored to ensure tamper resistance.
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Blockchain Layer:

e  Smart contracts define and enforce fine-grained access control policies.

e Immutable logs and authentication records are maintained to ensure traceability and accountability.

e Blockchain acts as a decentralized authority to eliminate single points of failure.

e The integration of machine learning occurs at the cloud layer, where real-time data and access logs are

analyzed for any signs of threats or anomalies, thus improving system resilience.

IV. PROPOSED SYSTEM

There are various security concerns nowadays, including challenges with access control, scalability, virtualization,
privacy, and enormous amounts of data processing for data and applications in the IOT Environment and the cloud,
traditional security techniques are no longer appropriate. Applications and data stored in the cloud have no fixed
restrictions because cloud computing is scalable and location independent. When exchanging and storing data on
centralised servers, difficulties with data manipulation and authentication frequently arise. By avoiding malicious users
and improving security & privacy, this paper propose a blockchain platform for data and cloud storage which is built by

using access control mechanism and machine learning.
Flow chart for uploading and retravel the file in cloud is given below:

1. Uploading:
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The upload process begins when a user initiates the upload of a file. The system first applies an initial access control
check to verify if the user is authorized to upload. If the upload is allowed, a unique secret key for this specific file. The
file is then encrypted on the user's device using this key. The encrypted file may undergo further preparation, such as
splitting, if needed. Next, the system creates metadata about the encrypted file, including a pointer to its storage
location, while ensuring the secret key itself is not stored. Features are extracted from the encrypted file and/or the user,
and machine learning algorithms (KNN and Naive Bayes) are applied to select the most suitable blockchain node(s) for
storing this metadata. A blockchain transaction containing the metadata, pointer, and node information is created and
recorded on the selected node(s). The encrypted file is then uploaded to cloud storage, and the blockchain record is
linked to the file's cloud location. Finally, the user receives confirmation of the successful upload, along with the secret

key for future retrieval.

2. Retrieval:
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The retrieval process starts when a user requests a file. The system queries the blockchain to find the metadata and
pointer associated with the requested file. If found, the system applies dual access control to verify the user's
permissions. If access is granted, the encrypted file is retrieved from cloud storage using the pointer. The user is then
prompted to enter the secret key, and the frontend decrypts the file. The decrypted file is delivered to the user.
Optionally, the system can verify the integrity of the decrypted file by comparing its hash with a hash stored on the
blockchain.

V. RESULTS AND DISCUSSION
Functional Verification:

e Describe how you tested the core functionalities: file upload and retrieval.

e For upload, state that files were successfully uploaded to cloud storage, and their metadata (including the cloud
storage pointer) was recorded on the blockchain.

e  For retrieval, confirm that users could retrieve files by querying the blockchain for the metadata/pointer,
accessing the cloud storage, and decrypting the file with the correct secret key.

e Quantify success rates: e.g., "100% of uploaded files were successfully retrieved."

Performance Metrics:
e Average uploading, retrieval and Blockchain transaction processing time is significantly higher than the
existing system
e The KNN/Naive Bayes algorithm achieved an average node selection accuracy of significant percentage

e Compared to a random node selection strategy, the ML-based approach reduced average retrieval latency is
high

Performance Analysis:
e "The improved node selection reduces retrieval latency, enhancing the user experience."
e "Distributing metadata across the blockchain network improves system resilience and availability."

Comparison to Existing Systems:
e  Our system introduces additional overhead due to:
e Client-side encryption: Encrypting the file before upload adds processing time on the user's device.
e Blockchain interaction: Recording metadata on the blockchain involves transaction processing, which can take
some time.
e  ML-based node selection: The time taken by the KNN/Naive Bayes algorithms to select a node.

Limitations and Future Work:

e Acknowledge any limitations t (e.g., limited scalability testing, specific consensus mechanism used in the
blockchain).

e Suggest areas for future research or improvement:

e "Further research is needed to evaluate the system's scalability for a large number of users and files."

e "Exploring different consensus mechanisms could improve the blockchain's performance."”

e "[nvestigating automated key recovery mechanisms could address the user's responsibility for key
management."

VI. CONCLUISON
In conclusion, the proposed blockchain-based file storage system prioritizes security and data integrity by employing
client-side encryption, dual access control, and decentralized metadata management. While this approach may introduce
some overhead compared to traditional cloud storage solutions, particularly in terms of upload and retrieval times, the
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enhanced security and immutability offered by the blockchain make it suitable for applications where data protection
and reliability are paramount. The use of machine learning for node selection further optimizes the system's
performance within the decentralized network.
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