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Abstract: An increasing incidence of heart disease worldwide needs early identification and continuous 

tracking methods. IoT-based healthcare systems that use machine learning are emerging as effective tools 

for real-time cardiac condition prediction. This survey provides an overview current research and 

implementations in IoT-based heart disease algorithms such as ANN, Naïve Bayes, K-NN, and fuzzy logic. 

The goal is to study technologies that allow for accurate real-time, and remote heart monitoring and 

prediction. 
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I. INTRODUCTION 

Cardiovascular diseases (CVDs), especially heart disease, are the leading cause of mortality globally, accounting for an 

estimated 17.9 million deaths each year according to the World Heart Organization. Early diagnosis and continuous 

monitoring play a critical role in preventing complications and reducing fatalities. However, conventional healthcare 

systems often fall short in providing real-time, continuous, and accessible cardiac health monitoring, especially in 

remote or resource-limited settings. In this context, the integration of the Internet of Things (IoT) into healthcare, often 

referred to as the Internet of Medical Things (IoMT), has emerged as a promising solution for timely and effective heart 

disease detection and management. 

The internet of Things refers to a network of interconnected physical devices that collect, transmit, and analyze data. In 

the medical domain, IoT enables the development of smart healthcare systems through the use of wearable sensors, 

cloud computing, and artificial intelligence (AI) techniques. These systems are capable of continuously collecting vital 

parameters such as heart rate, blood pressure, electrocardiogram (ECG) signals, body temperature, and oxygen 

saturation. The data is then transmitted to cloud server or edge devices where machine learning (ML) or deep learning 

(DL) algorithms analyze it for abnormalities or early signs of cardiac distress. 

IoT-based heart disease prediction systems offer several advantages over traditional diagnostic methods. They are 

capable of real-time monitoring, remote access. 

Automatic data logging, and timely alerts to both patients and healthcare providers. This is particularly beneficial for 

high-risk patients, elderly individuals, and those living in rural areas where access to specialized medical facilities is 

limited. Moreover, such systems can reduce the burden on hospitals by enabling home-based monitoring and early 

interventions. 

Over the past decade, a significant number of research studies have focused on designing and developing IoT-enabled 

systems for heart disease prediction. These systems often integrate a variety of technologies, including wearable 

devices, wireless sensor networks, mobile applications, cloud platforms, and intelligent algorithms. The prediction 

models used range from traditional classifiers like Decision Trees, Support Vector Machines (SVM), and Naïve Bayes 

to advanced models like Artificial Neural Networks (ANNs), Convolutional Neural Networks (CNNs), and hybrid 

approaches using fuzzy logic or clustering techniques. 

Despite their potential, IoT-based heart prediction systems face several challenges, such as data security, sensor 

reliability, energy efficiency, network latency, and algorithm accuracy. Addressing these challenges requires a 

multidisciplinary approach combining expertise from medical science, electronics, data science, and cybersecurity. 
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II. IOT TECHNOLOGIES AND SYSTEM ARCHITECTURE 

Sensors and Hardware: 

The core of IoT-based heart prediction systems is sensor technology. Commonly used sensors include: 

ECG sensors (e.g., AD8232) 

 Pulse rate sensors 

 Blood pressure and glucose sensors 

 Temperature sensors 

Microcontrollers such as Arduino UNO, NodeMCU ESP8266, and Raspberry Pi are used to collect and transmit sensor 

data. 

 

Communication Modules: 

Data transmission is facilitated by: 

 Wi-Fi modules (e.g., ESP8266) 

 GSM modules for SMS alerts 

 Bluetooth modules for mobile app integration 

 

System Architecture: 

 A typical IoT heart prediction system consists of: 

 Data acquisition layer (sensors) 

 Transmission layer (communication modules) 

 Processing layer (cloud or edge computing) 

 Decision-making layer (ML/DL algorithms) 

 User interface (mobile app or web dashboard  

 

III. LITERATURE SURVEY 

Author(s) 

 

Year Method/ 

Algorithm 

Devices Used Key Contribution 

Yashudas et 

al. (DEEP- 

CARDIO) 

2024 BiGRU with 

Attention 

ECG, BP, Pulse, 

Glucose sensors, 

Arduino 

Classifies CVD into 5 classes 

with 99.90% accuracy 

Gupta et al. 

(HeartCare) 

2023 KNN, SVM, 

RF, NB 

NodeMCU ESP8266, 

ECG, HR, Temp 

Sensors 

Live monitoring & 

prediction, 88.52% accuracy 

using KNN 

ChavanPatil 

et al. 

2023 ANN, Naïve 

Bayes 

ECG, Heartbeat 

sensor, LM35, 

Arduino ESP8266 

ANN performs better in heart 

disease prediction 

IJSDR 

Review 

2023 General 

Overview 

Multiple IoT Devices Summarizes sensor types, 

challenges, and future scope 

IJARCE 

Survery 

2020 Multiple 

Algortihms 

ECG, GSM, GPS, 

Arduino, Raspberry Pi 

Overview of IoT systems 

with various ML techniques 

 

IV. CHALLENGES AND LIMITATIONS 

Data Reliability and Noise: 

IoT sensors often generate noisy, incomplete or redundant data, which reduces the accuracy of predictive models. This 

can lead to false positives or negatives in heart condition predictions. 
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Scalability and Interoperability: 

Scalability across multiple devices and platforms remains a concern. Devices from different manufacturers often lack 

standardization, creating integration issues. 

 

Energy Constraints: 

Wearable and implanted IoT devices operate on limited power sources. Frequent charging can reduce usability and 

reliability. 

 

Data Privacy and Security: 

Sensitive physiological data is transmitted over networks, making it vulnerable to breaches. Many IoT systems still lack 

end-to-end encryption. 

 

Limited Clinical Validation: 

Many predictive models are developed using synthetic or limited datasets, lacking clinical robustness. This gap 

questions their real-world applicability. 

 

Real-Time Processing Latency: 

Latency in data processing and model inference can delay critical alerts, defeating the purpose of early intervention 

systems. 

 

Bias and Model Generalization: 

Latency in data processing and model inference can delay critical alerts, defeating the purpose of early intervention 

systems. 

 

Explainability and Clinical Interpretability: 

Complex AI models like deep learning are often “black boxes,” limiting their acceptance in clinical settings without 

transparent reasoning. 

 

Network Dependancy: 

IoT systems often rely on continuous network connectivity, which may be unstable in rural or resource-constrained 

power sources. Frequent charging can reduce usability and reliability. 

 

V. COMPARISON OF ALGORITHMS 

 

 

 

 

Algorithm Model Accuracy Strengths Limitations 

BiGRU DEEP-CARDIO 99.90% Handles time-series data 

well; high accuracy 

Computational complexity 

KNN HeartCare 88.52% Simple, effective for 

structured data 

Sensitive to noisy data, slower 

with large datasets 

ANN IJARCCE Moderate Learns complex patterns Requires large data and training 

time 

Naïve Bayes IJARCCE Moderate Faste and Simple Assumes feature independence 

Fuzzy  

C-Means 

Various Not Specified Good for soft clustering May converge to local minima, 

needs prior cluster number 
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VI. FUTURE SCOPE 

As the field of IoT-enabled healthcare continues to evolve, the scope for innovation in heart disease prediction systems 

is vast and promising. Future advancements can address current limitations and unlock new possibilities in real-time, 

personalized cardiac care. 

 

1. Integration of Edge AI and Federated Learning: 

To enhance data privacy and reduce transmission latency, future systems will increasingly leverage edge computing and 

federated learning. These approaches allow data to be processed locally on the device, minimizing the need for cloud 

access and improving responsiveness in emergency situations. 

  

2. Personalized and Adaptive Models: 

The development of more personalized ML/DL models that adapt to an individuals’ health patterns, genetics, and 

lifestyle factors will be a key focus. These systems can offer tailored recommendations, reducing false alarms and 

improving diagnostic accuracy. 

 

3. Multimodal Sensor Fusion: 

Future IoT frameworks will integrate a wider variety of sensors (e.g., PPG, EEG, respiration, sweat analysis) to provide 

a more holistic view of cardiac and overall health. Sensor fusion techniques will enhance the robustness and precision 

of disease prediction. 

 

4. Real-Time Predictive Analytics: 

Advancements in real-time analytics and data streaming technologies will support faster and more accurate decision-

making, particularly in critical care or remote monitoring setups. 

 

5.Blockchain for Secure Health Data Sharing: 

To ensure data integrity and privacy, blockchain can be introduced for managing health data access, ensuring 

transparency while safeguarding patient confidentially. 

 

6. Standardization and Interoperability: 

Developing standardization protocols for data collection, transmission, and interoperability among heterogenous IoT 

devices remains a major opportunity. This will facilitate seamless integration across healthcare platforms and systems. 

 

7.Scalable Remote HealthCare Systems: 

With rising global health challenges and aging populations, scalable IoT frameworks will be crucial for providing 

affordable, accessible cardiac care especially in rural or underdeveloped regions. 

 

8.Clinical Trials and Real-World Deployment: 

Extensive clinical validation and deployment of these systems in real-world healthcare environments are needed. 

Collaboration between tech developers, healthcare professionals, and policymakers will accelerate the translation of 

research into practice. 

 

VII. CONCLUSION 

The review analyzed the current state of IoT-based heart attack prediction systems, focusing the importance of smart 

sensors, predictive machine learning algorithms to and real-time data processing in transforming modern healthcare. 

The reviewed study demonstrates that IoT technologies allow continuous monitoring, early detection, and quick 

treatment for cardiac disease, resulting in significantly improved patient outcomes. 

From basics sensor-driven alerts to complex AI-based diagnosis frameworks, researchers have created a variety of 

frameworks that connecting wearable sensors, Raspberry Pi, and Arduino boards, and other devices to predictive 
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models such as KNN, which are artificial neural networks (ANN BiGRU, and fuzzy-logic models.  These advances 

provide consumers with practical healthcare control tools without also reducing the demand on healthcare services. 
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