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Abstract: Serverless mobile cloud applications, while highly scalable and cost-efficient, face critical
challenges in terms of security vulnerabilities and inefficient resource management. These challenges are
amplified by the dynamic nature of mobile environments and the reliance on third-party infrastructure. This
research specifically addresses the problem of securing data transmission, managing authentication and
optimizing the allocation of computing resources in serverless mobile cloud architectures. To resolve these
issues, the paper proposes a novel, integrated framework that leverages machine learning to predict
application resource demands and proactively scale serverless functions. The approach includes the
implementation of multi-factor authentication, role-based access control, and encryption protocols to
enhance data confidentiality and system integrity. This research demonstrates significant improvements in
application performance, reduced infrastructure costs, better cache management, and a notable reduction
in latency and miss rates. The proposed model enhances serverless mobile cloud applications' reliability,
scalability, and cost-effectiveness by combining adaptive security mechanisms with intelligent resource
provisioning
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L. INTRODUCTION

Serverless computing has rapidly evolved as a transformative approach in software development, allowing developers
to design, build, and deploy applications without manually managing underlying infrastructure [1]. This paradigm
opens new possibilities for creating scalable and responsive mobile cloud applications integrated with mobile devices.
However, this architecture introduces significant challenges, especially in security and resource management domains,
critical to ensuring application stability, user trust, and performance [2]. Security concerns in serverless mobile cloud
applications are particularly prominent due to their reliance on third-party service providers. These dependencies
introduce potential vulnerabilities, including insecure communication channels, weak authentication mechanisms, and
unauthorized access to sensitive data [3]. Mobile devices, frequently connected to open networks, further increase the
attack surface and are inherently more exposed to cyber threats [4]. To address these concerns, developers must employ
robust security practices tailored for serverless environments. One effective strategy is using encryption techniques to
safeguard sensitive data during transmission and when stored at rest. Only authorized users or employees can access the
data by implementing encryption protocols, preventing data leakage and unauthorized manipulation [5].
Furthermore, secure communication protocols like HTTPS are essential to protect data from being intercepted during
transfer between client devices and cloud-based services. In addition to encryption, implementing strong authentication
and authorization mechanisms is crucial. Techniques such as multi-factor authentication (MFA) and role-based access
control (RBAC) ensure that only verified users are granted appropriate access to specific resources within the
application [6][7]. Besides security, efficient resource management is a cornerstone of serverless mobile cloud
computing. Since resources in serverless models are dynamically provisioned and billed based on usage, effective
management becomes essential to maintain cost-efficiency and ensure optimal performance [8]. Developers must utilize
mechanisms such as auto-scaling, which automatically adjusts computational resources based on real-time application
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demand. For instance, during a spike in user activity, the system should be able to scale up resources instantly to
maintain performance and scale down when demand reduces to control costs [9].

In parallel, designing efficient application architecture also plays a key role. Developers should focus on creating
modular, lightweight functions optimized for serverless execution. This includes disintegrating large tasks into smaller,
parallel-executable components and using storage and database solutions tailored to the serverless environment to
reduce overhead and improve responsiveness [10]. Continuous monitoring and proactive performance analysis are
equally essential to identify and resolve resource bottlenecks or security vulnerabilities in real time.This research makes
several key contributions:

e Enhanced Security: The serverless model inherently minimizes the need for dedicated servers, reducing the
attack surface. With integrated encryption and access control mechanisms, the security of user data is
significantly reinforced.

e Efficient Resource Management: Through automatic scaling and demand-based allocation, the serverless
framework ensures cost-efficient use of computing resources while minimizing waste due to over-
provisioning.

e Real-time Monitoring and Analytics: Serverless environments provide built-in capabilities for monitoring
application health and security. These insights allow developers to detect and address issues proactively,
ensuring high availability and reliability.

o Agile Development: The serverless model supports rapid deployment and seamless updates without extensive
manual intervention. This accelerates time-to-market, enhances the user experience, and enables faster
adaptation to business needs.

II. RELATED WORKS

The emergence of serverless computing, in conjunction with mobile cloud applications, has revolutionized how
applications are developed, deployed, and maintained. This architectural model offers numerous benefits, including
automatic scalability, reduced infrastructure management, and cost-effectiveness through pay-as-you-go billing [11].
However, these advantages are accompanied by complex technical challenges, particularly in security and resource
management, which must be addressed to ensure the reliability and efficiency of serverless mobile applications.One of
the significant concerns in serverless architectures is security, primarily due to their event-driven and ephemeral nature.
Serverless computing is billed based on the execution time of individual functions, which poses a trade-off between
implementing comprehensive security protocols and maintaining cost efficiency [12]. Traditional security mechanisms,
such as deep packet inspection, extensive logging, and real-time auditing, can increase function execution time, raising
operational costs [13]. This dilemma often forces developers to compromise on either security or affordability.Further
complicating the security landscape is the high level of interdependence between microservices or functions within a
serverless ecosystem. A vulnerability in one function can propagate across interconnected services, leading to broader
system compromises, including data breaches, denial of service, and loss of service availability [14]. This risk is
intensified by the short-lived, stateless nature of serverless functions, which makes it difficult to spot and acknowledge
to security incidents in real-time. Unlike traditional server-based models, serverless functions do not persist in memory,
making forensics and threat tracking more complex [15].Regarding resource management, while cloud providers
manage physical infrastructure such as servers, storage, and networking, developers remain responsible for logical
resource provisioning—including memory limits, timeout thresholds, concurrency controls, and data throughput
settings [15]. Managing these resources optimally is challenging due to the lack of fine-grained visibility and limited
real-time control. The serverless billing model further complicates this, as every misallocated resource directly
translates to increased cost.

Another significant issue is vendor lock-in, where developers become dependent on a single cloud provider’s tool,
programming models, and APIs. This reduces portability and limits architectural flexibility [16]. Switching providers
requires significant re-engineering of functions and demands familiarity with new toolchains and service dependencies.
This challenge obstructs innovation and can lead to high switching costs.The problem of resource over-provisioning is
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also prevalent in current serverless models. To meet unpredictable user loads, developers often allocate excessive
resources, which results in underutilization and increased costs [17]. Conversely, under-provisioning can degrade
application responsiveness, especially in latency-sensitive mobile applications. Striking the right balance between
resource availability and cost remains a significant challenge without adaptive intelligence.

Additionally, current industry-standard tools often lack proactive monitoring and adaptive optimization capabilities.
Developers face hurdles in identifying bottlenecks, predicting resource needs, and reacting to workload changes without
manual tuning [18]. Static rule-based scaling and predefined thresholds do not effectively support highly variable
mobile environments.To overcome these challenges, this paper proposes a novel machine learning-based framework
that offers a proactive and adaptive solution for optimizing security and resource allocation. By continuously
monitoring system metrics, user behavior, and application demand, this model enables intelligent auto-scaling and
enforces security rules without excessive resource usage [19]. Moreover, the framework is tailored to mobile cloud
environments, accounting for connectivity constraints, energy limitations, and user context awareness. It offers a more
relevant and effective solution than conventional approaches [20]. While various studies have focused on improving
security or enhancing resource optimization in serverless environments, there remains a notable gap in developing a
holistic, unified framework that can handle both domains simultaneously and adaptively in mobile cloud contexts. Most
existing models are static, unable to proactively learn and adjust to changing workloads, threat levels, or user behavior.
Moreover, there is limited application of machine learning techniques in serverless environments for real-time
prediction and optimization of resource allocation and security enforcement. This research addresses the gap by
proposing a proactive, machine learning-driven optimization framework that continuously monitors application usage,
adapts resources accordingly, and enforces layered security protocols,delivering a more robust and cost-efficient
solution for modern serverless mobile cloud applications.

II1. PROPOSED MODEL

The proposed model for optimizing serverless mobile cloud applications is structured around three fundamental pillars:
security, resource management, and performance optimization. From a security standpoint, the model employs a multi-
layered defense strategy to mitigate potential threats such as unauthorized access, data leakage, and external attacks.
This includes implementing robust authentication and authorization mechanisms to ensure only verified users can
interact with the application. Additionally, secure communication protocols such as HTTPS are enforced to protect data
in transit. At the same time, encryption techniques are applied to both data in motion and at rest to uphold
confidentiality and integrity.
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Regarding resource management, the model introduces dynamic resource allocation capabilities that adapt in real time
to the changing demands of the application. This adaptive mechanism ensures that computational resources—such as
CPU, memory, and bandwidthare scaled up or down automatically based on workload intensity. By doing so, the
system prevents over-provisioning, which leads to unnecessary costs, and under-provisioning, which may degrade
application performance. This balance not only ensures cost efficiency but also promotes optimal system
responsiveness.
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The third critical component of the model focuses on performance optimization. This is achieved by refining the code
structure and the overall application architecture. The model encourages modular code development and lightweight
function design, which are well-suited for serverless environments. Additionally, it leverages caching mechanisms to
reduce redundant data retrieval operations and incorporates Content Delivery Networks (CDNs) to minimize latency by
delivering content closer to end users. Collectively, these strategies aim to enhance the responsiveness, scalability, and
reliability of serverless mobile cloud applications.
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Construction

Serverless mobile cloud applications have gained substantial traction due to their ability to scale elastically on demand
and significantly reduce organizational operational costs. However, while offering these advantages, such applications
also present distinct challenges regarding security enforcement and resource management, which must be carefully
addressed during the system’s architectural design. As illustrated in Figure I, which depicts the Evolution of Cloud
Service Models, a shift from traditional on-premises systems to modern service models like Infrastructure-as-a-Service
(IaaS), Platform-as-a-Service (PaaS), and Function-as-a-Service (FaaS) highlights the increasing abstraction of
infrastructure responsibilities toward the cloud provider.
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Fig 1: Evolution of Cloud Service Models.

Several technical considerations must be incorporated during construction to optimize serverless mobile applications
for enhanced security and efficient resource utilization. One of the most crucial design principles is adopting a
microservices architecture. This approach breaks down the application into small, independent services, each
responsible for a specific function. These microservices can be deployed, managed, and scaled individually, which
enhances modularity, maintainability, and fault isolation. Furthermore, a microservices architecture enables a more
granular security model, where each microservice can have customized security policies and access controls in
place.Another essential consideration in the construction phase is the implementation of security mechanisms at the
edge of the cloud infrastructure. Techniques such as API gateways and web application firewalls (WAFs) serve as the
first line of defense by filtering incoming traffic and blocking unauthorized access attempts. These tools help mitigate
external threats such as Distributed Denial-of-Service (DDoS) attacks, injection attacks, and cross-site scripting. In
addition, modern encryption technologieslike Transport Layer Security (TLS) and Secure Sockets Layer (SSL)are
critical to ensuring that data in transit remains protected against interception and tampering. Similarly, applying
encryption to data at rest fortifies the system against unauthorized access to stored data, even if a breach occurs at the
storage level.Overall, constructing secure and efficient serverless mobile cloud applications relies on layered
architectural strategies, combining service decomposition, edge-level defenses, and robust encryption protocols to
mitigate vulnerabilities while ensuring scalable and reliable performance.
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The operating principle behind optimizing serverless mobile cloud applications for enhanced security and resource
management is grounded in the Function-as-a-Service (FaaS) paradigm. As illustrated in Figure 2: Serverless
Architecture, this model facilitates executing discrete, stateless functions in response to specific events or triggers such
as HTTP requests, database updates, or IoT signals. These functions are executed on-demand, meaning they remain
dormant until invoked, significantly reducing resource consumption and operational costs compared to traditional
always-on server models.
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Fig 2: Serverless Architecture.

One of the key technical enablers of this principle is the use of containers. Each serverless function is deployed within
its containerized environment, ensuring process isolation, scalability, and portability. Containers can be spun up or
terminated dynamically, allowing the system to scale automatically based on the current workload. This fine-grained
scaling enables efficient utilization of compute resources, whichonly consume resources when a function is actively
running, optimizing cost and performance. Furthermore, to uphold data security and integrity, the model integrates
secure communication protocols, such as HTTPS and TLS, to manage all data exchanges between the mobile
application and the cloud environment. These protocols ensure that data transmitted across the network is encrypted,
protecting it from interception, tampering, and unauthorized access. This is especially critical in mobile cloud
environments, where devices often connect via untrusted networks. In essence, the serverless operating principle
emphasizes event-driven, stateless execution within isolated containers, combined with secure communication
mechanisms, to deliver a highly scalable, efficient, and safe framework for mobile cloud application development and
deployment.

Functional Working

Optimizing serverless mobile cloud applications for enhanced security and resource management involves synergizing
three core components: serverless architecture, mobile cloud computing, and strategic optimization of resources and
protection mechanisms. The serverless architecture represents a computing paradigm in which the cloud service
provider manages the underlying infrastructure, including servers, operating systems, and runtime environments. This
abstraction allows developers to focus solely on writing application logic and deploying code without the overhead of
provisioning, scaling, or maintaining backend resources. As a result, the development and deployment lifecycle is
significantly accelerated, enabling rapid iteration, continuous integration, and agile releases of mobile applications.
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Extending this concept, mobile cloud computing facilitates offloading computation and data storage tasks from mobile
devices to cloud-based environments. This offloading is critical for improving the performance of resource-constrained
mobile devices, as it minimizes local processing demands, reduces battery consumption, and enables access to robust
cloud-based services. By relying on the cloud to handle heavy computation and storage, mobile applications become
more responsive, scalable, and cost-efficient.
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The fusion of serverless computing with mobile cloud infrastructure provides a flexible, lightweight framework that
dynamically adapts to user needs. It enables real-time scalability, ensuring that applications can handle sudden spikes in
usage without manual intervention. Furthermore, by distributing workloads intelligently and ensuring secure data
transmission, the model improves data protection, reduces operational costs, and provides optimal Quality of Service
(QoS) for end users. Overall, the functional model supports seamless, secure, and scalable mobile application
experiences by leveraging the full potential of cloud-based serverless technologies.

IV. RESULTS AND DISCUSSION

The core objective of optimizing serverless mobile cloud applications is to enhance security while maximizing resource
utilization efficiency. Achieving this dual goal requires addressing system vulnerabilities and ensuring that cloud
resources are dynamically allocated to meet fluctuating demands without incurring unnecessary costs. This study
systematically evaluated a series of optimization techniques to assess their impact on serverless mobile cloud
environments' overall performance, security robustness, and cost-effectiveness. One key focus was the implementation
of lightweight virtual machines (VMs) to reinforce the security posture of applications. These VMs offer isolated and
controlled execution environments, reducing the attack surface and preventing cross-application vulnerabilities. The
system mitigates unauthorized access and data breaches by encapsulating application logic within sandboxed instances.
Experimental results demonstrated that lightweight VMs significantly improved security metrics like intrusion
resistance and isolation while introducing minimal performance or cost overhead.

In parallel, the research also investigated dynamic resource management strategies, explicitly auto-scaling and load-
balancing techniques. Auto-scaling adjusts computing resources in real-time based on workload intensity, ensuring the
application has adequate resources during traffic spikes while conserving resources during low usage periods. Load
balancing distributes workloads across multiple function instances or services to avoid bottlenecks and ensure even
resource distribution. Our evaluation confirmed that these strategies substantially improved system responsiveness
reduced latency, and contributed to notable cost savings by eliminating the inefficiencies associated with static resource
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allocation. Collectively, the findings validate that the proposed optimization framework not only strengthens the
security architecture but also delivers high-performance outcomes through adaptive, cost-aware resource management.
Combining isolated execution environments and intelligent resource provisioning offers a robust foundation for secure
and scalable serverless mobile cloud applications.

Recall

The recall phase in optimizing serverless mobile cloud applications underscores the importance of addressing post-
deployment vulnerabilities and technical flaws that may emerge after the system goes live. This step is crucial for
maintaining the integrity and trustworthiness of applications that handle sensitive user data, such as personal and
financial information. Figure 3 illustrates the impact of varying proportions of bad requests on concurrent request
latency, providing insights into how compromised inputs can affect system performance. Several critical security issues
were identified within the application during the recall analysis. Some components lacked sufficient protective
measures, exposing sensitive data to potential breaches and unauthorized access. This discovery revealed the presence
of weak access controls and insufficient encryption mechanisms, which could allow attackers to intercept, manipulate,
or steal user information during data transmission or storage.
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Fig 3: Concurrent request latency for variable proportions of bad.
These vulnerabilities highlight the necessity of rigorous testing protocols and robust quality assurance (QA) practices
throughout the software development lifecycle. Applications that operate within cloud environments and cater to
mobile users must be designed with built-in resilience and defense layers to prevent exploitation after deployment.
Additionally, incorporating continuous security monitoring and regular vulnerability assessments is essential to identify
and promptly remediate threats as they evolve.Ultimately, the recall findings reaffirm that security cannot be a one-time
effort. Instead, it must be treated as an ongoing process that adapts to new threats and user requirements. Proactive
recall procedures and responsive patch management are vital for maintaining user trust, protecting data, and ensuring
regulatory compliance in modern serverless mobile cloud applications.

Accuracy

The accuracy of optimizing serverless mobile cloud applications for enhanced security and resource management is
determined by a combination of technical strategies, system design, and real-time operational intelligence. As shown in
Figure 4, which depicts end-to-end workflow latency for web requests, accurate system performance is critical for
delivering responsive and reliable mobile services.One of the most significant contributors to accuracy is the integration
of advanced technologies such as artificial intelligence (AI), machine learning (ML), and automation. These
technologies enable systems to analyze behavior patterns, detect anomalies, and predict future resource demands with
high precision. For instance, ML algorithms can anticipate workload surges or identify irregular access patterns that
may indicate a security breach, allowing for proactive interventions. This predictive capability ensures that security
measures and resource allocations align with actual system behavior rather than relying on static configurations.
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Fig 4: End-to-end workflow latency for web requests.
Equally important is the design and architectural foundation of the application. Serverless mobile cloud applications
must be architected from the ground up with security and efficiency in mind. This includes embedding role-based
access controls, end-to-end encryption, and secure APIs at every system layer. Furthermore, architectural decisions
such as modular function design and optimized data storage schemas help reduce latency and ensure scalable and
efficient performance under varying user loads. Robust monitoring and resource-tracking tools also play a critical role
in maintaining accuracy. Continuous insight into metrics such as function execution times, memory usage, and API

response delays enables real-time adjustments and ensures that the application consistently meets service-level
expectations.

Specificity

Specificity in optimization means applying precise, targeted techniques that align with the real-world demands of
serverless mobile cloud applications. Optimizing serverless mobile cloud applications for enhanced security and
resource efficiency requires implementing highly targeted techniques that address the specific challenges inherent in
such environments. These techniques fine-tune serverless systems' protective and operational aspects, ensuring
improved application performance, system reliability, and user satisfaction. Figure 5 illustrates the startup latency for
microservices, emphasizing the importance of reducing delays through precision-driven strategies.
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Fig 5: The time it takes for microservices to start up.
On the security front, a primary focus is the protection of communication channels between mobile devices and the
cloud infrastructure. Given the mobile nature of these applications, users frequently connect over unsecured or public
networks, making data transmissions highly vulnerable. The system must employ secure communication protocols such

as Transport Layer Security (TLS) or Secure Sockets Layer (SSL) to mitigate this. These encryption-based protocols
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ensure that data between the client and server remains confidential and tamper-proof.Beyond securing communication,
implementing strong user verification mechanisms is essential. Techniques such as multi-factor authentication (MFA)
and role-based access control (RBAC) help restrict access to authorized users, reducing the risk of unauthorized
intrusions and data leaks. The application can further ensure that sensitive operations are tightly governed by
customizing access levels for different user roles.From a resource management perspective, specificity involves the
intelligent optimization of computing resources, including CPU, memory, and I/O bandwidth. This is particularly
important in a serverless environment where resources are provisioned per execution. One of the most effective
strategies is auto-scaling, which dynamically allocates or deallocates resources based on real-time workload demands.
This approach minimizes resource wastage during low traffic periods and ensures sufficient capacity during usage
spikes,thereby maintaining optimal performance without incurring unnecessary costs.

Miss Rate

The miss rate, also called the cache pass-over rate, is a critical performance metric that indicates how frequently a
requested data item is not found in cache memory and must be retrieved from slower storage tiers, such as main
memory or disk. Optimizing this miss rate in serverless mobile cloud applications is essential, as it directly affects
response time, latency, and overall resource efficiency. A high miss rate increases the system’s dependency on
primary storage, which results in longer data retrieval times and higher resource consumption. Conversely, a low
miss rate indicates that the system efficiently utilizes cache memory to rapidly serve frequent data requests, enhancing
application performance and user experience.
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Fig 6 shows A scheme for partially offloading 3000 tasks in the proposed work.

Several technical factors influence the miss rate in serverless environments. One of the primary considerations is cache
size, which is the volume of data that can be held in memory at a given time. A smaller cache may quickly become
saturated, leading to frequent evictions and increased cache misses, primarily when the application deals with high
volumes of repetitive requests. In contrast, a larger cache capacity can store more frequently accessed data, thus
reducing the likelihood of a cache miss and improving system throughput.Another critical factor is the caching
algorithm employed. Algorithms such as Least Recently Used (LRU) and Least Frequently Used (LFU) manage how
items are retained or evicted from cache memory. LRU prioritizes items accessed most recently, while LFU retains
items accessed most often. Choosing the appropriate algorithm based on application-specific access patterns can
significantly impact cache efficiency and the resulting miss rate.
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TABLE I: Comparative Analysis of Optimization Techniques in Serverless Mobile Cloud Applications

dynamically, cost-effective

Optimization Technique | Primary Focus Advantages Impact on Application

Lightweight VMs Security Isolated execution, reduced | Enhances application-level
risk of breaches security

Auto-scaling Resource Management | Adjusts resources | Improves performance,

reduces overprovisioning

Load Balancing Performance Even workload distribution | Ensures responsiveness and
Optimization avoids bottlenecks uptime
TLS/SSL Protocols Secure Communication | Protects data in transit Maintains  confidentiality
and integrity

Multi-Factor

User Access Control

Enhances identity verification

Increases system protection

Authentication from intrusions
ML-Based  Resource | Intelligent Allocation Predicts demand, prevents | Optimizes cost and
Prediction under/overuse of resources efficiency

V. CONCLUSION

In conclusion, optimizing serverless mobile cloud applications presents a transformative opportunity to elevate security
standards and resource efficiency in modern software systems. Serverless computing shifts the operational burden of
infrastructure provisioning and maintenance to the cloud provider, enabling developers to focus entirely on core
application logic. This architectural shift accelerates the development cycle and minimizes the risk of security breaches
caused by misconfigurations, outdated components, or human oversight.From a resource management standpoint, the
on-demand provisioning model of serverless platforms ensures that resources are only consumed—and consequently
billed—when actively needed. This eliminates the inefficiencies commonly found in traditional infrastructure models,
where idle servers continue to consume resources. The result is significant cost savings, particularly in mobile contexts
with variable and unpredictable traffic patterns. Intelligent resource allocation, supported by technologies like auto-
scaling, containerization, and machine learning-driven predictions, further enhances operational agility and system
responsiveness.However, despite these advantages, several shortcomings and challenges remain. Security complexities
persist due to serverless functions' stateless, distributed, and ephemeral nature, making it challenging to maintain
persistent security controls, enforce global authentication policies, and trace incidents post-execution. Moreover, the
interdependence of microservices can lead to cascading failures if a single point is compromised. In addition, the
vendor lock-in associated with serverless platforms restricts flexibility, requiring significant re-engineering effort when
migrating between providers. Debugging, monitoring, and fine-grained performance tuning in serverless systems are
also less mature than traditional computing models, posing obstacles to large-scale enterprise adoption.

On the other hand, these challenges also open the door to promising future research opportunities. There is immense
potential in developing cross-platform orchestration layers, vendor-agnostic APIs, and standardized deployment models
that mitigate lock-in risks. Al and machine learning advancements can further enable real-time threat detection,
predictive scaling, and automated fault recovery. Additionally, evolving support for hybrid and edge-cloud integration
promises to make serverless mobile applications even more robust, latency-aware, and geographically
scalable.Ultimately, the serverless mobile cloud paradigm is still evolving, but its capacity to combine security, cost-
efficiency, and developer productivity makes it a compelling direction for future application architectures. By
addressing current limitations through adaptive, intelligent, and modular strategies, serverless computing can become
the foundation for next-generation mobile cloud ecosystems that are secure, resilient, and efficient by design.

REFERENCES
Kanungo, S. (2024). Al-driven resource management strategies for cloud computing systems, services, and
applications. World Journal of Advanced Engineering Technology and Sciences, 11(2), 559-566.

[1].

Copyright to IJARSCT DOI: 10.48175/IJARSCT-24886 629

www.ijarsct.co.in

7 1ssN W
| 2581-9429 |}

¥\ IJARSCT /¥
Q




({ IJARSCT

xx International Journal of Advanced Research in Science, Communication and Technology w\

IJARSCT International Open-Access, Double-Blind, Peer-Reviewed, Refereed, Multidisciplinary Online Journal
ISSN: 2581-9429 Volume 5, Issue 1, April 2025 Impact Factor: 7.67

[2]. Pournaropoulos, F., Patras, A., Antonopoulos, C. D., Bellas, N., &Lalis, S. (2024). Fluidity: Providing
flexible deployment and adaptation policy experimentation for serverless and distributed applications
spanning cloud—edge—mobile environments. Future Generation Computer Systems, 157, 210-225.

[3]. Agarwal, S., Rodriguez, M. A., &Buyya, R. (2024). A Deep Recurrent-Reinforcement Learning Method for
Intelligent AutoScaling of Serverless Functions. IEEE Transactions on Services Computing.

[4]. Zhang, H., Wang, J., Zhang, H., & Bu, C. (2024). Security computing resource allocation based on deep
reinforcement learning in serverless multi-cloud edge computing. Future Generation Computer Systems, 151,
152-161.

[S]. Miran, A. (2024). The distributed systems landscape in cloud computing is transforming significantly because
of several developing trends. This review focuses on critical trends transforming distributed systems'
structure and operation in cloud environments. Edge computing. Journal of Information Technology and
Informatics, 3(1).

[6]. Cherukuri, B. R. (2024, February). Maintenance of Web Development Standard for Multiple Devices with
Serverless Computing through Cross Browser Affinity Using Hybrid Optimization. In 2024 IEEE
International Conference on Computing, Power and Communication Technologies (IC2PCT) (Vol. 5, pp.
1855-1859). IEEE.

[7]. Kumari, A., & Sahoo, B. (2024). ACPM: adaptive container provisioning model to mitigate serverless cold-
start. Cluster Computing, 27(2), 1333-1360.

[8]. Dehury, C. K., Poojara, S., &Srirama, S. N. (2024). Def-DReL: Towards a sustainable serverless functions
deployment strategy for fog-cloud environments using deep reinforcement learning. Applied Soft Computing,
152, 111179.

[9]. Luo, S., Li, K., Xing, H., & Fan, P. (2024). Efficient and Flexible Component Placement for Serverless
Computing. IEEE Systems Journal.

[10]. Cassel, G. A. S., da Rosa Righi, R., da Costa, C. A., Bez, M. R., & Pasin, M. (2024). Towards providing a
priority-based vital sign offloading in healthcare with serverless computing and a fog-cloud architecture.
Future Generation Computer Systems, 157, 51-66.

[11]. Agrawal, R., & Pandey, N. Strategies for Developing and Deploying Enterprise-Level Mobile Applications
on a Large Scale: A Comprehensive Analysis.

[12]. Ahmadi, S. (2024). Challenges and Solutions in Network Security for Serverless Computing. International
Journal of Current Science Research and Review, 7(01), 218-229.

[13]. Belhe, M. S., Barshikar, M. S., & Kadu, M. S. Serverless Computing and Its Impact on Application
Development in Cloud Environments.

[14]. Hussain, R. F., & Salehi, M. A. (2024). Resource allocation of industry 4.0 micro-service applications across
serverless fog federation. Future Generation Computer Systems, 154, 479-490.

[15]. Chen, F., Cai, J., Xiang, T., & Liao, X. (2024). Practical cloud storage auditing using serverless computing.
Science China Information Sciences, 67(3), 132102.

[16]. Roopa Devi, E. M., Shanthakumari, R., Rajadevi, R., Kayethri, D., & Aparna, V. (2024). Decentralized,
Distributed Computing for Internet of Things-Based Cloud Applications. Automated Secure Computing for
Next-Generation Systems, 43-64.

[17]. Russo, G. R., Ferrarelli, D., Pasquali, D., Cardellini, V., & Presti, F. L. (2024). QoS-aware offloading policies
for serverless functions in the Cloud-to-Edge continuum. Future Generation Computer Systems.

[18]. Baresi, L., Hu, D. Y. X., Quattrocchi, G., &Terracciano, L. (2024). NEPTUNE: A Comprehensive
Framework for Managing Serverless Functions at the Edge. ACM Transactions on Autonomous and Adaptive
Systems, 19(1), 1-32.

[19]. Li, J., Guo, S., Liang, W., Wang, J., Chen, Q., Xu, W., ... & Jia, X. (2024). Mobility-Aware Utility
Maximization in Digital Twin-Enabled Serverless Edge Computing. IEEE Transactions on Computers.

[20]. Goar, V., & Yadav, N. S. (2024). Exploring the World of Serverless Computing: Concepts, Benefits, and

Challenges In Serverless Computmg Concepts, Technology and Architecture (pp 51 73). IGI Global.
Copyright to IJARSCT DOI: 10.48175/IJARSCT-24886 T
www.ijarsct.co.in

630




