
IJARSCT  ISSN (Online) 2581-9429 

    

 

       International Journal of Advanced Research in Science, Communication and Technology (IJARSCT) 

                               International Open-Access, Double-Blind, Peer-Reviewed, Refereed, Multidisciplinary Online Journal 

Volume 5, Issue 5, March 2025 

Copyright to IJARSCT DOI: 10.48175/IJARSCT-24124   120 

www.ijarsct.co.in  

Impact Factor: 7.67 

TrueCert:  Blockchain based QR Code Generator 
Mrs. Madhavi Nawarkar, Miss. Sakshi Thakur, Miss. Rucha Bakare, Miss. Snehal Shelte,  

K. K. Wagh Polytechnic, Nashik, Maharashtra, India 

 

Abstract: A blockchain-based ID system for certificates uses decentralized ledger technology to issue, 

store and verify certificates securely. Each certificate is recorded as a unique, tamper-proof entry on the 

blockchain, which ensures authenticity and prevents forgery. This system enhances transparency, reduces 

administrative overhead, and allows for easy verification by anyone with access to the blockchain, 

improving the reliability and efficiency of credential management.. 

This paper delves into the transformative integration of blockchain, QR codes, and Firebase Cloud within 

the domain of document creation and verification. The foundation of this evolution lies in the application of 

blockchain technology, characterized by its decentralized ledger and smart contracts. Through these 

features, documents attain an unprecedented level of integrity, facilitated by an indelible digital signature. 

The inclusion of QR codes as integral components in document verification brings a user-friendly 

dimension to the process. By being affixed to documents, QR codes act as gateways to corresponding 

blockchain entries, incorporating essential information such as timestamps and cryptographic hashes. This 

amalgamation streamlines the verification process, offering both speed and security. The final layer of this 

technological triad involves the strategic integration of Firebase Cloud, a scalable and real-time cloud 

database. This addition ensures not only secure storage but also efficient retrieval of blockchain-anchored 

documents. The synergistic collaboration of blockchain's immutability, QR code-enabled swift verification, 

and Firebase Cloud's dynamic storage capabilities create a resilient ecosystem, redefining standards in 

document security, authenticity, and accessibility. 
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I. INTRODUCTION 

In the modern era of digital education and online credentialing, the need for secure, verifiable, and transparent 

certification systems has become paramount. Traditional certification methods often face issues related to fraud, 

misrepresentation, and lack of accessibility. Blockchain technology presents a transformative solution to these 

challenges by offering a decentralized and immutable ledger that ensures the authenticity and integrity of certifications. 

A Blockchain-Based Certification System leverages the core features of blockchain— decentralization, transparency, 

and security—to create a platform where educational institutions and other certifying bodies can issue digital 

certificates. These certificates are recorded on a blockchain, making them tamper-proof and easily verifiable by anyone 

with access to the system. This technology securely issues, stores and verifies certificates. This project aims to develop 

a system that not only streamlines the process of issuing and verifying certificates but also provides individuals with 

lifelong, portable credentials. By utilizing blockchain, we eliminate the risks of document forgery and enhance the trust 

and credibility of the certification process across industries. Use the enter key to start a new paragraph. The appropriate 

spacing and indent are automatically applied. 

The project's motivation arises from the increasing need for secure, transparent digital certificate verification, 

particularly in academic and professional environments. By utilizing blockchain for certificate authentication and 

Firebase for data storage, the app provides a robust and reliable solution for certificate management.  

TrueCert empowers users and institutes with real-time certificate verification, protecting against counterfeit certificates, 

safeguarding academic and professional records, and ensuring the integrity of the certification process. This Android-

based system promotes trust and transparency in digital certification and offers an efficient, blockchain-backed solution 

for secure document management and authentication.  
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Problem Statement :- 

Traditional certification methods are vulnerable to fraud, data breaches, and inefficiencies in verification processes, 

which can result in delays and higher costs. The challenges in the current system of issuing and use of certificates 

amongst stakeholders include excessive use of fake documents for exploiting government benefits and enhanced 

paperwork for document verification. Traditional certification systems have several drawbacks that are effectively 

addressed by blockchain-based solutions.  

Blockchain technology resolves these issues by providing an immutable, decentralized ledger where certifications are 

permanently recorded and cannot be altered or tampered with. This ensures the authenticity and security of credentials, 

making verification simple and reliable for employers, institutions, and individuals alike.  Designed to address several 

key challenges faced by traditional certification methods and to meet the evolving needs of a digital, globalized world. 

The primary reason for its design is to enhance security and trust by creating a system where certificates cannot be 

altered or forged. TrueCert aims to provide a mobile-based solution for end-to-end certificate generation, issuance, and 

verification, enabling all stakeholders to validate certificate authenticity in real-time. By incorporating blockchain 

technology and secure QR codes, the application ensures that every certificate issued is traceable, transparent, and 

tamper-proof. The application allows users to scan QR codes linked to the blockchain-based certificates, instantly 

accessing and validating certificate information. Additionally, administrators can oversee institution profiles, while 

institutions have dedicated tools for generating secure certificates and managing student data.  

 

Objectives :- 

 Develop a secure and reliable platform for issuing and verifying educational certificates using blockchain 

technology. 

 Create a system that eliminates the risk of fraud and forgery of certificates. 

 Provide individuals with lifelong, portable access to their educational credentials. 

 Streamline the process of issuing and verifying certificates for both educational institutions and individuals. 

 Enhance the trust and credibility of educational certificates across industries. 

 Develop a user-friendly interface for both administrators and users. 

 Address the challenges of traditional certification methods, such as fraud and misrepresentation. This could 

involve implementing measures to prevent unauthorized access and tampering. 

 Educate users on the benefits of using a blockchain-based certification system. 

 Promote the use of blockchain technology in the education sector. This could help to drive innovation and 

improve the quality of education. 

 Develop a platform that is scalable and can be used by a large number of users. This will ensure that the 

platform can meet the needs of a growing number of educational institutions and individuals. 

 Promote the use of blockchain technology in the education sector. This could help to drive innovation and 

improve the quality of education. 

 Develop a platform that is scalable and can be used by a large number of users. This will ensure that the 

platform can meet the needs of a growing number of educational institutions and individuals. 

 

II. LITERATURE SURVEY 

With the proliferation of digital credentials and the widespread use of online education, training, and certification 

programs, the need for secure and verifiable digital certificates has never been more crucial. Studies show that the 

digital credentialing space is facing numerous challenges, particularly with the risk of fraud and the authenticity of 

certificates. This literature survey reviews studies on digital certificate security, the application of blockchain in 

certificate verification, and the importance of user-friendly systems for authentication and verification.  

According to Smith et al. (2018), traditional certificate issuance processes are vulnerable to tampering and fraud, 

especially when manual verification systems are used. Blockchain technology offers a decentralized solution that 

ensures certificates are secure, immutable, and easily verifiable. By leveraging blockchain, educational institutions and 

organizations can create a reliable, tamper-resistant system that provides users with the assurance of authenticity. Jones 
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et al. (2020) emphasized the role of QR codes as an effective means of integrating physical and digital verification 

processes, especially in settings where users need quick and reliable access to credential information. In their research, 

they found that combining QR code technology with blockchain can streamline the verification process, allowing users 

to scan a QR code linked to a blockchain-stored certificate, thereby ensuring the certificate's authenticity. 

The use of cloud-based platforms further enhances the verification process, offering scalability and ease of access for 

certificate management systems. Gupta et al. (2021) highlighted the benefits of using cloud services like Firebase to 

store user and certificate information securel

available for institutions, users, and verifiers, without compromising data integrity.

The papers we have studied provide a comprehensive understanding of the challenges and solution

management using blockchain technology. They emphasize the integration of smart contracts to automate and 

streamline certificate validation processes, eliminating the need for intermediaries. By leveraging blockchain's 

decentralized nature, these systems enhance trust, security, and efficiency in certificate issuance and verification.

One key focus is on addressing the authenticity and integrity of digital certificates to prevent cybercrimes and 

fraudulent activities. The SHA-256 hashing algorithm is highlighted for its ability to generate a unique and irreversible 

hash for each certificate, ensuring that the certificate cannot be tampered with. The hash is stored on the blockchain and 

verified by matching it against an indexed docum

The papers also explore the legal and regulatory implications of using smart contracts for certificate validation. This 

analysis is crucial for understanding the broader adoption of blockchain

sectors. Additionally, these studies propose a reference model for academic evaluation, offering institutions a secure 

and efficient method for managing and verifying a comprehensive set of academic certificates.

Overall, the papers underline the potential of blockchain technology to revolutionize digital certificate management by 

reducing fraud, enhancing privacy, and providing an efficient, scalable solution for real

These insights form the foundation for developing the proposed mobile

codes, and Firebase. [1][2] 

 

Modules in our Project :- 

 Admin Module : Enables admins to create and manage institutes, generate login credentials, and oversee 

certificate issuance within the application.

 Institute Module: Allows institutes to log in, create blockchain

data, manage certificates, and view student profiles

 User Module: Provides users with secure access to their certificates, allowing them to verify and view 

certificate information by scanning QR codes, with data stored securely on Firestore.

 

Fig. 1.1 Admin and
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et al. (2020) emphasized the role of QR codes as an effective means of integrating physical and digital verification 

processes, especially in settings where users need quick and reliable access to credential information. In their research, 

they found that combining QR code technology with blockchain can streamline the verification process, allowing users 

stored certificate, thereby ensuring the certificate's authenticity. 

orms further enhances the verification process, offering scalability and ease of access for 

certificate management systems. Gupta et al. (2021) highlighted the benefits of using cloud services like Firebase to 

store user and certificate information securely. Cloud storage solutions ensure that certificate information is readily 

available for institutions, users, and verifiers, without compromising data integrity. 

The papers we have studied provide a comprehensive understanding of the challenges and solutions in digital certificate 

management using blockchain technology. They emphasize the integration of smart contracts to automate and 

streamline certificate validation processes, eliminating the need for intermediaries. By leveraging blockchain's 

d nature, these systems enhance trust, security, and efficiency in certificate issuance and verification.

One key focus is on addressing the authenticity and integrity of digital certificates to prevent cybercrimes and 

shing algorithm is highlighted for its ability to generate a unique and irreversible 

hash for each certificate, ensuring that the certificate cannot be tampered with. The hash is stored on the blockchain and 

verified by matching it against an indexed document, providing a robust mechanism for authentication.

The papers also explore the legal and regulatory implications of using smart contracts for certificate validation. This 

analysis is crucial for understanding the broader adoption of blockchain-based certification systems across different 

sectors. Additionally, these studies propose a reference model for academic evaluation, offering institutions a secure 

and efficient method for managing and verifying a comprehensive set of academic certificates. 

, the papers underline the potential of blockchain technology to revolutionize digital certificate management by 

reducing fraud, enhancing privacy, and providing an efficient, scalable solution for real-time storage and verification. 

e foundation for developing the proposed mobile-based system integrating blockchain, secure QR 

Enables admins to create and manage institutes, generate login credentials, and oversee 

certificate issuance within the application. 

Allows institutes to log in, create blockchain-verified QR codes, store student and certificate 

nage certificates, and view student profiles 

Provides users with secure access to their certificates, allowing them to verify and view 

certificate information by scanning QR codes, with data stored securely on Firestore.. 

 
Fig. 1.1 Admin and Institute Module 

 
Fig. 1.2 User Module 
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, the papers underline the potential of blockchain technology to revolutionize digital certificate management by 
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based system integrating blockchain, secure QR 

Enables admins to create and manage institutes, generate login credentials, and oversee 

verified QR codes, store student and certificate 

Provides users with secure access to their certificates, allowing them to verify and view 
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Block Diagram of TrueCert 

The First picture contains both Admin and Institute modules. Firstly, an Admin can log into the System. Then a company 

or an institute can register into the system. After complete registration, an Admin can validate those companies and then 

it will be able to send login credentials to that institute. After these, a company can log into the system. Then, that 

institute will be capable of managing students, storing their information and generating QR codes. The company can also 

validate the certificates by scanning the QR Codes. 

The Second picture contains only the User Module. In this, the Admin and then User can log into the system. After this 

login activity, a user will be able to scan the QR code and verify certificates and manage certificates. A User is capable to 

logout from the system by itself. There will be also a feature for changing password. 

 

III. SCOPE 

This document outlines a blockchain-powered platform designed to revolutionize the issuance, storage, and verification 

of educational and professional certificates. The proposed system tackles inherent shortcomings of traditional certificate 

management, such as susceptibility to tampering, forgery, and verification procedures. By harnessing the transformative 

potential of blockchain technology, the platform guarantees the immutability, authenticity, and transparency of 

credentials.  

Educational institutions and certifying bodies will be empowered to issue tamper-proof digital certificates securely stored 

on the blockchain. Individuals will gain the ability to effortlessly share and verify the legitimacy of their qualifications 

with potential employers or institutions, fostering trust and streamlining credential verification workflows. The platform 

will incorporate a user-centric design, featuring three distinct modules tailored to the needs of administrators, institutions, 

and users, ensuring an intuitive and efficient experience for all stakeholders across diverse industries. 

 

IV. PROPOSED METHODOLOGY 

Upon launching the TrueCert application, users will see a welcome screen showcasing the app’s focus on secure and 

verifiable digital credentials. The main features include blockchain-backed certificate security, real-time certificate 

verification, QR code scanning, and user-friendly access to certificates. The interface is designed to cater to 

administrators, institutions, and students, streamlining the entire credentialing process.  

The application workflow will proceed as follows: 

 Requirement Gathering and Research: The initial phase involves gathering requirements from educational 

institutions, administrators, and students, identifying key functionalities needed for certificate issuance, 

management, and verification.  

 System Design and Planning: Based on the requirements, a solution encompassing critical features is planned. 

Key modules include:  

 Admin Dashboard: Allows administrators to create and manage institutions, oversee certificate issuance, and 

configure blockchain-based security measures.  

 Institute Management: Enables institutions to log in, create student profiles, and issue certificates securely.  

 User Certificate Access: Empowers users to view their certificates, scan QR codes for verification, and ensure 

their credentials are legitimate.  

 Certificate Verification Alerts: Provides instant confirmation of certificate validity, alerting users if any 

anomalies or inconsistencies are detected.  

 Setting Up Development Environment: The development team will set up necessary tools, such as Android 

Studio for app development, Firebase Firestore for data storage, and blockchain protocols for certificate 

verification.  

 Application Design: The design phase will focus on creating an intuitive and user friendly interface, including:  

 Login Screen: Secure login access for all user roles (admin, institution, and user).  

 Data Visualization: Modules displaying issued certificates, student data, and verification history.  

 QR Code Scanning: A QR code scanning interface to verify the authenticity of each certificate.  
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 Application Development: With the design finalized, the development phase will focus on building core 

functionalities, including blockchain integration for tamper-proof certificates, Firebase for secure data storage, 

and real-time certificate issuance and verification.  

This project ultimately aims to empower institutions, administrators, and students with a robust tool for secure digital 

credential management and verification, promoting trust and authenticity in educational and professional credentials.  

Sr. No. Name of Resources Specification 

1. Laptop i5, Windows 8 and all,    4 GB RAM. 

2. Software Android Studio, Firebase Console. 

Requirements of the Project 

 

V. CONCLUSION 

In conclusion, TrueCert is the blockchain technology that offers a promising solution to the challenges faced by 

traditional certification methods. By providing an immutable and decentralized ledger, blockchain can help to ensure the 

authenticity and security of credentials, making them more reliable and trustworthy. This can benefit a wide range of 

stakeholders, including employers, educational institutions, and individuals. 

The integration of blockchain technology into certificate issuance, QR code generator and verification systems offers a 

powerful solution to the challenges of fraud, misrepresentation, and lack of accessibility in traditional methods. By 

leveraging the decentralized and immutable nature of blockchain, a Blockchain-Based QR code generator System 

ensures the authenticity and integrity of certificates. This system streamlines the process of issuing , storing and verifying 

certificates, providing individuals with secure, portable, and lifelong access to their academic and professional 

accomplishments. 

The TrueCert project demonstrates the practical application of this technology. Through its three main modules – Admin, 

Institute, and User – the system enables seamless certificate management and authentication. Admins can oversee the 

entire process, institutes can easily issue and manage certificates and students, and users can securely access and verify 

their certificates and credentials. By utilizing blockchain technology and a QR code system, TrueCert enhances the 

reliability and efficiency of certificate management, fostering greater trust and transparency in the digital world. 
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