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Abstract: This paper presents a deep learning-based approach for detecting suspicious activities in
examination halls using surveillance video. The traditional methods of monitoring students during
examinations have limitations, particularly when it comes to real-time detection and alerting. To address
this issue, a system is proposed that employs computer vision and deep learning techniques to identify
suspicious behaviors such as cheating, unauthorized movements, or distractions. The system processes
video feeds from surveillance cameras, analyzes the actions of students, and triggers real-time alerts when
abnormal behavior is detected. Experimental results show that the proposed system can detect suspicious
activities with high accuracy, providing an automated and reliable mechanism for monitoring exam
environments. This paper highlights the potential of deep learning to enhance security and integrity in
educational settings.
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I. INTRODUCTION

Human behavior detection in real-world environments has numerous applications, such as intelligent video
surveillanceand analyzing shopping patterns. Video surveillance, particularly through CCTV cameras, plays a vital role
in maintaining security in public spaces. It enables the detection of suspicious activities without requiring human
intervention, making it an essential tool for safety. This paper focuses on identifying suspicious activities through
surveillance video and notifying the relevant authorities when such activities are detected. CCTV cameras have become
integral to daily life, providing security and surveillance in various settings. As part of the Indian government's Digital
India initiative, e-surveillance has gained significant attention in enhancing public safety and security.

1.1 Aim

The primary objective of this project is to detect suspicious activities using video surveillance and generate alerts or
notifications for the concerned users. The system processes video inputs from a dataset and passes them through a
Convolutional Neural Network (CNN) model to classify the activities as suspicious or not.

1.2 Scope of Project

The recognition of suspicious human activities in video surveillance plays a crucial role in preventing incidents such as
theft in sensitive areas, including banks, hospitals, shopping malls, parking lots, bus and railway stations, airports,
refineries, nuclear power plants, educational institutions, and border areas.
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II. DETAILED DESCRIPTION OF OUR PROJECT
This project focuses on detecting suspicious activities in real-time surveillance video using deep learning. Video data is
collected, preprocessed, and passed through a Convolutional Neural Network (CNN) for activity classification. The
model is trained on a labeled dataset to distinguish between normal and suspicious behaviors. When suspicious activity
is detected, the system triggers an immediate alert to the authorities. The real-time alert system ensures timely
intervention in critical situations. Future improvements will focus on enhancing detection accuracy under various
environmental conditions.

III. LITERATURE SURVEY
1. Paper Name:Real-Time suspicious Detection and Localization in Crowded Scenes
Author: Mohammad Sabokrou , Mahmood Fathy
Abstract : In this paper, we propose a method for real-time suspecious detection and localization in crowded scenes.
Each video is defined as a set of non-overlapping cubic patches, and is described using two local and global descriptors.
These descriptors capture the video properties from different aspects. By incorporating simple and cost-effective
Gaussian classifiers, we can distinguish normal activities and anomalies in videos. The local and global features are
based on structure similarity between adjacent patches and the features learned in an unsupervised way, using a sparse
autoencoder. Experimental results show that our algorithm is comparable to a state-of-the-art procedure on UCSD ped2
and UMN benchmarks, but even more time-efficient. The experiments confirm that our system can reliably detect and
localize anomalies as soon as they happen in a video.

2.Paper Name: Learning Temporal Regularity in Video Sequences

Author: Mahmudul Hasan Jonghyun Choi

Abstract :Perceiving meaningful activities in a long video sequence is a challenging problem due to ambiguous
definition of ‘meaningfulness’ as well as clutters in the scene. We approach this problem by learning a generative
model for regular motion patterns (termed as regularity) using multiple sources with very limited supervision.
Specifically, we propose two methods that are built upon the autoencoders for their ability to work with little to no
supervision. We first leverage the conventional handcrafted spatio-temporal local features and learn a fully connected
autoencoder on them. Second, we build a fully convolutional feed-forward autoencoder to learn both the local features
and the classifiers as an end-to-end learning framework. Our model can capture the regularities from multiple datasets.
We evaluate our methods in both qualitative and quantitative ways - showing the learned regularity of videos in various
aspects and demonstrating competitive performance on suspecious detection datasets as an application.

3.Paper Name: Suspicious Detection in Video Using Predictive Convolutional Long Short-Term Memory Networks
Author::Jefferson Ryan Medel

Abstract :Automating the detection of anomalous events within long video sequences is challenging due to the
ambiguity of how such events are defined. We approach the problem by learning generative models that can identify
anomalies in videos using limited supervision. We propose end-toend trainable composite Convolutional Long Short-
Term Memory (Conv-LSTM) networks that are able to predict the evolution of a video sequence from a small number
of input frames. Regularity scores are derived from the reconstruction errors of a set of predictions with abnormal video
sequences yielding lower regularity scores as they diverge further from the actual sequence over time. The models
utilize a composite structure and examine the effects of ‘conditioning’ in learning more meaningful representations. The
best model is chosen based on the reconstruction and prediction accuracies. The Conv-LSTM models are evaluated
both qualitatively and quantitatively, demonstrating competitive results on suspecious detection datasets. Conv-LSTM
units are shown to be an effective tool for modeling and predicting video sequences.

4.Paper Name: Abnormal Event Detection in Videos using Spatiotemporal Autoencoder
Author: : Yong Shean Chong

Abstract :We present an efficient method for detecting anomalies in videos. Recent applicagjgismgigonvolutional neural
networks have shown promises of convolutional layers for object detection and recog: { f

Copyright to IJARSCT DOI: 10.48175/IJARSCT-23073
www.ijarsct.co.in




(/ IJARSCT ISSN (Online) 2581-9429

xx International Journal of Advanced Research in Science, Communication and Technology (IJARSCT)
IJARSCT International Open-Access, Double-Blind, Peer-Reviewed, Refereed, Multidisciplinary Online Journal
Impact Factor: 7.53 Volume 5, Issue 2, January 2025

However, convolutional neural networks are supervised and require labels as learning signals. We propose a
spatiotemporal architecture for suspecious detection in videos including crowded scenes. Our architecture includes two
main components, one for spatial feature representation, and one for learning the temporal evolution of the spatial
features. Experimental results on Avenue, Subway and UCSD benchmarks confirm that the detection accuracy of our
method is comparable to state-of-the-art methods at a considerable speed of up to 140 fps

3.1 Flowchart
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Working of the Flowchart
1. Video Input: Surveillance video is captured and input into the system.
Preprocessing: The video is converted into frames for analysis.
Object Detection (YOLOvV3): YOLOV3 detects objects like people in each frame.
Suspicious Activity Detection: The system analyzes detected behaviors for suspicious patterns.
Activity Classification (CNN): A CNN model classifies the activity as normal or suspicious.
Alert Generation: If suspicious behavior is detected, an alert is triggered.
Display of Result: The system displays whether the activity is normal or suspicious.
Action by Authorities: Authorities take necessary actions based on the alert.

S I

IV. IMPLEMENTATION ALGORITHM
Machine learning (ML) is a branch of artificial intelligence (Al) that allows software systems to learn from historical
data, improving their ability to make predictions or decisions without explicit programming for each scenario. Machine
learning plays a central role in today's industries, such as in Facebook, Google, and Uber, where its application
significantly boosts accuracy and efficiency. As machine learning evolves, it has become a vital tool for gaining
competitive advantages in numerous fields, particularly in surveillance and security systems.

4.1 Convolution Neural Network

A Convolutional Neural Network (CNN) is a specialized deep learning algorithm used extensively for image
classification and pattern recognition tasks. CNNs work by processing visual data, such as images and video frames,
through a series of layers designed to automatically detect patterns like edges, shapes, and objects. What makes CNN's
particularly powerful is their ability to learn these features directly from data, eliminating the need for manual feature
engineering, which is required in traditional image processing techniques
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CNNs are particularly effective for applications like human activity recognition, where understanding the context of an
image or video frame is essential. By using CNNs, we can train the system to recognize suspicious behavior patterns in
surveillance footage, which can trigger real-time alerts for intervention.

The process of detecting suspicious activities and triggering alarms involves the following steps:

Step 1: Convolution

The first operation in a CNN is convolution, where filters (also called kernels) are applied to the input image or video
frame. These filters are small matrices that slide over the image to detect local features such as edges, corners, and
textures. The result of this operation is a set of feature maps that represent different aspects of the input image, such as
the presence of certain objects or shapes. The convolution operation reduces the input data size while preserving
important information that is relevant for identifying patterns.

In the context of suspicious activity detection, the convolutional layers focus on detecting human figures, abnormal
movements, and other key features in the surveillance video.

Step 2: Pooling

After convolution, pooling is performed to reduce the spatial dimensions of the feature maps. Pooling helps to
summarize the features detected by the convolutional layers and reduces the computational load of the system. There
are different types of pooling, such as max pooling and average pooling, but max pooling is commonly used in CNNs.
It involves taking the maximum value within a specified region of the feature map, helping the model focus on the most
prominent features in the image.

By reducing the size of the feature maps, pooling makes the system more efficient and robust to minor changes in the
position or orientation of the features in the image. This is important for detecting suspicious activities, which may
occur in various positions and angles in the surveillance footage.

Step 3: Flattening

Once the feature maps have been convolved and pooled, the next step is flattening. Flattening involves converting the
two-dimensional feature map into a one-dimensional vector, which is then passed into the fully connected layers of the
network. This vector contains the extracted features that will be used to classify the activity in the image as either
normal or suspicious.

Step 4: Fully Connected Layer And Activity Classification

The flattened vector is fed into one or more fully connected layers, where each neuron is connected to every other
neuron in the previous layer. These layers process the information and help classify the activity based on the learned
features. In this step, the network learns to classify the pattern of activity as suspicious or not, based on training data.
The final output is a classification result that indicates whether the activity in the surveillance footage is suspicious. If
the activity is classified as suspicious, the system proceeds to the next step: triggering an alarm.

Step 5: Real Time Alarm Trigging

In our implementation, an additional feature is added where, upon detecting suspicious activity, the system triggers an
alarm in real-time. The system continuously monitors the live feed of surveillance video and, once it classifies an
activity as suspicious, it sends an alert. The alarm can be in the form of a message, sound, or visual notification,
depending on the system's configuration.

This real-time alerting mechanism is crucial for timely intervention by security personnel. It ensures that suspicious
behavior is flagged immediately, allowing authorities to respond faster and take appropriate action. The system uses
event-based triggers, ensuring that only relevant and critical suspicious activities generate alarms.
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Step 6: Display And Action By Authorities

Once the alarm is triggered, security personnel or the monitoring system receives the alert, which includes important
information such as the time, location, and nature of the suspicious activity. Authorities can then take necessary actions,
including reviewing the footage, investigating the event further, or activating security protocols

This algorithm enhances the effectiveness of traditional surveillance systems by not only detecting suspicious activities
but also providing a real-time mechanism to alert security personnel, improving response times and ensuring proactive
security measures.

4.2 System Architecture

Feature Extracted
from Video
n —_— Feature Extraction
Video As a Input 1.Noise Removal
2 Resize
3 Binary Conversion
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Suspicious -
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Figure 4.1: System Architecture
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4.3 Result
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Registration Form

SUSPICIOUS ACTIVITY DETECTION SYSTEM

Full Name:
Our mission is to monitor and detect
suspicious activities in public areas. Address:
By leveraging advanced surveillance and E-mall;
analysis tools, we aim to prevent crime, Phons eamber: 0
detect threats, and ensure the safety of
our communities. Gender: © Male ¢ Female
Join us in creating a safer environment Age: 0
by reporting any suspicious behavior and
- siis s 3 Username:
helping us stay vigilant against potential
da ngers. Password:
Your action today can prevent a tragedy tomorrow. Confirm Password:
2 Qs G2 COCBTO@A O BN RND b

Fig.2 Registration Form
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The password you enter is not just a key to your account; Al
it's a key to a system that knows more about you than you realize.

Once you enter, there’s no turning back, and no guarantee @[’sername [—

that you'll leave unchanged.

i Password
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Fig.3 Login Page

V. CONCLUSION
A system to process real-time CCTV footage to detect any suspecious activity will help to create better security and less
human intervention. Great strides have been made in the field of human suspecious Activity, which enables us to better
serve the myriad applications that are possible with it. Moreover, research in related fields such as Activity Tracking
can greatly enhance its productive utilization in several fields.
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