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Abstract: As an information-rich collective, there are always some people who choose Database Security
Threats’ Solutions: to take risks for some ulterior purpose and others are committed to finding Traditional
and Machine Learning Journal of Information Security, is to prevent the database from being illegally used
or destroyed. This paper introduces the main literature in the field of database security influencing factors
of database security. Compared with the traditional and machine learning (ML) methods,

The foundation of database transactions is the ACID properties (Atomicity, Consistency, Isolation, and
Durability). DBMS ensures that transactions are atomic (indivisible), consistent (follow defined rules),

isolated (do not interfere with each other), and durable (persist even after system failures)
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I. INTRODUCTION
Al is likely to alter the banking industry during the next several years. It is progressively being utilized by banks for
analyzing and executing credit applications and examining vast volumes of data. This helps to avoid fraud and enables
resource-heavy, repetitive procedures and client operations to be automated without any sacrifice in quality. This study
reviews how the three most promising Al applications can make the banking sector robust and efficient. Specifically,
we review Al fraud detection and prevention, Al credit management, and intelligent document processing. Since the
majority of transactions have become digital, there is a great need for enhanced fraud detection algorithms and fraud
prevention systems in banking. We argued that the conventional strategy for identifying bank fraud may be inadequate
to combat complex fraudulent activity. Instead, artificial intelligence algorithms might be very useful. Credit
management is time-consuming and expensive in terms of resources.
Al is a collection of novel technologies, processes, and approaches that are critical to the present and future growth of
our society and economy. Al is used in a wide variety of fields, including disease diagnosis, optical character
recognition, autonomous driving in automobiles, and financial services. Currently big and small corporations are
already using Al technology. For millions of people, Al has been ingrained in their everyday lives. The use of artificial
intelligence is seen as a possible catalyst for disruptive technological growth and innovation.
The use of Al methods in finance may result in increased efficiency by lowering friction costs (e.g., commissions and
fees associated with transaction execution) and increasing productivity, which results in increased profitability.
Automation and tech led cost reduction, in particular, offer capacity reallocation, greater expenditure effectiveness, and
increased decision-making openness. Al applications in financial service providing may also improve the efficiency of
products and services given to financial customers, boost product customization and personalization, and broaden the
product offering. Al techniques may be used to extract insights from data to improve investment plans, while also
possibly enhancing access to financial services by allowing for the study of creditworthiness of customers with
minimal credit history.

II. LITERATURE SURVEY
a) Speed: Machine learning techniques can assess large volumes of data in a very short period of time. They have the
capacity to continually gather and evaluate fresh data in real-time. Speed is more critical as the pace and complexity of
eCommerce grows.
b) Effectiveness: Machine learning techniques can conduct repeated jobs and identify minor variations across

i/ I1SSN

2581-9429 |3 362

Copyright to IJARSCT DOI: 10.48175/568 &\ JARSCT

www.ijarsct.co.in




IJARSCT ISSN (Online) 2581-9429

International Journal of Advanced Research in Science, Communication and Technology (IJARSCT)
IJARSCT International Open-Access, Double-Blind, Peer-Reviewed, Refereed, Multidisciplinary Online Journal

Impact Factor: 7.53 Volume 4, Issue 5, November 2024

much more work than multiple human analysts can complete in the same length of time This decreases expenses as
well as time required to examine transactions, therefore making the operations more effective.

¢) Scalability: As the volume of transactions rises for banks, the burden on human analysis rises. This causes a spike in
expenses and time, and a drop in accuracy. Using a machine learning technique, it’s quite the opposite. The larger the
data volume, the richer the results. The algorithm improves when more data are obtained, allowing it to identify fraud
quicker and with greater precision

d) Accuracy: Machine learning models may be taught to evaluate and find patterns

across apparently.

II1. OBJECTIVES
e  Overview to fraud detection in banking.
e  Why need of detection
e  What is fraud detection
e  Concepts of fraud Detection
e  Security Problems
e  Security Controls

IV. TOOLS AND TECHNOLOGY
Hardware:
e  Mobile Phone.
e Laptop: For operate the Application.

Software

FUNCITIONALITIES

ALGORITHMS

Hyper parameters have a significant effect on the performance of machine learning models. We refer to optimization as
the process of finding the best set on hyper parameters that configure a machine learning algorithm during its training.
Recently, it was shown that the Bayesian method is capable of finding the optimised values in a much smaller number
of training courses compared with evolutionary optimization methods. In this paper, we use the Bayesian optimization
algorithm to tune the hyper parameters that lead to computational time reduction and performance improvement.

SECURITY DEFINATIONS THREATS

Credit Management with Artificial Intelligence

Credit management is time-consuming and resource-costly. Additionally, these procedures need a large amount of labor
due to the number of stages involved — from the early phase of prospect screening through making the loan decision,
handling underwriting and disbursements, managing the portfolio, and ultimately, collections Credit organizations deal
with risks on a daily basis, and credit choices serve as a shield that separates the negative risks. Historically, credit
agencies assigned an internal score using complicated statistical models that took into account many criteria specific to
a credit applicant's profile. This assigns a risk level to a loan that represents the company's real-world business
standards. When credit judgments are made manually, they need several manual hours and come short of meeting the
business requirements necessary to function in today's climate.

This trend means that risk management strategies and authentication policies have to adapt and become more automated
to cope with the increasing number of connections, the creativity of fraudsters plus all the new regulations.

FIs need to use multiple techniques to monitor each risk, each act of fraud and each cyber attack, but implementing
these can be a real challenge and involve dealing with several vendors.

The privacy, secrecy and commercial interests in the banking sector have restricted the number of published work on
online fraud detectlon to just a few _This has made it difficult to develop new fraud detectlon s stems for the banking
fyn credit card fraud
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detection In practice, the existing online banking fraud detection methods are rule-based as they involve the generation
of rules based on the domain knowledge. As a result, there is usually a high level of false alarm rate in these systems,
meaning that the fraud detection rate is low

A general fraud detector framework was proposed by Kovach and Ruggiero (2011) with the following main issues:

V. CONCLUSION

Today’s’ business environment (including the e-banking industry) has benefited immensely from the exponential
growth of the Internet. E-banking revolutionized the banking business through the provision of many customer-related
benefits and new business platforms for banks. However, it came with a price, mainly in terms of banking risks,
challenges, and security issues. To protect against various forms of frauds, the security aspect must be considered at all
levels of financial organizations. Many researchers have proposed several methods for fraud prevention and detection;
some of these methods are effective improving fraud detection and prevention accuracy while the others are not.
However, there is no current single method that will be efficient in the detection and prevention of all kinds of attacks
on e-banking platforms.
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