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Abstract: The growing reliance on digital communication necessitates robust methods for secure data 

transmission. Hence this paper proposes a hybrid cryptography system integrating the Vigenère cipher with 

modern cryptographic techniques. The system aims to enhance security while maintaining computational 

efficiency. Functionalities of the system include key generation, encryption, decryption, and cryptographic 

analysis. The Vigenère cipher serves as the foundation for the system, providing a polyalphabetic 

substitution method. Additionally, modern cryptographic algorithms such as AES are integrated to 

strengthen security. Algorithms and methodologies employed include: Vigenère Cipher which utilizes a 

keyword to shift characters by different amounts, creating a polyalphabetic substitution; AES which 

Implements symmetric-key encryption with a block cipher, ensuring confidentiality and integrity of data; 

Cryptographic Analysis which employs statistical analysis and frequency distribution techniques to assess 

the strength of the encryption and identify potential vulnerabilities etc. By combining classical and modern 

cryptographic techniques, the hybrid system aims to provide robust security while addressing the 

limitations of individual methods 

 

Keywords: Vigenère Cipher, cryptography, AES cipher, LSB technique, Steganography 

 

I. INTRODUCTION 

Cryptography plays a pivotal role in securing digital communications, ensuring confidentiality, integrity, and 

authenticity of data. In recent years, the surge in cyber threats necessitates the development of robust cryptographic 

techniques. One such approach is hybrid cryptography, which combines the strengths of multiple encryption methods of 

multiple encryption methods to mitigate the vulnerabilities of individual algorithms. This study focuses on the 

integration of the Vigenère cipher, a classical encryption technique, into modern cryptographic systems to enhance 

security. The Vigenère cipher, invented by Blaise de Vigenère in the 16th century, is a polyalphabetic substitution 

cipher characterized by its use of a keyword and multiple Caesar ciphers to encrypt plaintext. Despite its simplicity, the 

Vigenère cipher offers a level of security superior to mono-alphabetic ciphers due to its key variability. However, it is 

vulnerable to frequency analysis and Kasiski examination, limiting its effectiveness in modern cryptographic contexts. 

The resurgence of interest in classical cryptography techniques, couples with advancements in computational power 

and cryptanalysis, has inspired researchers to explore the potential of integrating historical ciphers like the Vigenère 

cipher into contemporary cryptographic frameworks. By leveraging the strengths of classical and modern encryption 

methods, hybrid cryptographic systems can provide enhanced security against sophisticated attacks while preserving 

computational efficiency.  

 

II. OBJECTIVES 

The first objective is to implement secure encryption and decryption of text and images. This involves designing a 

robust cryptography system that incorporates the Vigenère cipher alongside contemporary encryption algorithms, AES 

and LSB. The second algorithm is to develop a user friendly chatroom which involves demonstrating the practical 

applicability of the cryptography approach in real-world scenarios, through the implementation of a user-friendly 
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chatroom where users can easily send and receive messages. Users can also send private messages on the same platform 

to specific intended audiences. 

The third objective is to provide educational cryptography FAQs

module that displays FAQs about cryptography, providing clear and concise answers to help users understand the 

principles and importance of cryptographic techniques.

through the implementation of techniques that maintain the integrity and confidentiality of all data within the system, 

including message integrity and secure key management.

 

There are so many cryptographic systems that use various algorithms to encrypt various forms of data, images etc. 

There are systems that encrypt the texts/words/strings being exchanged between two parties.  Oth

messages imbedded in audios. And lastly, some systems encrypt messages hidden in images and videos. All these 

systems have many things in common like the use of AES, DES, RSA, hash functions, Caesar cipher etc. to carry out 

encryption and decryption. This leaves room for this project to focus on using other techniques like the Vigenère cipher 

to carry out encryption and decryption of text and images. 

 

As humans are constantly advancing in a digital world, secure digital com

there arises a need for innovative solutions that can stand the test of time and adversaries alike. Imagine a system that 

combines the elegance of a classical cipher with the robustness of modern cryptographic

formidable defense against prying eyes and malicious attacks. This is precisely the vision behind the proposed 

development of a hybrid cryptography system based on the vulnerable Vigenère cipher. By harnessing the simplicity 

and historical significance of the Vigenère cipher and augmenting it with the sophistication of contemporary encryption 

methods, the system aims to create a paradigm

this hybrid system propels cryptography into the future, offering a potent arsenal for safeguarding sensitive information 

in an increasingly interconnected world. 

 

Agile methodology, particularly Scrum, is used in the application's development. Scrum's iterative appro

dividing the development process into "sprints" and gathering user feedback to continuously refine the application. This 

flexibility allows the team to adjust priorities, ensuring adaptability to changes. Agile development prioritizes 

collaboration, ongoing delivery, and feedback responsiveness, resulting in a more user

development process. 

Figure 
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chatroom where users can easily send and receive messages. Users can also send private messages on the same platform 

rovide educational cryptography FAQs. This involves the design and implement

module that displays FAQs about cryptography, providing clear and concise answers to help users understand the 

s and importance of cryptographic techniques. And lastly this system aims to ensure data security and integrity

techniques that maintain the integrity and confidentiality of all data within the system, 

ty and secure key management. 

III. EXISTING SYSTEM 

There are so many cryptographic systems that use various algorithms to encrypt various forms of data, images etc. 

There are systems that encrypt the texts/words/strings being exchanged between two parties.  Oth

messages imbedded in audios. And lastly, some systems encrypt messages hidden in images and videos. All these 

systems have many things in common like the use of AES, DES, RSA, hash functions, Caesar cipher etc. to carry out 

decryption. This leaves room for this project to focus on using other techniques like the Vigenère cipher 

to carry out encryption and decryption of text and images.  

IV. PROPOSED SYSTEM 

As humans are constantly advancing in a digital world, secure digital communication is still under threat. Due to this, 

there arises a need for innovative solutions that can stand the test of time and adversaries alike. Imagine a system that 

combines the elegance of a classical cipher with the robustness of modern cryptographic technologies, offering a 

formidable defense against prying eyes and malicious attacks. This is precisely the vision behind the proposed 

development of a hybrid cryptography system based on the vulnerable Vigenère cipher. By harnessing the simplicity 

istorical significance of the Vigenère cipher and augmenting it with the sophistication of contemporary encryption 

methods, the system aims to create a paradigm-shifting system solution that redefines the landscape of data security. 

els cryptography into the future, offering a potent arsenal for safeguarding sensitive information 

V. METHODOLODY 

Agile methodology, particularly Scrum, is used in the application's development. Scrum's iterative appro

dividing the development process into "sprints" and gathering user feedback to continuously refine the application. This 

flexibility allows the team to adjust priorities, ensuring adaptability to changes. Agile development prioritizes 

ation, ongoing delivery, and feedback responsiveness, resulting in a more user-focused and efficient 

Figure 1: Agile, scrum methodology 
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chatroom where users can easily send and receive messages. Users can also send private messages on the same platform 

design and implementation of a 

module that displays FAQs about cryptography, providing clear and concise answers to help users understand the 

nsure data security and integrity 

techniques that maintain the integrity and confidentiality of all data within the system, 

There are so many cryptographic systems that use various algorithms to encrypt various forms of data, images etc. 

There are systems that encrypt the texts/words/strings being exchanged between two parties.  Other system encrypt 

messages imbedded in audios. And lastly, some systems encrypt messages hidden in images and videos. All these 

systems have many things in common like the use of AES, DES, RSA, hash functions, Caesar cipher etc. to carry out 

decryption. This leaves room for this project to focus on using other techniques like the Vigenère cipher 

munication is still under threat. Due to this, 

there arises a need for innovative solutions that can stand the test of time and adversaries alike. Imagine a system that 

technologies, offering a 

formidable defense against prying eyes and malicious attacks. This is precisely the vision behind the proposed 

development of a hybrid cryptography system based on the vulnerable Vigenère cipher. By harnessing the simplicity 

istorical significance of the Vigenère cipher and augmenting it with the sophistication of contemporary encryption 

shifting system solution that redefines the landscape of data security. 

els cryptography into the future, offering a potent arsenal for safeguarding sensitive information 

Agile methodology, particularly Scrum, is used in the application's development. Scrum's iterative approach involves 

dividing the development process into "sprints" and gathering user feedback to continuously refine the application. This 

flexibility allows the team to adjust priorities, ensuring adaptability to changes. Agile development prioritizes 

focused and efficient 
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VI. 

System Architecture 

A system architecture diagram is a blueprint that illustrates the structural components and organization of an 

application. It depicts the physical structure, intended usage, and purpose of the application from the perspective of 

developers, rather than end-users. To manage com

system into layers based on functionality or access pathways, such as a home page or a contact form. This layering 

simplifies debugging and maintenance. System architecture also encompasses 

integration points with external systems, and ensures compliance with industry standards and best practices.

 

Use Case Diagram 

A Use Case Diagram outlines how users

boundaries, user roles (actors), and how they interact with the system's functions. Use Case Diagrams help design and 

develop systems by capturing all possible user scenarios, ensurin

the roles and responsibilities of different system components.
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VI. SYSTEM IMPLEMENTATION 

diagram is a blueprint that illustrates the structural components and organization of an 

application. It depicts the physical structure, intended usage, and purpose of the application from the perspective of 

users. To manage complexity and promote modular development, developers subdivide the 

system into layers based on functionality or access pathways, such as a home page or a contact form. This layering 

simplifies debugging and maintenance. System architecture also encompasses data flow between modules, defines 

integration points with external systems, and ensures compliance with industry standards and best practices.

Figure 2: System architecture 

A Use Case Diagram outlines how users interact with a system to achieve specific goals. It shows the system's 

boundaries, user roles (actors), and how they interact with the system's functions. Use Case Diagrams help design and 

develop systems by capturing all possible user scenarios, ensuring that the system meets user needs. They also clarify 

the roles and responsibilities of different system components. 

Figure 3: Use case diagram 
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diagram is a blueprint that illustrates the structural components and organization of an 

application. It depicts the physical structure, intended usage, and purpose of the application from the perspective of 

plexity and promote modular development, developers subdivide the 

system into layers based on functionality or access pathways, such as a home page or a contact form. This layering 

data flow between modules, defines 

integration points with external systems, and ensures compliance with industry standards and best practices. 

 

interact with a system to achieve specific goals. It shows the system's 

boundaries, user roles (actors), and how they interact with the system's functions. Use Case Diagrams help design and 

g that the system meets user needs. They also clarify 
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Data Flow Diagram 

A DFD is a visual representation of an information system's key 

system's general structure and is often used as a starting point for deeper analysis. DFDs can help in understanding data 

processing, identifying bottlenecks, and pinpointing areas where processes can be 

entering the system, the steps it goes through, where it's stored, and the final output. This visual representation makes it 

easier to see how data is handled and processed within the system.

 

VII. 

Module Description 

The module description offers a detailed analysis of a particular module in a software system or app. It's a 

comprehensive guide that explains the module's purpose, what it does, and its role in the 

providing a clear understanding of each module, the module description helps developers understand the system as a 

whole, work together effectively, and maintain it over time. Each of the following system’s module has its own se

tasks and interacts with other modules in a way that keeps the system r

 Message encryption: This module involves converting the plain text of the first user into cipher text. The user 

enters the data and a pre-defined ke

encryption, the user uses their own secret key to encrypt the message, which can also be used for decryption. 

This module ensures that sensitive information is securely encrypted, making it

users. The encryption process must be efficient and robust, providing strong security without significantly 

impacting system performance. 

 Message decryption: This module involves converting encrypted/cipher text back into 

user enters the cipher text and the predefined key for Vigenère or the user’s key for AES to decrypt the 

ciphered text. The decryption process must be reliable and user

retrieve the original message while maintaining the confidentiality and integrity of the data.

 Chat section: This is a section that allows users on the system to send and receive messages to and from other 

users. It has been implemented in such a way that users can send pub

The private messages are accessed using the “/private + username” technique that enable users to send 

messages to other users of their choice on a platform harboring many users. These private messages are only 

seen by the sender and intended receivers. Otherwise, the public messages are for all users connected to the 

server. 
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A DFD is a visual representation of an information system's key processes and how they handle data. It outlines the 

system's general structure and is often used as a starting point for deeper analysis. DFDs can help in understanding data 

processing, identifying bottlenecks, and pinpointing areas where processes can be improved. They show the data 

entering the system, the steps it goes through, where it's stored, and the final output. This visual representation makes it 

easier to see how data is handled and processed within the system. 

Figure 4: DFD diagram 

VII. SYSTEM IMPLEMENTATION 

The module description offers a detailed analysis of a particular module in a software system or app. It's a 

comprehensive guide that explains the module's purpose, what it does, and its role in the system's overall design. By 

providing a clear understanding of each module, the module description helps developers understand the system as a 

whole, work together effectively, and maintain it over time. Each of the following system’s module has its own se

tasks and interacts with other modules in a way that keeps the system running smoothly and as a whole.

This module involves converting the plain text of the first user into cipher text. The user 

defined key for the Vigenère cipher to turn it into cipher text. For the AES 

encryption, the user uses their own secret key to encrypt the message, which can also be used for decryption. 

This module ensures that sensitive information is securely encrypted, making it inaccessible to unauthorized 

users. The encryption process must be efficient and robust, providing strong security without significantly 

This module involves converting encrypted/cipher text back into plain text. The second 

user enters the cipher text and the predefined key for Vigenère or the user’s key for AES to decrypt the 

ciphered text. The decryption process must be reliable and user-friendly, allowing authorized users to easily 

nal message while maintaining the confidentiality and integrity of the data.

This is a section that allows users on the system to send and receive messages to and from other 

users. It has been implemented in such a way that users can send public and private messages to each other. 

The private messages are accessed using the “/private + username” technique that enable users to send 

messages to other users of their choice on a platform harboring many users. These private messages are only 

y the sender and intended receivers. Otherwise, the public messages are for all users connected to the 
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processes and how they handle data. It outlines the 

system's general structure and is often used as a starting point for deeper analysis. DFDs can help in understanding data 

improved. They show the data 

entering the system, the steps it goes through, where it's stored, and the final output. This visual representation makes it 

 

The module description offers a detailed analysis of a particular module in a software system or app. It's a 

system's overall design. By 

providing a clear understanding of each module, the module description helps developers understand the system as a 

whole, work together effectively, and maintain it over time. Each of the following system’s module has its own set of 

unning smoothly and as a whole. 

This module involves converting the plain text of the first user into cipher text. The user 

y for the Vigenère cipher to turn it into cipher text. For the AES 

encryption, the user uses their own secret key to encrypt the message, which can also be used for decryption. 

inaccessible to unauthorized 

users. The encryption process must be efficient and robust, providing strong security without significantly 

plain text. The second 

user enters the cipher text and the predefined key for Vigenère or the user’s key for AES to decrypt the 

friendly, allowing authorized users to easily 

nal message while maintaining the confidentiality and integrity of the data. 

This is a section that allows users on the system to send and receive messages to and from other 

lic and private messages to each other. 

The private messages are accessed using the “/private + username” technique that enable users to send 

messages to other users of their choice on a platform harboring many users. These private messages are only 

y the sender and intended receivers. Otherwise, the public messages are for all users connected to the 
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 FAQs section: This is a module which displays the frequently asked questions about cryptography in general 

and not specific to this system. It is

cryptography that can be easily understood by users new to the concept.

 Image steganography: Image steganography is a type of encryption where messages can be hidden in images 

using various techniques like the traditional LSB. Similar in this module, users are able to encrypt or embed 

secret messages in images. This module makes use of the spread spectrum technique. This is a technique in 

steganography where bits of the message are spread

appearance or shape. The images are then shared among users to transmit these secret messages. The receiver 

inputs the image with the message in order to extract it and display it on the message box.

 

System Screenshot 
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This is a module which displays the frequently asked questions about cryptography in general 

and not specific to this system. It is very essential as it provides more and descriptive information about 

cryptography that can be easily understood by users new to the concept. 

Image steganography is a type of encryption where messages can be hidden in images 

ous techniques like the traditional LSB. Similar in this module, users are able to encrypt or embed 

secret messages in images. This module makes use of the spread spectrum technique. This is a technique in 

steganography where bits of the message are spread or scattered across the image without changing its 

appearance or shape. The images are then shared among users to transmit these secret messages. The receiver 

inputs the image with the message in order to extract it and display it on the message box. 

Figure 5: text encryption 
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This is a module which displays the frequently asked questions about cryptography in general 

very essential as it provides more and descriptive information about 

Image steganography is a type of encryption where messages can be hidden in images 

ous techniques like the traditional LSB. Similar in this module, users are able to encrypt or embed 

secret messages in images. This module makes use of the spread spectrum technique. This is a technique in 

or scattered across the image without changing its 

appearance or shape. The images are then shared among users to transmit these secret messages. The receiver 
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Figure 6: text decryption 

Figure 7: user chat section 
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After carrying out various test like unit test, integration test and system test, the system satisfies them and gives out the

desired outputs. The system is able to provide encrypted cipher 

provide decrypted plain text of the cipher text to the user. The system is able to display the FAQs and their 

corresponding answers. The system is able to correctly and smoothly embed and extract me

using the LSB technique. The chat section encrypts the message before sending and only displays the encrypted 

message on the sender’s end and displays decrypted text on the receiver’s end.

 

This application showcases a high possibility of integrating the strengths and weaknesses of different cryptography 

algorithms to come up with a system that has combined strength

combining it with strong algorithms, it becomes just

considered as security of systems still faces constant threats in this new digital age

 

In conclusion, the project has achieved its objectives, delivering a functional application

Vigenère cipher with a twist of modern cryptographic algorithms, AES. The project has been successfully completed 

with all deliverables meeting the requirements. This project’s documentation has presented a comprehensive overview

of the application. The objective of the project was to design and develop an application that will help people encrypt 

and send messages through a secure communication channel. Throughout the documentation, we have discussed 

various aspects of the project, including system analysis, specifications, design, implementation, and future 

enhancements. The project has been of great help for me in gaining valuable information on software development. It 

has given me a great satisfaction in having designed an app
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Figure 8: message embedding 

Figure 9: message extraction 

 

VIII. RESULTS 

After carrying out various test like unit test, integration test and system test, the system satisfies them and gives out the

desired outputs. The system is able to provide encrypted cipher text of the plain text to the user. The system is able to 

provide decrypted plain text of the cipher text to the user. The system is able to display the FAQs and their 

corresponding answers. The system is able to correctly and smoothly embed and extract messages to and from images 

using the LSB technique. The chat section encrypts the message before sending and only displays the encrypted 

message on the sender’s end and displays decrypted text on the receiver’s end. 

IX. DISCUSSION 

igh possibility of integrating the strengths and weaknesses of different cryptography 

algorithms to come up with a system that has combined strength. Vigenère cipher is thought to be weak and old, but by 

combining it with strong algorithms, it becomes just as strong. Though this is the case, additional research should be 

idered as security of systems still faces constant threats in this new digital age 

X. CONCLUSION 

In conclusion, the project has achieved its objectives, delivering a functional application for encrypting text using 

Vigenère cipher with a twist of modern cryptographic algorithms, AES. The project has been successfully completed 

with all deliverables meeting the requirements. This project’s documentation has presented a comprehensive overview

of the application. The objective of the project was to design and develop an application that will help people encrypt 

and send messages through a secure communication channel. Throughout the documentation, we have discussed 

t, including system analysis, specifications, design, implementation, and future 

enhancements. The project has been of great help for me in gaining valuable information on software development. It 

has given me a great satisfaction in having designed an application that has importance in the real world. The project's 
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After carrying out various test like unit test, integration test and system test, the system satisfies them and gives out the 

text of the plain text to the user. The system is able to 

provide decrypted plain text of the cipher text to the user. The system is able to display the FAQs and their 

ssages to and from images 

using the LSB technique. The chat section encrypts the message before sending and only displays the encrypted 

igh possibility of integrating the strengths and weaknesses of different cryptography 

Vigenère cipher is thought to be weak and old, but by 

Though this is the case, additional research should be 

for encrypting text using 

Vigenère cipher with a twist of modern cryptographic algorithms, AES. The project has been successfully completed 

with all deliverables meeting the requirements. This project’s documentation has presented a comprehensive overview 

of the application. The objective of the project was to design and develop an application that will help people encrypt 

and send messages through a secure communication channel. Throughout the documentation, we have discussed 

t, including system analysis, specifications, design, implementation, and future 

enhancements. The project has been of great help for me in gaining valuable information on software development. It 

lication that has importance in the real world. The project's 
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success opens doors for future improvements, advancements, and potential collaborations to further enhance the 

application’s capabilities and reach a wider audience in need of secure and proper transfer encrypted messages. 
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