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Abstract: Cloud computing provides flexible data management and ubiquitous data access. However, the
storage service provided by cloud server is not fully trusted by customers. Searchable encryption could
simultaneously provide the functions of confidentiality protection and privacy-preserving data retrieval,
which is a vital tool for secure storage. In this paper, we propose an efficient large universe regular
language searchable encryption scheme for the cloud, which is privacy-preserving and secure against the
off-line keyword guessing attack (KGA). A notable highlight of the proposal over other existing schemes is
that it supports the regular language encryption and deterministic finite automata (DFA) based data
retrieval. The large universe construction ensures the extend ability of the system, in which the symbol set
does not need to be predefined. Multiple users are supported in the system, and the user could generate a
DFA token using his own private key without interacting with the key generation center. Furthermore, the
concrete scheme is efficient and formally proved secure in standard model. Extensive comparison and
simulation show that this scheme has function and performance superior than other schemes
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L. INTRODUCTION

Cloud storage is an emerging model of storage to provide scalable, elastic and pay-as-you-use service to cloud
computing users. For individual usage, the subscribers enjoy the freedom to access to their data anywhere, anytime with
any device. When cloud storage is utilized by a group of users, it allows team members to synchronize and manage all
shared documents. Moreover, it also saves the user a lot of capital investment of expensive storage equipment’s. Cloud
delivers convenience to the customers and at the same time arouses many security and privacy problems. Since the data
are physically stored on the multiple servers of the cloud service provider, the customers cannot fully in charge of their
data. They worry about the privacy of the stored documents since the server may be intruded by hacker or the data
could be misused by the internal staff for commercial purpose. The customers prefer to adopt the encryption technology
to protect the data confidentiality, which meanwhile arouses another problem: how to execute data retrieval on the large
volume of ciphertext. It is almost unimaginable to ask the cloud subscriber to download all of their stored information
and then decrypt and search on the recovered plaintext documents. No customer could tolerate the huge transmission
overhead and the waiting time for the data retrieval result.

Objective

In this paper, we propose an efficient large universe regular language searchable encryption scheme for the cloud,
which is privacy-preserving and secure against the off-line keyword guessing attack (KGA). A notable highlight of the
proposal over other existing schemes is that it supports the regular language encryption and deterministic finite
automata (DFA) based data retrieval. Proposed a mobile architecture to realize remote-resident multimedia service
secure access. The secure framework for business clouds was studied, which realizes that the cloud services are safe
and secure and the large volume of data can be securely processed.
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II. LITERATURE SURVEY
R. S. R. K. Shree Krishna, J. S. J. Arora (2023) This study highlights the criticality of data security and access control
in cloud computing to mitigate the risks associated with data breaches and unauthorized access. Key strategies
discussed include encryption for data protection, robust authentication mechanisms, and access control models like
Role-Based Access Control (RBAC) and Attribute-Based Access Control (ABAC). Compliance with regulations such
as GDPR and HIPAA is emphasized, along with the importance of continuous monitoring and auditing to detect
security threats and ensure policy adherence. The research concludes that a comprehensive, multi-layered security
approach fosters trust and protects sensitive information in cloud environments.
N. K. K. Shafique, R. M. K. A. Sayyed (2023) This paper explores access control mechanisms in cloud computing,
highlighting the unique challenges posed by multitenancy, elasticity, and virtualization. The authors compare various
access control schemes, examining their merits and limitations, while emphasizing the need for solutions tailored to the
heterogeneous nature of cloud users. The study suggests future directions for enhancing access control solutions,
particularly in securing big data storage.
L. P. A. P. M. G. R. Ramos, et al. (2023) The authors review traditional and modern access control mechanisms used to
secure data in cloud environments. They emphasize the importance of encrypting stored data alongside providing
access control to authorized users. The study also discusses deployment models (private, public, community, and hybrid
clouds) and access control methods like identity-based systems, which play a crucial role in ensuring data security in
cloud storage systems.
H. M. Alj, A. H. S. Almazroi, F. A. Alzahrani (2022) This survey delves into various access control frameworks, such
as RBAC and ABAC, highlighting their role in creating precise governance models. The authors also examine
advanced techniques like Access Control Lists (ACLs), data encryption, and automated identity management. Emerging
technologies, including machine learning and blockchain, are identified as promising solutions for improving scalability
and compliance with regulations like GDPR and HIPAA. The study underscores the importance of robust access
control frameworks in maintaining data integrity and user trust in cloud services.
T. Z. K. V. K. Satyanarayana, S. M. N. K. C. Ravi Kumar (2022) This paper introduces a two-factor data security
protection mechanism involving a secret key and a unique personal security device. The system ensures that decryption
is impossible without both factors. If the security device is lost or stolen, it can be revoked, rendering it ineffective for
decryption. The authors demonstrate that their mechanism is both secure and practical, offering a significant
improvement in data security for cloud storage systems.
S. Hu, H. Wang, S. J. Lee (2021) The authors present a comprehensive survey on Attribute-Based Access Control
(ABAC), which enables fine-grained access control in cloud environments. Unlike traditional role-based models,
ABAC uses attribute-based encryption (ABE) to secure data and restrict access effectively. The study highlights the
challenges of implementing ABAC in mobile cloud scenarios due to resource limitations. The authors identify the need
for further research in this area, emphasizing its potential to advance data security in dynamic cloud environments.

III. EXISTING SYSTEM
Cloud computing provides flexible data management and ubiquitous data access. However, the storage service provided
by cloud server is not fully trusted by customers. Searchable encryption could simultaneously provide the functions of
confidentiality protection and privacy-preserving data retrieval, which is a vital tool for secure storage.

Disadvantages of Existing System
e The user can only sign documents on that particular computer.
e The security of the private key depends entirely on the security of the computer

Proposed System
We propose an efficient large universe regular language searchable encryption scheme for the cloud, which is privacy-
preserving and secure against the off-line keyword guessing attack (KGA). A notable highlight of the proposal over
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Advantages of Proposed System:

e  An encrypting algorithm scrambles the message and it can only be unscrambled with a key created at the same
time.

e  Cipher algorithms are either symmetric or asymmetric for encryption security. For example: Symmetric - the
exact same key is used to encrypt and decrypt data.
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Explanation:

KGC is the abbreviation of key generation center, who is fully trusted by all the entities in the system. KGC is
responsible to generate the public parameter for the whole system. Meanwhile, KGC creates public/private key pair for
each legal user in the system. The private key is sent to the user via a secret channel. Users’ public keys are made
public and maintained by KGC utilizing a secure management mechanism (such as PKI: public key infrastructure. Data
Owner utilizes the cloud storage service to store the personal sensitive data. The data owner utilizes regular language to
describe the file, and encrypts the regular language and the file, which are then outsourced to the cloud. Cloud Server
provides cloud storage service for the users. The digital data are usually stored in logical pools and multiple physical
servers. The cloud server is responsible to keep the data ubiquitously available and accessible by authorized users.
Cloud server processes amazing data processing and computation ability. Cloud server responds on the search query
from the data user and searches the match documents. Data user requests the cloud server to perform the test
calculations over the encrypted data. The data user generates a search token utilizing his private key, which is sent to
the cloud server to issue a query. The data user may utilize mobile device to generate the search token such that the
related algorithms should be efficient and have low transmission overhead.

V. METHODOLOGIES

Modules Name:
This project having the following six modules:

e  User Interface Design

e Key Generation Center

e Data Owner

e Cloud Server

e Data User

Module Explanation

User Interface Design

In this module we design the windows for the project. These pages are used for secure login for all users. To connect
with server user must give their username and password then only they can able to connect the server. If the user
already exits directly can login into the server else user must register their details such as username, password and
Email id, into the server. Server will create the account for the entire user to maintain upload and download rate. Name
will be set as user id. Logging in is usually used to enter a specific page.

Key Generation Center:

KGC is the abbreviation of key generation center, in which all the entities of the system trust fully. KGC is responsible
for generating the public parameter for the entire system. Meanwhile, KGC creates a pair of public / private keys for
each legal user in the system. The private key is sent to the user through a secret channel. The public keys of the users
are made public and Maintained by KGC using a secure management mechanism.

Data Owner:
Data Owner utilizes the cloud storage service to store the personal sensitive data. The data owner utilizes regular
language to describe the file, and encrypts the file, which are then outsourced to the cloud

Cloud Server:

Cloud Server provides cloud storage service for the users. The digital data are usually stored in logical pools and
multiple physical servers. The cloud server is responsible to keep the data ubiquitously available and accessible by
authorized users. Cloud server processes amazing data processing and computation ability. Cloud server responds on
the search query from the data user and searches the match documents.
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Data User:

Data user requests the cloud server to perform the test calculations over the encrypted data. The data user generates a
search token utilizing his private key, which is sent to the cloud server to issue a query. The data user may utilize
mobile device to generate the search token such that the related algorithms should be efficient and have low
transmission overhead.

VI. IMPLEMENTATION
General
Algorithm Used
Search Encryption Algorithm.
Searchable encryption technology not only exerts encryption protection of the data, but also supports efficient search
function without undermining the data privacy. The data user generates a token of the content that he wants to search
using his private key. Receiving the token, the cloud server searches on the encrypted data without decrypting the
ciphertext. The most important point is that the server learns nothing about the plaintext of the encrypted data or the
searched content during the data retrieval procedure. However, most of the available searchable encryption schemes
only support some basic search patterns, such as single keyword search, conjunctive keyword search and Boolean
search. Since the cloud computing is a fierce competition industry, it is of vital importance to provide good user
experience. It is urgent to design novel searchable encryption schemes with expressive search pattern for cloud storage.
Searchable encryption [6,8—11,15] is a basic tool in PKS to construct the secure index and can be categorized into
Symmetric searchable encryption (SSE) and Asymmetric searchable encryption (ASE). Most searchable encryption
schemes cannot hide data access and search patterns. In addition, they only support exact match in the context of
keyword search. As a result, one of the main contributions in the existing PKS schemes is to construct a secure index
that support similar keyword search. Detailed survey of existing searchable encryption schemes is provided in
Ref. [16]. In this section, we briefly describe the basic structure of searchable encryption in symmetric and asymmetric
settings. We emphasize that all the following structures of symmetric and asymmetric encryption schemes are standard
definitions and our goal is to highlight the key ideas behind each one.
The symmetric searchable encryption (SSE) scheme involves three different entities: data owner, data user, and remote
server. In this setting, the data owner encrypts his/her own document collection and uploads the encrypted collection to
a remote third-party server so that only the legitimate users, holding the secret key, can retrieve the documents based on
a given keyword or a set of keywords. Under SSE, only the data owner can contribute searchable contents, and the data
owner and the user share the same secret key. Generally, the definition of any SSE scheme.
Searchable encryption schemes follow the security definitions. More specifically, data confidentiality and keyword
privacy must be achieved. For efficiency purpose, it is required that nothing should be leaked from the outsourced
encrypted document collection and index beyond the search pattern and access patterns of the user queries. The access
pattern refers to the outcome of the search result, that is, which documents contain the keyword, whereas the search
pattern refers to the possibility of inferring whether two queries were performed for the same keyword and any
information derived thereafter from this statement.
Most existing works related to searchable encryption schemes assume the semi-honest adversary model. In the semi-
honest model (also referred to as honest-but-curious), the adversary (e.g., cloud) is assumed to follow the prescribed
steps of the protocol (i.e., executes all searching operations and returns all search results honestly), but may attempt to
learn extra information from the protocol transcript [24,25]. For example, an adversary may try to learn and infer the
underlying plaintext information of the encrypted document collection or searchable index.
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VIII. CONCLUSION

In this paper, we introduce a large universe searchable encryption scheme to protect the security of cloud storage
system, which realizes regular language encryption and DFA search function. The cloud service provider could test
whether the encrypted regular language in the encrypted ciphertext is acceptable by the DFA embedded in the
submitted search token. In the test procedure, no plaintext of the regular language or the DFA will be leaked to the
cloud server. We also put forth a concrete construction with lightweight encryption and token generation algorithms.
An example is given to show how the system works. The proposed scheme is privacy-preserving and indistinguishable
against KGA, which are proved in standard model. The comparison and experiment result confirm the low transmission
and computation overhead of the scheme.

IX. FUTURE ENHANCEMENT
We do know the encryption was shared key, symmetric stuff; but we don’t know exactly how it works which limits the
practical applications. However, encryption built on machine learning alone is impressive enough to make us wonder
where else encryption might go in the future. Any security model, cryptographic or otherwise, is conceptually an arms
race between the adversaries that wish to subvert the technology and those that rely on the technology to secure their
information.
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