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Abstract: In the current area of information explosion, users’ demand for data storage is increasing, and 

data on the cloud has become the first choice of users and enterprises. Cloud storage facilitates users to 

backup and share data, effectively reducing users’ storage expenses. As the duplicate data of different users 

are stored multiple times, leading to a sudden decrease in storage utilization of cloud servers. Data stored 

in plaintext form can directly remove duplicate data, while cloud servers are semi-trusted and usually need 

to store data after encryption to protect user privacy. In this paper, we focus on how to achieve secure re-

duplication and recover data in ciphertext for different users, and determine whether the indexes of public 

key searchable encryption and the matching relationship of trapdoor are equal in cipher text to achieve 

secure de-duplication. For the duplicate file, the data user’s re-encryption key about the file is appended to 

the ciphertext chain table of the stored copy. The cloud server uses the re-encryption key to generate the 

specified transformed ciphertext, and the data user decrypts the transformed ciphertext by its private key to 

recover the file. The proposed scheme is secure and efficient through security analysis and experimental 

simulation analysis. 
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I. INTRODUCTION 

As a major service provided by cloud computing technology, cloud storage enables users to back up and share data 

easily and quickly, which can efficiently reduce users’ storage expenses and improve work efficiency. With the 

increasing maturity of cloud computing technology. There are many Cloud Service Providers (CSP) in the market, such 

as Baidu Cloud, Amazon Cloud, and other famous CSPs. Users will upload and store their confidential data to the data 

storage centre of the cloud server, which is managed and maintained by the CSP, but with this comes the frequent 

occurrence of cloud computing security issues. For enterprises or individual users will be personal files, business 

contracts, user transaction records, environmental geographic data, and other susceptible data stored in the cloud server. 

However, user privacy leaks and sensitive data leaks have emerged, and even more, there are CSP through the sale of 

user data to achieve corporate profits. The issue of data security in cloud storage deserves widespread attention. Big 

data and cloud computing are developing rapidly, with an explosion of data from users around the world, resulting in a 

dramatic increase in demand for cloud servers. An effective solution to the need for storage of massive amounts of data 

will be deduplicate data. For plaintext data, the equality test can be achieved by direct comparison, while user data 

involves the user’s personal privacy, and uploading or storing it in plaintext form to cloud servers can cause user 

privacy leakage. Encrypting data can protect user privacy effectively. In practical scenarios, different users use different 

keys for encrypting files, and there are random parameters in the encryption, then the ciphertext generated from the 

same file is different.  

Therefore, there is an urgent need to design a secure de-duplication scheme for encrypted data with different keys in 

multi-user scenarios. Currently, convergent encryption [1] is widely used to construct secure data de-duplication 

systems, but convergent encryption also faces various dangers such as data leakage, faking attacks and chosen-plaintext 

attacks [2], [3], [4]. Since the encryption key used in convergent encryption is generated by the hash value of the user’s 

data file, multiple files of the same user will generate multiple different keys, thus causing a key management problem 

[5]. The operations of encryption and de-duplication of data affect each other. Encrypting data with the same key by 

different users will generate the same ciphertext. Secure data de-duplication is achieved by directly comparing cipher 
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texts with each other, but this will cause the problem of key management. If different users use different keys to encrypt 

data, the key management problem can be effectively reduced, but it is difficult to achieve an equality test. Therefore, 

how different users can encrypt data with the same key without communicating with each other, thus producing the 

same ciphertext after encrypting the same data, and how users can recover their data are the main research directions of 

this paper. 

 

II. LITERATURE SURVEY 

Secure Cloud Storage: Review existing literature on secure cloud storage architectures, focusing on techniques for 

ensuring data confidentiality, integrity, and availability. 

Explore different encryption schemes used in cloud storage systems to protect data at rest and in transit. 

Examine methods for access control and authentication in cloud environments to prevent unauthorized access to stored 

data. 

Data Deduplication: 

Investigate previous research on data deduplication techniques, particularly in the context of cloud storage. 

Explore approaches for identifying and eliminating duplicate data across multiple users to optimize storage utilization. 

Review challenges and solutions associated with deduplicating data in encrypted form while preserving data privacy. 

Searchable Encryption: 

Survey literature on searchable encryption schemes that enable efficient searching over encrypted data. 

Explore different types of searchable encryption, such as symmetric searchable encryption (SSE) and public-key 

searchable encryption (PEKS). 

Examine the trade-offs between search efficiency and security in searchable encryption schemes. 

Efficient Data Recovery: 

Review existing methods for data recovery in cloud storage systems, particularly in scenarios involving encrypted data. 

Explore techniques for securely recovering data from backups or redundant copies stored in the cloud. 

Investigate approaches for efficient key management and access control to facilitate data recovery while maintaining 

security. 

Security Analysis and Experimental Evaluation: 

Examine previous studies that have conducted security analyses of encryption schemes, deduplication techniques, and 

data recovery methods. 

Explore experimental simulation studies that evaluate the performance and effectiveness of proposed solutions in 

realistic cloud storage environments. 

Identify gaps in existing research and areas for improvement or further investigation. 

 

III. SYSTEM ARCHITECTURE 

 



 

 

       International Journal of Advanced 

                                   International Open-Access, 

Copyright to IJARSCT 
www.ijarsct.co.in 

Impact Factor: 7.53 

 

IJARSCT  
   

International Journal of Advanced Research in Science, Communication and

Access, Double-Blind, Peer-Reviewed, Refereed, Multidisciplinary Online Journal

Volume 4, Issue 5, May 2024 

 DOI: 10.48175/IJARSCT-18420   

  

IV. EXPERIMENTAL RESULT 

Fig 1. Home Page 

Fig 2. Owner Login Page 

Fig 3. User Login Page 
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Fig 6. File Re
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Fig 4. User Upload file details 

Fig 5. User File Request 

Fig 6. File Re-Encryption Request & Accept Details 
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Fig 7. View Re

 

 

 

Secure data de-duplication is of great value in cloud storage, and it can effectively improve the space utilization of 

cloud storage systems. In this paper, a secure data de
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Fig 7. View Re-Encryption File Request 

Fig 8. View File Status & Send Key 

Fig 9. Enter Key & Download File 

V. CONCLUSION 

duplication is of great value in cloud storage, and it can effectively improve the space utilization of 

cloud storage systems. In this paper, a secure data de-duplication and recovery scheme based on PEKS is constructed 
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by using the matching relationship between keyword and trapdoor of searchable encryption to achieve file equality test 

in ciphertext state and using proxy re-encryption to achieve data recovery. Since the de-duplication process of a single 

file requires the execution of multiple equality test algorithms depending on the size of the database, this scheme is 

designed to avoid the computational overhead of this algorithm as much as possible. Through experimental simulation, 

the results show that the scheme in this paper has good performance in a cloud storage system. At present, scholars 

have made some achievements in the study of secure data de-duplication and have applied it to practical scenarios. This 

paper conducts in-depth research based on the previous work, but there are still some shortcomings, such as the current 

scheme of this paper only supports the equality test at the file level. In the future, the main consideration is the de-

duplication rate. When the data user has two files with only minor differences, this paper will determine them as 

different files, which will reduce the de-duplication rate. 
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