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Abstract: A data breach is a security event, where sensitive data is accessed without any permission from a 

website or an organization. An information breach will be considered as the purposeful or accidental 

gathering of secure or personal data from an organization. A breach can be an accession of a data without 

any permission, these kinds of regulations should be provided with safe and secured framework but this is 

not happening in many corporations. So, by analyzing the previous attempts (successful or unsuccessful 

attacks), the proposed model can be trained to adapt to new scenarios and predict the next breach. Further, 

this research work has designed a model by using machine learning to defend a website from security 

breaches. The primary aim of this research work is to create a machine learning model, which trains in 

Real-time and monitors the website or a system and trains from the state-of-art attacks. The proposed 

model has created a web application, which takes the data from multiple sources such as Amazon, Flipkart, 

Snapdeal, and Shop clues, which shows the data that is safe to obtain from the website. 
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I. INTRODUCTION 

Phishing is a type of cyber security attack during which malicious actors send messages pretending to be a trusted 

person or entity. Phishing messages manipulate a user, causing them to perform actions like installing a malicious file, 

clicking a malicious link, or divulging sensitive information such as access credentials. Phishing is the most common 

type of social engineering, which is a general term describing attempts to manipulate or trick computer users. Social 

engineering is an increasingly common threat vector used in almost all security incidents. Social engineering attacks, 

like phishing, are often combined with other threats, such as malware, code injection, and network attacks. Phishing is 

the most common form of social engineering, the practice of deceiving, pressuring or manipulating people into sending 

information or assets to the wrong people. Social engineering attacks rely on human error and pressure tactics for 

success. “Phishing” refers to an attempt to steal sensitive information, typically in the form of usernames, passwords, 

credit card numbers, bank account information or other important data in order to utilize or sell the stolen information. 

By masquerading as a reputable source with an enticing request, an attacker lures in the victim in order to trick them, 

similarly to how a fisherman uses bait to catch a fish. The most common examples of phishing 

are used to support other malicious actions, such as on-path attack and cross-site scripting attacks. These attacks typically 

occur via email or instant message, and can be broken down into a few general categories. It’s useful to become familiar 

with a few of these different vectors of phishing attacks in order to spot them in the wild. 

 

II. PROBLEM STATEMENT 

Phishing URL and website detection can be challenging due to the constantly evolving tactics used by phishers to make 

their attacks more convincing and difficult to detect. Some of the problems that can be encountered include: 

Polymorphic URLs: Phishers can use a technique called polymorphic URLs, where they generate a unique URL for each 

target, making it harder to detect and block these URLs. False positives: URL and website detection tools can 

sometimes generate false positives, which means that legitimate URLs or websites are incorrectly flagged as phishing 

sites, leading to inconvenience and frustration for users. Zero- day attacks: Phishers can use previously unknown 
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vulnerabilities or exploits in popular websites or browsers to launch phishing attacks, making it harder to detect and 

prevent such attacks. Lack of user awareness: Despite the availability of advanced detection tools, many users are still 

not aware of the risks associated with phishing attacks and can fall prey to such scams. Phishing URL and HTML 

website detection using machine learning can face several challenges, including. The availability of high-quality 

training data is critical to the success of any machine learning model. However, for phishing website detection, there 

may be limited data available, especially for new or emerging types of phishing attacks. Identifying the relevant 

features to use in the machine learning model can be challenging. Some features may be more indicative of phishing 

websites than others, and selecting the wrong features can lead to poor performance. The number of legitimate websites 

is significantly higher than the number of phishing websites. As a result, the data may be imbalanced, which can lead to 

biased models that perform poorly on the minority class (phishing websites). 

 

III. METHODOLOGY SECTION 

Phish Wiper Web App 

The design and development of the Phish Wiper website with Python Flask and MySQL modules: 

 Flask Framework: Flask is a lightweight and flexible web framework written in Python. It provides a lot of 

features for building web applications, including routing, templates, and sessions. Flask is used in the Phish 

Wiper website to create web pages and handle HTTP requests and responses. 

 MySQL Database: MySQL is a widely used open-source relational database management system. It is used 

in the Phish Wiper website to store user data, attack information, and other relevant data. 

 HTML/CSS/JavaScript: HTML is used to create the structure of web pages, CSS is used for styling the web 

pages, and JavaScript is used for adding interactivity and functionality to the web pages. Recurrent Neural 

Network: The Phish Wiper website uses a recurrent neural network to predict and block phishing URLs. The 

RNN is trained on a dataset of phishing URLs and uses a predictive attention mechanism to make accurate 

predictions. 

 User Authentication: User authentication is an important feature of the Phish Wiper website. It allows users 

to register, log in, and configure their systems to prevent phishing attacks. 

 Attack Information Storage: The Phish Wiper website stores attack information in the user account, allowing 

users to view their attack history and take appropriate actions to prevent future attacks. 

 Model Training: The Phish Wiper website allows the admin to train the model with new datasets to improve 

the accuracy of predictions. 

 

End User Interface 

The Phish Wiper end user interface consists of two modules, one for the admin and another for the user. 

Admin Interface Module 

The admin interface module allows the admin to login to the Phish Wiper website with their credentials. Once logged in, 

the admin can train the model with new phishing URLs and HTML pages, which will be used for real-time detection and 

blocking of phishing websites. The admin can view and manage the trained models, as well as view the attack history 

and analytics. 

User Interface Module 

The user interface module is designed for end-users to configure their system to prevent phishing attacks. The user 

needs to register on the Phish Wiper website to get login credentials. Once logged in, the user can configure their system 

by providing necessary details such as the browser they use, the operating system, and other security-related settings. 

The user can also view the history of detected phishing attempts and their status. 
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Phish Wiper is a web application developed using Python Flask and MySQL. The application aims to 

time detection and blocking solution for phishing websites and URLs. The

attention mechanism for accurately classifying

to register, login, and configure their system to use the Phish Wiper service. When a user opens a web page in their 

browser, Phish Wiper predicts whether the page is a phishing website or not using the trained RNN model. If the page 

is identified as a phishing website, Phish Wiper blocks the page and notifies the user about the attack. Phish Wiper also 

stores information about the attack in the user's account, allowing the user to view their attack history and take 

appropriate actions to prevent future attack

Admin Login: 
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Use case Diagram 

IV. EXPERIMENTAL RESULT 

Phish Wiper is a web application developed using Python Flask and MySQL. The application aims to 

time detection and blocking solution for phishing websites and URLs. The project uses an

classifying and training the phishing websites and URLs. The interface allows users 

register, login, and configure their system to use the Phish Wiper service. When a user opens a web page in their 

browser, Phish Wiper predicts whether the page is a phishing website or not using the trained RNN model. If the page 

ng website, Phish Wiper blocks the page and notifies the user about the attack. Phish Wiper also 

stores information about the attack in the user's account, allowing the user to view their attack history and take 

appropriate actions to prevent future attacks. 
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Phish Wiper is a web application developed using Python Flask and MySQL. The application aims to provide a real-

an RNN with a predictive 

training the phishing websites and URLs. The interface allows users 

register, login, and configure their system to use the Phish Wiper service. When a user opens a web page in their 

browser, Phish Wiper predicts whether the page is a phishing website or not using the trained RNN model. If the page 

ng website, Phish Wiper blocks the page and notifies the user about the attack. Phish Wiper also 

stores information about the attack in the user's account, allowing the user to view their attack history and take 
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User registration: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

RNN Classification: 

 

In conclusion, this project is a sophisticated

recurrent neural networks to detect and

comprehensive dataset collection, pre

classification and model training. The performance evaluation of the model is mea

and accuracy. The system also includes

store attack information. Through the feasibility study and software testing, the system has demon

accurately detect and block phishing websites, making it a valuable tool for internet users to protect themselves from 

phishing attacks. The software testing also highlighted the compatibility of the system with various web browsers 

operating systems. Overall, the proposed system of the project provides a reliable and effective solution to protect 

against phishing attacks, which remain a significant threat to internet users.
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V. CONCLUSION 

sophisticated web application that utilizes a predictive attention mechanism

and block phishing websites in real-time. The system is designed with a 

comprehensive dataset collection, pre-processing, and feature extraction of URLs and HTML, followed by 

classification and model training. The performance evaluation of the model is measured with precision, recall, F1

includes an alert or notification module, a track history module,

store attack information. Through the feasibility study and software testing, the system has demon

accurately detect and block phishing websites, making it a valuable tool for internet users to protect themselves from 

phishing attacks. The software testing also highlighted the compatibility of the system with various web browsers 

operating systems. Overall, the proposed system of the project provides a reliable and effective solution to protect 

against phishing attacks, which remain a significant threat to internet users. 
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attention mechanism using 

time. The system is designed with a 

processing, and feature extraction of URLs and HTML, followed by 

sured with precision, recall, F1-score, 

module, and a user account to 

store attack information. Through the feasibility study and software testing, the system has demonstrated its ability to 

accurately detect and block phishing websites, making it a valuable tool for internet users to protect themselves from 

phishing attacks. The software testing also highlighted the compatibility of the system with various web browsers and 

operating systems. Overall, the proposed system of the project provides a reliable and effective solution to protect 
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