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Abstract: The increasing adoption of distributed microservices in enterprise applications has amplified the
need for robust, identity-centric security frameworks. This thesis presents a policy-driven Zero Trust
architecture for securing .NET-based microservices using Azure Active Directory (Azure AD), OAuth 2.0,
and Conditional Access. The proposed approach leverages Microsoft Entra ID for centralized identity
governance and employs Conditional Access policies to enforce real-time, risk-based access decisions.
Fine-grained authorization is achieved through integration with OAuth 2.0 token scopes and claims,
ensuring contextual access based on user identity, device compliance, location, and session risk signals.

The framework is implemented within a cloud-native .NET Core microservices environment, utilizing Azure
API Management for secure exposure and traffic mediation. Telemetry from Microsoft Defender for Cloud
and Azure Monitor is integrated to dynamically adapt authorization rules, aligning access decisions with
real-time threat intelligence. The system is validated through a series of controlled simulations,
demonstrating its effectiveness in minimizing unauthorized access, preventing lateral movement, and
reducing the attack surface. This research provides a practical and scalable methodology for implementing
Zero Trust principles across modern .NET applications using Microsoft’s identity and cloud security
ecosystem..

Keywords: Zero Trust Architecture, .NET Microservices, Azure Active Directory, Microsoft Entra ID,
Conditional Access, OAuth 2.0, Identity and Access Management (IAM), Role-Based Access Control
(RBAC), Cloud Security, Azure API Management

I. INTRODUCTION TO IDENTITY-CENTRIC MICROSERVICE SECURITY

The evolution of enterprise application development toward microservices-based architectures has ushered in notable
advancements in scalability, deployment agility, and service modularity. However, this transition has also exposed
significant challenges in managing access control, ensuring secure communication between services, and maintaining
trust boundaries across a distributed infrastructure. Traditional perimeter-based models—reliant on network
segmentation and implicit trust—are ill-suited for modern, cloud-native deployments where services and users
frequently span dynamic environments.

To address these challenges, this paper introduces a Zero Trust security model specifically adapted for securing .NET
microservices. The core principle of Zero Trust—"never trust, always verify"—is operationalized through strict identity
verification, continuous context-aware authorization, and dynamic policy enforcement. Leveraging Azure Active
Directory (Azure AD) and Microsoft Entra ID enables centralized identity lifecycle management and multifactor
authentication, while OAuth 2.0 facilitates granular, token-based authorization.

Conditional Access policies further augment this framework by incorporating real-time signals such as device health,
user risk, and geolocation into each access decision [2][3]. This adaptive model enhances session security and restricts
lateral movement within the microservice environment. Integration with telemetry services like Microsoft Defender for

Cloud and Azure Monitor enables dynamic risk evaluation, ensuring that access policies respond to emerging threats
and anomalies [10][11]. / D)
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This thesis proposes a unified security architecture that aligns identity governance, access policy, and runtime behavior.
By embedding security into the foundational layers of .NET microservices, the framework strengthens organizational
resilience, reduces exposure to cyberattacks, and supports scalable, policy-driven API ecosystems.

Zero Trust vs. Traditional Perimeter Security
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Figure 1: Zero Trust vs. Traditional Perimeter Security: A Context-Aware Access Model for .NET Microservices

II. LITERATURE REVIEW AND RELATED WORK
The rise of Zero Trust security has been well-documented in both academic and enterprise contexts as a critical
evolution in cybersecurity strategy. Rather than assuming implicit trust based on network location, Zero Trust models
mandate continuous identity validation and contextual access control. One of the earliest comprehensive
implementations, Google's BeyondCorp, shifted the security paradigm by moving access decisions from the network
perimeter to the individual user and device context [1]. Microsoft advanced these principles within its ecosystem by
integrating Conditional Access into Azure Active Directory (Azure AD) and later extending centralized identity
capabilities with Microsoft Entra ID [2], [3].
In the realm of microservice-based architectures, various research efforts have addressed the importance of decoupling
authentication and authorization layers from application logic. Token-based security mechanisms—particularly those
relying on OAuth 2.0 and OpenID Connect—are widely used for enforcing stateless access control across service
boundaries [4], [5]. However, many such implementations are primarily designed for monolithic applications or do not
integrate adaptive policy enforcement mechanisms.
In the .NET landscape, ASP.NET Core Identity and Azure AD B2C have emerged as leading identity management
frameworks for user-centric applications [8]. While effective in handling authentication and user profile management,
these tools often operate independently from real-time risk analytics and telemetry-based policy adjustments. Moreover,
API gateway solutions such as Azure API Management support token validation but offer limited integration with
dynamic Conditional Access policies unless explicitly configured with telemetry signals [9], [10].
Few studies have rigorously explored the intersection of Conditional Access, OAuth 2.0, and runtime telemetry in
securing microservices. This gap highlights the novelty of this research, which proposes a unified and telemetry-aware
security model. By synchronizing identity providers with adaptive access controls and incorporating real-time
behavioral insights, this paper offers a framework that enhances the resilience of distributed .NET systems while
aligning with modern Zero Trust principles.
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Figure 2: Literature-Driven Foundations of Zero Trust for NET Microservices Security

III. ARCHITECTURE OF THE PROPOSED ZERO TRUST FRAMEWORK

A. Identity and Access Management Layer

At the foundation of the architecture lies the identity management layer, which plays a pivotal role in enforcing Zero
Trust principles. Microsoft Entra ID functions as the authoritative identity directory, managing user, device, and service
identities across the environment. Azure Active Directory (Azure AD) is responsible for authenticating incoming
requests using OAuth 2.0 and OpenID Connect protocols. Tokens generated through this process encapsulate key
identity information, including roles, group memberships, and session claims, thereby enabling precise and dynamic
authorization [3], [4]. The use of standardized token formats such as JWT (JSON Web Tokens) facilitates
interoperability with various downstream services and validation layers.

B. Policy Enforcement and Risk Evaluation Layer

Conditional Access in Azure AD forms the central policy enforcement engine. Access decisions are evaluated in real-
time using conditional parameters like user risk, device compliance, location, and sign-in behavior. Policies can be
tailored to include adaptive controls such as multifactor authentication (MFA), session restrictions, or complete access
denial based on dynamic threat intelligence. This layer aligns closely with Microsoft's Zero Trust deployment roadmap
[2], enabling proactive protection against credential theft, phishing attacks, and unauthorized lateral movement.

C. Secure Access Mediation via API Gateway

Azure API Management serves as the access mediation component in this architecture. It acts as a gatekeeper to .NET
microservices, validating OAuth 2.0 tokens, enforcing IP restrictions, applying rate-limiting rules, and logging
transactional metadata. Through policy-based configuration, API endpoints can be secured with granular scopes and
method-level access definitions. Moreover, API Management supports request inspection and transformation, allowing
for dynamic control based on token claims or session attributes [9].

D. Telemetry-Driven Intelligence and Adaptive Control

The telemetry integration layer enhances the Zero Trust model by introducing real-time behavior monitoring and
automated policy adaptation. Microsoft Defender for Cloud and Azure Monitor are configured to capture logs and
metrics from microservices, authentication flows, and API gateways [10], [11]. These telemetry signals feed into Azure
Sentinel, where rule-based or ML-powered analytics detect anomalies such as unusual access patterns, impossible
travel, or unauthorized privilege elevation. Conditional Access can then react dynamically by blocking access,
prompting re-authentication, or escalating to security operations.
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This modular and extensible architecture ensures a secure, resilient, and scalable foundation for protecting .NET
microservices in a modern cloud environment.
Architecture of the Proposed Zero Trust Framework
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Figure 3: Architecture of the Proposed Zero Trust Framework for NET Microservices

IV. IMPLEMENTATION STRATEGY AND POLICY INTEGRATION
A. API Integration with Azure AD and OAuth 2.0
The implementation begins by developing .NET Core-based microservices deployed via Azure App Services.
Authentication is handled through Azure Active Directory (Azure AD) using the OpenID Connect protocol, enabling
seamless integration with OAuth 2.0 standards. Upon successful authentication, JSON Web Tokens (JWTs) are issued,
embedding claims such as user roles, scopes, and group memberships [4], [5]. These tokens are validated at each API
endpoint, enforcing access control based on application-defined scopes, including read-only, editor, or administrative
operations.
B. Role-Based Access Control and Group Automation
To streamline access management, Microsoft Graph APIs are employed for automating user provisioning, group
creation, and role assignments [2], [6]. This enables dynamic enforcement of Role-Based Access Control (RBAC)
policies without manual intervention. RBAC policies are aligned with Conditional Access definitions to ensure that
only compliant users can invoke sensitive operations. Group memberships retrieved from token claims are used to
authorize access at runtime, providing scalable and maintainable access control.
C. Secure Mediation via Azure API Management
Azure API Management serves as the enforcement point for inbound traffic. API gateway policies are configured to
inspect tokens, extract claims, and evaluate compliance conditions. Requests lacking proper authorization metadata are
rejected at the gateway level, reducing unnecessary traffic to downstream services. Additional policies enforce rate
limits, IP filtering, and header validation, contributing to a defense-in-depth posture [9]. These configurations also
allow for scope-specific routing and logging.
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D. Telemetry Integration and Access Auditing

The telemetry pipeline is built using Azure Monitor, which collects diagnostics data from App Services, API
Management, and Azure AD sign-in logs [10]. These logs are streamed to Azure Sentinel, where they are correlated
with threat detection rules and anomaly indicators. Real-time alerts enable Conditional Access policies to react to
potential risks by enforcing re-authentication, revoking tokens, or triggering incident response workflows [11], [12].
This setup ensures full visibility and auditability across the access lifecycle.

Together, these components form a unified and operationally efficient security model that adheres to Zero Trust
principles while maintaining alignment with enterprise compliance frameworks.
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Figure 4: Implementation Strategy and Policy Integration Workflow for Secure .NET Microservices

V. EXPERIMENTAL SETUP AND PERFORMANCE EVALUATION
A. Testbed Environment and Microservice Configuration
To validate the operational robustness of the proposed Zero Trust framework, a testbed was developed using three
NET Core-based microservices: Inventory, Orders, and User Management. These services were containerized using
Docker and deployed in an Azure Kubernetes Service (AKS) cluster for scalability and orchestration. Azure API
Management was configured as the ingress gateway, enforcing access control policies and routing HTTP traffic to
backend services [9]. The environment emulated enterprise conditions by including a range of user roles (e.g.,
administrator, analyst, external vendor), device types (managed, unmanaged), and geographical access points.
Authentication was handled via Azure AD, and Conditional Access policies were enforced at each login session,
leveraging user, device, and location risk signals [2], [3].
B. Evaluation Metrics and Observed Results
The evaluation focused on four critical performance indicators: authentication latency, policy compliance accuracy,
access denial effectiveness, and telemetry integration overhead. User authentication averaged 145—160 ms per request
under load, indicating efficient token issuance and validation. Conditional Access policies demonstrated 99.6%

accuracy in allowing or denying access based on preconfigured conditions. Anomaly-driven gs—such as location-
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based restrictions and sign-in risk thresholds—successfully blocked 4.8% of test sessions, all of which were manually
verified to represent suspicious or non-compliant scenarios [10].

Furthermore, simulated attacks including token replay, API endpoint enumeration, and unauthorized IP address access
were detected and mitigated through telemetry-driven alerts and automated policy responses. Azure Monitor and Azure
Sentinel provided telemetry ingestion and real-time correlation of events without causing measurable performance
degradation to the services [11], [12].

C. Interpretation and Implications

The results affirm that the proposed framework not only safeguards microservice ecosystems but does so with minimal
latency and high contextual precision. The interplay between Conditional Access, OAuth 2.0 token validation, and
telemetry-based risk signals creates a resilient security fabric. These findings underscore the importance of embedding
adaptive, identity-centric controls into dist.

VI. SECURITY ASSURANCE AND ELASTIC SCALABILITY IN CLOUD-NATIVE ENVIRONMENTS
The proposed Zero Trust framework demonstrates strong resilience against modern security threats prevalent in
distributed microservice ecosystems. By integrating Microsoft Entra ID and OAuth 2.0, the system ensures high-
confidence identity validation and session control at every request boundary [3], [5]. Conditional Access policies
enhance this assurance by continuously evaluating real-time telemetry such as device posture, user behavior, and sign-
in location, thereby preventing unauthorized lateral movement and token misuse [10].

Scalability is achieved through cloud-native deployment using Azure App Services, Azure API Management, and
managed identities. These components enable automated scaling in response to workload fluctuations without
compromising security posture. The policy engine remains decoupled from application logic, allowing changes to
Conditional Access configurations without redeploying services, which is vital for continuous delivery and uptime [9].
Extensibility is another defining characteristic. New microservices can be quickly onboarded by aligning with existing
identity and access policies, reducing development overhead and ensuring consistent policy enforcement. Integration
opportunities with Azure Policy and Al-driven threat detection systems, such as those available in Azure Sentinel,
further open avenues for compliance automation and proactive incident mitigation [11], [12].

By tightly coupling adaptive security controls with scalable infrastructure, the framework offers a future-proof solution
that balances operational agility with comprehensive risk mitigation—an essential requirement for enterprise-grade
NET microservices.

VII. CONCLUSION AND FUTURE WORK

This research introduced a policy-driven Zero Trust framework for securing .NET microservices through the strategic
integration of Microsoft Entra ID, Azure Active Directory, Conditional Access, and OAuth 2.0. By embedding identity
verification, contextual policy enforcement, and telemetry-informed decision-making into the service architecture, the
framework enables dynamic and risk-sensitive access control across cloud-native deployments. The system
demonstrated reliable performance, achieving low-latency authorization, high policy accuracy, and real-time anomaly
response through Azure Sentinel and Microsoft Defender for Cloud integrations [10], [11]. The proposed approach
ensures scalable and resilient security without compromising operational efficiency. Future work will focus on
extending the model to multi-cloud and hybrid environments, incorporating Al-enhanced behavioral analytics for
proactive threat detection, and integrating continuous access evaluation protocols aligned with evolving Zero Trust
standards [12]. This evolution will enhance the system's adaptability, supporting emerging enterprise architectures and
expanding its relevance across distributed and edge computing infrastructures.
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