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Abstract: Cloud computing delivers commercial or consumer IT services via the Internet in a proven,
adaptive, and cost-effective manner. Due to the frequent outsourcing of vital functions, cloud computing
increases risk. This behavior makes data security, privacy, availability, and compliance harder. This article
examines cloud computing's security issues, which stem from SOA, virtualization, and Web 2.0. Our goal is
to find and correlate solutions to the biggest Cloud Computing and its environment risks and vulnerabilities
in the literature.
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I. INTRODUCTION
Cloud computing is gaining popularity in science and industry. Cloud computing is the first of the ten most
important technologies, and its adoption by companies and organizations is improving, according to Gartner [1].
Cloud computing provides simple, wherever, and anytime network connection to customizable computer
resources including servers, storage, apps, and services. Service providers and management may easily provide
and cancel these resources.
Cloud computing is a distribution architecture and computational paradigm that provides safe, efficient, and easy
computing and data storage. This context treats all computer resources as Internet-delivered services [2,3].
Improved cooperation, agility, scalability, availability, demand adaptability, expedited development work, and
cost savings via effective and optimal computing are all advantages of the cloud [4-7].
Cloud computing combines SOA, Web 2.0, virtualization, and more. It provides web-based business applications
via web browsers. Software and data are stored on servers to meet user computing needs [5]. Cloud computing is
a marketing phrase for technological advancements and services [6]. In this way, cloud computing matures these
technologies. Cloud Computing has many benefits, but it faces several barriers to adoption. Compliance, privacy,
and legal difficulties are major adoption barriers, followed by security [8]. The novelty of Cloud Computing raises
questions about the possibility of establishing security measures across all tiers (e.g., network, host, application,
and data) and migrating application security to Cloud Computing [9]. Information executives have consistently
cited cloud computing security as their top issue due to uncertainty [10].
Vulnerabilities include external data storage, "public" internet use, lack of control, multi-tenancy, and internal
security integration. The cloud's wide breadth and completely dispersed, heterogeneous, and virtualized resources
set it apart from traditional technology. Traditional cloud security measures including identity verification,
authentication, and permission are insufficient [11]. Most cloud computing security policies are similar to those in
traditional IT settings. Cloud computing may bring different risks than traditional IT solutions owing to its
operational structures, cloud service models, and supporting technologies. Unfortunately, security often makes
these solutions more inflexible [4].
Organizations growing outside their data center worry about migrating key apps and sensitive data to public cloud
environments. To address these concerns, a cloud solution provider must ensure that clients retain the same
security and privacy controls across their services and applications, provide customers with proof that their
organizations are secure and can meet service-level agreements, and allow auditors to verifiecompliance [12].
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The SPI model (SaaS, PaaS, and IaaS) is used to classify Cloud Computing security threats in this article. We
highlight the main system flaws and highest-level dangers in Cloud Computing and its surrounds literature. A
threat is a potential attack that might misuse resources or information, whereas a vulnerability is a system flaw
that allows an attack. Some polls focus on a specific service type, while others discuss cloud security risks
without distinguishing vulnerabilities and attacks. This paper lists vulnerabilities, threats, and cloud service
models that may be affected. We also explain the relationship between these vulnerabilities and threats, explain
how these vulnerabilities can be used to launch an attack, and suggest countermeasures to fix or improve the
identified issues.

Structure of the paper's succeeding sections: We provide our systematic review results in Section 2. In Section 3,
we outline the most important security considerations for each Cloud model stratum. Next, we'll examine cloud
computing's security issues to identify the biggest risks and vulnerabilities and every effective defense. In
conclusion, we draw some conclusions.

Systematic Review of Security Issues For CloudComputing
A comprehensive review [13-15] examined Cloud Computing security literature. This study sought to identify and
evaluate Cloud Computing security concerns and risks and give a full security overview.

Question Formalization

The question sought the most important Cloud Computing security challenges, threats, vulnerabilities, and
solutions. This question has to be relevant to this study's goal of identifying vulnerabilities and risks and linking
remedies. Our study explored the following research question: Which Cloud Computing security risks and
vulnerabilities are most important and demand the most thorough study to manage? Secure cloud systems, cloud
security, delivery model security, SPI security, SaaS, PaaS, and TaaS security, threats and vulnerabilities in the
cloud, and cloud recommendations and best practices were used to write this question during the review process.

Selection of Sources

The writers used their research expertise to pick study sources. The source selection approach required English-
language, internet-accessible research. ScienceDirect, the ACM and IEEE digital libraries, Scholar Google, and
DBLP were considered. Specialists will next add major works that were not recovered from these sources and
adjust the results to account for other restrictions such impact factor, received citations, prominent journals,
authors, etc.

After identifying sources, the study selection and evaluation process had to be defined. The research question
determined inclusion and exclusion in this study. The study must address cloud computing security challenges
and describe possible threats, vulnerabilities, responses, and hazards.

Review Execution

During this step, search the given sources and evaluate the collected research using preset criteria. After running
the search chain on the selected sources, we filtered 120 results using the inclusion criteria to find 40 relevant
papers. The exclusion criteria were applied again to this collection of relevant research, yielding a subset that
matches fifteen major suggestions [4, 6, 10, 16-27].

II. RESULTS AND DISCUSSION
Table 1 summarizes the systematic review's principles and topics for each technique.
Table 1 shows that most methodologies detect, classify, analyze, and list Cloud Computing-specific
vulnerabilities and risks. The studies analyze hazards and dangers and provide prevention or mitigation advice.
Consequently, vulnerabilities or dangers and possible remedies and methods are linked. Our analysis shows that
several techniques handle threats, vulnerabilities, trust, data security, and security recommendations and processes
for cloud environment difficulties.
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Security in the Spi Model

The cloud model offers three services [21, 28, 29]:Software as a service is SaaS. The consumer may use the
provider's cloud-based apps. The programs are available from various client devices via a thin client interface
(e.g., web browser for web-based email).

Platform as a Service. Users may deploy their own apps to the cloud without installing platforms or tools. PaaS
provides platform-layer resources like software development frameworks and operating system support for
higher-level services.

laaS is infrastructure-as-a-service. Consumers may provide processing, storage, networks, and other computer
resources. These tools allow consumers to run any software, including operating systems and apps.

Cloud providers are responsible for SaaS security. Due to abstraction, the SaaS model has high integrated
functionality and low client control or expansion needs. However, PaaS gives consumers more control and
flexibility. TaaS gives customers or renters more security control than PaaS and SaaS due to its lower abstraction
level [10].

Understanding the linkages and reliances across cloud service models is essential before evaluating cloud
computing security issues [4]. PaaS and SaaS are housed on laaS, therefore any security event there affects them.
However, the opposite may be true. PaaS offers a platform for designing and deploying SaaS applications,
increasing their security dependency. Any attack on a cloud service tier might damage upper levels due to their
interdependencies. Every cloud service architecture has its unique security concerns, but certain difficulties are
common. The interdependencies and linkages across cloud models might create security risks. A SaaS provider
may rent a development environment from a PaaS provider, which may rent infrastructure from an IaaS provider.
Individual service providers must secure their own offers, therefore security approaches may vary. It also makes
determining service provider liability in an assault more difficult.

Software-As-A-Service (Saas) Security Issues
Conference software, email, and corporate programs like ERP, CRM, and SCM are available on demand via SaaS
[30]. SaaS users have the least security control of the three fundamentals.

Application Security

These apps are usually provided via a browser [12,22]. However, web application shortcomings may make SaaS
applications vulnerable. Cybercriminals utilize the internet to hack consumers' devices and steal sensitive data
[31]. SaaS apps suffer the same security concerns as traditional online applications, but standard security solutions
are inadequate to protect them [21]. The Open online Application Security Project (OWASP) recognized the top
10 online application security threats [32]. While security issues persist, this is a respectable first step toward
online application security.

Multi-Tenancy

Scalability, metadata configurability, and multi-tenancy determine SaaS application maturity [30,33]. Each client
receives a customized software instance in the first maturity model. This paradigm has several drawbacks, but
security issues are lower than with others. In the second paradigm, the vendor provides unique application
instances to each customer, but the application code is constant. This type allows customers to choose setup
choices. The third maturation paradigm includes multitenancy so one instance may serve all clients [34]. This
strategy optimizes resource use but has limited scalability. The chance that many renters' data would be kept in
the same database increases the danger of data leakage. Segregating client data requires security rules [35].
Applications for the final model may be moved to a more powerful server to boost scalability.

Data Security
All technologies struggle with data security, but SaaS consumers rely on their suppliers to secure them [12,21,36].
SaaS often processes and stores organizational data in raw text. SaaS providers Esegyre data throughout
processing and storage [30]. Data storage is vital for disaster recovery, but it also pos¢s T"sues [21]. Cloud
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service providers may outsource backup and other services to other parties, which is concerning. Most cloud
computing compliance guidelines do not foresee regulatory compliance [12]. SaaS compliance is complicated
since data is kept in provider datacenters. The supplier must implement data privacy, segregation, and security
regulations, which may arise.

Accessibility
Web browsers provide access to internet applications from mobile devices and public workstations. However, this
undermines service security. The Cloud Security Alliance produced a report on mobile computing and its top
dangers [37]. Mobile malware that steals data, unsecured WiFi networks, weaknesses in the OS system and
official apps, insecure marketplaces, and proximity-based hacking are the risks.

Platform-As-A-Service (Paas) Security Issues

PaaS lets you deploy cloud-based apps without buying and maintaining the software and hardware [21]. PaaS
needs a reliable browser and network like SaaS and TaaS. Customer applications deployed on a PaaS platform
have two software layers: runtime engine security and application security [10]. PaaS providers must secure the
platform software architecture, which includes the runtime engine used to run client applications. Similar to SaaS,
PaaS poses data security problems and extra challenges:

Third-Party Relationships

PaaS offers third-party online services, including mashups, together with traditional programming languages
[10,38]. Mashups combine source components. Thus, PaaS models inherit mashup security problems, including
data and network security [39]. PaaS users must also use third-party services and web-hosted development tools
for security.

Development Life Cycle

Secure cloud-hosted application development is difficult. Cloud application growth will affect security and SDLC
[12,24]. Developers must adjust their application development techniques since PaaS apps should be regularly
updated [19]. Developers must understand that tampering with PaaS components might compromise application
security. Developers must know data legislation and safe development approaches to avoid storing data in
improper places. Data held in several legal systems may endanger its security and privacy.

Underlying Infrastructure Security

As PaaS limits developer access to the underlying layers, suppliers must protect both the application services and
infrastructure [40]. Developers distrust PaaS development environment technologies despite having control over
application security.

To conclude, PaaS security literature is scarce. SaaS is web-delivered software, whereas PaaS provides
development tools. However, both may leverage multi-tenant designs to let numerous users use the same
program. As indicated above, cloud servers hold PaaS applications and user data, which may constitute a security
concern. Both PaaS and SaaS connect data to cloud apps. The supplier must protect this data throughout
transmission, storage, and processing.

Infrastructure-As-A-Service (Iaas) Security Issues

TaaS delivers virtualized servers, storage, networks, and other computer services via the Internet [24]. Users may
execute any program with complete resource management [18]. As long as the virtual machine monitor has no
security holes, TaaS gives cloud consumers stronger security control than other methods [21]. They manage virtual
machine software and establish security rules [41]. The computation, network, and storage infrastructure is
managed by cloud providers. IaaS providers must protect their systems to reduce vulnerabilities from creation,
communication, monitoring, modification, and mobility [42]. TaaS security problems include these.
Virtualization

Virtualization lets users build, clone, distribute, move, and roll back virtual computers to execute various
applications [43,44]. Due to the additional layer to secure, attackers have greater options [31]. Both physical and
virtual machine security are critical, because flaws in one may impact the other [19]. All sorts of assaults may
target virtualized infrastructures, but security is harder since virtualization introduces addifiaag] ports of entry and
connectivity complexity [45]. Unlike traditional servers, VMs have physical and virt -
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Virtual Machine Monitor

The Virtual Machine Monitor (VMM) or hypervisor isolates virtual machines, thus if it's compromised, so may its
virtual machines. Low-level VMM software manages and monitors virtual machines, hence it has security
weaknesses like any other program [45]. Since vulnerabilities are simpler to identify and correct, keeping the
VMM simple and small minimizes security risks.

Virtualization allows virtual machine migration between physical servers for fault tolerance, load balancing, and
maintenance [16,46]. This handy feature might cause security issues [42,43,47]. An attacker may exploit the
VMM migration module and move a victim virtual machine to a hostile server. Since VM migration exposes VM
material to the network, data integrity and confidentiality may be compromised. Migrating a malicious virtual
machine to another host (with another VMM) compromises it.

The same server may host shared resource VMs that share CPU, memory, I/O, and more. Sharing resources may
reduce VM security. A rogue VM may infer information about other VMs from shared memory or other resources
without compromising the hypervisor [46]. Using covert channels, two VMs may evade all VMM security
module restrictions [48]. Thus, a malicious Virtual Machine may monitor shared resources without its VMM
noticing, allowing the attacker to deduce information about other virtual machines.

Public VM Image Repository

In TaaS setups, VM images are prepackaged software templates with VM configuration files. Thus, these photos are
crucial to cloud security [46,49]. One may make her own VM image or utilize one from the provider's repository. For
instance, Amazon provides a public repository for lawful users to download or publish VM images. malevolent people
may store photos with malicious code in public repositories, compromising other users or the cloud [20,24,25]. An
attacker with a legitimate account may generate a Trojan horse picture. This picture will infect another customer's
virtual computer with concealed spyware. Additionally, VM replication might mistakenly disclose data [20]. Passwords
and cryptographic keys may be recorded during picture creation. If the picture is not "cleaned," other users might see
sensitive information. Dormant VM images are challenging to fix offline [50].

Virtual Machine Rollback

If a mistake occurs, virtual machines may be reverted. However, rolling back virtual machines might expose them
to corrected security vulnerabilities or enable disabled accounts or passwords. We must produce a “copy”
(snapshot) of the virtual machine to offer rollbacks, which might propagate configuration problems and other
vulnerabilities [12,44].

Virtual Machine Life Cycle

Understanding the lifespan of VMs and their state changes in the environment is also crucial. VMs might be on,
off, or suspended, making virus detection difficult. Even offline virtual computers may be susceptible [24]; a
picture with malicious code can start a virtual machine. These bad pictures may spread malware by inserting code
into other virtual machines during construction.

Virtual Networks

Tenants share network components owing to resource pooling. Sharing resources enables cross-tenant assaults
[20]. Virtual Networks enhance VM connectivity, a Cloud Computing security issue [51]. Dedicated physical
channels are the safest approach to connect VMs to hosts. Virtual networks connect VMs to interact more directly
and effectively in most hypervisors. Most virtualization technologies like Xen provide bridged and routed virtual
network configurations, however these methods raise the risk of spying and spoofing [45,52].

Analysis of Security Issues In Cloud Computing

We study current Cloud Computing security vulnerabilities and threats. We determine which cloud service models are
impacted by each vulnerability and threat.Cloud computing vulnerabilities are examined. This research briefly
describes the vulnerabilities and which cloud service models (SPI) are vulnerable. We concentrate on technology-based
vulnerabilities in our research, but additional weaknesses that are common to every company might severely influence
cloud and platform security. The following vulnerabilities exist:

Poor recruiting and staff screening [16] — some cloud providers do not screen their workers or vendors. User privileges
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crime undetected [16]. Without security education, humans remain a weakness in information security [53]. This is true
in any organization, but in the cloud, it has a stronger influence since more individuals engage with it: cloud providers,
third-party providers, suppliers, organizational clients, and end-users.

Cloud computing uses online services, browsers, and virtualization to evolve cloud environments. Thus, any weakness
in these technologies impacts the cloud and might be significant.

Data storage and virtualization are the most important and may be most damaged by an attack. Lower layer attacks
affect other levels more. Cloud Computing Threats Overview. It also covers cloud technology dangers and which cloud
service models are vulnerable. We prioritize dangers from distant data storage and processing, resource sharing, and
virtualization.

Threats may exploit flaws to compromise systems. This research also seeks to discover defenses against these dangers.
Misuse patterns may clarify this [62]. Attacker misuse patterns illustrate how misuses are committed. Threat T10 allows
attackers to view or modify VM state files during live migration. This is conceivable because VM migration transfers
data via unsecure network channels like the Internet. The following methods may prevent insecure VM migration:
TCCP [63] secures VM execution and migration. PALM [64] suggests a safe migration mechanism for VM live
migration, requiring an active VMM-protected system. The 11th cloud danger involves an attacker creating a malicious
VM image with any virus or malware. This vulnerability is possible because any valid user may post VM images in the
provider's repository for other users to download. Malware in the malicious VM image will infect other VMs. Mirage,
an image management system, addresses this problem [49]. Access control, picture filters, provenance tracking, and
repository maintenance are its security features.

Countermeasures for T01: Account or Service Hijacking

ID/access management advice Cloud Security Alliance (CSA) is a non-profit that supports cloud security best
practices. CSA's Identity and Access Management Guidance [65] recommends best practices for identity and
access management. Centralized directory, access management, identity management, role-based access control,
user access certifications, privileged user and access management, separation of roles, and identity and access
reporting are covered in this paper.

A dynamic credentials technique for mobile cloud computing systems is presented [66]. The dynamic credential
updates when a user moves or exchanges a certain amount of data packets.

Countermeasures for T03: Data Leakage
Intrusion tolerance and safe storage are the goals of fragmentation-redundancy-scattering (FRS) [67]. This method
initially breaks sensitive data into inconsequential pieces so each fragment has no meaningful information.
Fragments are then redundantly disseminated among distributed system locations. Digital signatures [68] suggest
utilizing RSA algorithm to safeguard Internet data transfers. They stated that RSA, the most famous algorithm,
can safeguard cloud data.

The homomorphic encryption In the cloud, data is sent, stored, and processed. Data transported in and out of the
cloud or kept at the provider may be encrypted. Cloud providers must decrypt encrypted data to handle it, raising
privacy issues. In [70], they propose cloud security using fully homomorphic encryption. Fully homomorphic
encryption lets ciphertexts be computed without decryption. Some homomorphic encryption algorithms offer
addition and multiplication. The authors [77] described real-world cloud applications that need fundamental
homomorphic computations. Its massive computing power may slow user reaction time and electricity usage.
Encryption Encryption has historically protected sensitive data. Cloud storage of encrypted data ensures data
security. This is true if encryption techniques are powerful. Some popular encryption techniques include AES.
SSL may also safeguard data in transit. Encryption may prevent side channel attacks on cloud storage de-
duplication, but it may allow offline dictionary attacks that reveal personal keys [69].

Countermeasures for T05: Customer Data Manipulation

Web app scanners Web apps are vulnerable to attackers since they are public. Web application scanners [71]
examine web applications' front-ends for security flaws. Other web application sgefiFigntechniques include
firewalls. All web traffic passes via the web application firewall, which checks for risk#. ssn . A
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Countermeasures for T06: VM Escape

HyperSafe [60] This method ensures hypervisor control-flow integrity. HyperSafe safeguards type I hypervisors
using non-bypassable memory lockup and restricted pointed indexing, which turns control data into pointer
indexes. This strategy was tested by modifying the hypervisor code, executing the injected code, modifying the
page table, and tampering with a return table. They found that HyperSafe stopped all these attacks and had
negligible performance overhead.

Trusted Cloud Computing Platform Tccp

Allows providers to deliver closed box execution environments and lets consumers check for security before
starting VMs. TCCP adds a trusted virtual machine monitor (TVMM) and a trusted coordinator. A trustworthy
third party maintains the TC managed list of trusted nodes running TVMMs. The TC checks VMs operating on
trustworthy platforms before starting or transferring them. The authors [78] suggested that TCCP has a major
drawback since all transactions must check with the TC, causing an overload. The proposed solution was Direct
Anonymous Attestation (DAA) and Privacy CA.

The trusted virtual datacenter TVDc [73,74] ensures cloud isolation and integrity. It organizes virtual computers
with similar goals into Trusted Virtual Domains. Through obligatory access control, hypervisor-based isolation,
and secured communication routes like VLANs, TVDc isolates workloads. TVDc verifies system integrity via
load-time attestation.

Countermeasures for T08: Malicious Virtual Machine Creation

Mirage A cloud-based virtual machine image management system is proposed in [49]. This method incorporates
access control, picture filters, provenance tracking, and repository maintenance. However, filters may not detect
all viruses or erase all sensitive data from photos. Running these filters may pose privacy issues since they may
access picture content, which may include customer data.

Countermeasures for T09: Insecure Virtual Machine Migration

PALM [64] presents a secure live migration architecture that protects integrity and privacy during and after
migration. The prototype was developed using Xen and GNU Linux, and the evaluation indicated that encryption
and decryption only adds modest downtime and migration time.

VNSS [52] introduces a security architecture that customizes security settings for each virtual machine and
provides continuous protection during live migration. A prototype system combining stateful firewall
technologies and userspace tools like iptables, xm commands, and conntrack-tools was developed on Xen
hypervisors. The authors tested their framework and found that security controls are in place during live
migration.

Countermeasures for T010: Sniffing/Spoofing Virtual Networks

Virtual network security Wu and et al. [S51] provide a virtual network architecture that protects virtual machine
communication. This framework uses Xen's “bridged” and “routed” virtual network configurations. Routing
layers, firewalls, and shared networks prohibit VM spying and spoofing in the virtual network concept. The
technique was not evaluated when this paper was released.

Web services also dominate cloud implementations. Web services provide various issues that must be handled.
Security web services standards protect application communication with integrity, secrecy, authentication, and
permission. SAML, WS-Security, XACML, XML Digital Signature, XML Encryption, XKMS, WS-Federation,
WS-Secure Conver-sation, WS-Security Policy, and WS-Trust are security standards [79]. NIST Cloud
Computing Standards Roadmap Working Group has gathered high-level Cloud Computing standards.

I11I. CONCLUSION
Cloud computing is a novel idea with many advantages, but security issues may impede its usage. Understanding
Cloud Computing vulnerabilities can help firms go to the Cloud. Because Cloud Computing uses various
technologies, it inherits their security vulnerabilities. Web applications, data hosting, and virtualization have been
examined, however some solutions are immature or nonexistent. We discussed security challenges for IaaS, PaaS,
and TaaS cloud models, which differ. Storage, virtualization, and networks are Cloud CefEpating's major security
risks, according to this report. Cloud users worry about virtualization, which lets s
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server. Another issue is that various virtualization systems handle security procedures differently. Some attacks
target virtual networks, particularly when connecting with distant virtual computers.

Some polls have examined cloud security without distinguishing vulnerabilities and threats. We examined this
difference to better comprehend these challenges. It was not enough to list these security concerns; we also
created a link between threats and vulnerabilities to discover the weaknesses that contributed to their execution
and make the system more resistant. Some existing remedies were presented to minimize these dangers. The cloud
architecture requires new security methods and reworked existing solutions. Traditional security techniques may
not operate effectively in cloud settings due to their complicated design and mix of technologies.
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