(, IJARSCT ISSN (Online) 2581-9429

xx International Journal of Advanced Research in Science, Communication and Technology (IJARSCT)
IJ ARSCT International Open-Access, Double-Blind, Peer-Reviewed, Refereed, Multidisciplinary Online Journal
Impact Factor: 7.53 Volume 4, Issue 8, April 2024

Supply Chain Traceability using Blockchain

K. G. Dhevenddra', Thirshath Allen’, Bharani Dharan’, Dr. K. Meenakshi*
Students, Department of Computer Science and Engineering'**
Assistant Professor, Department of Computer Science and Engineering®
SRM Institute of Science and Technology, Vadapalani, Chennai, India

Abstract: This project is an innovative and revolutionary blockchain-based traceability system that utilizes
OR code technology to improve the transparency, efficiency, and safety of the supply chain. The primary
aim of this project is to develop a system that can accurately and effectively track goods in real-time and
provide reliable information on their origin, movement, and authenticity. The proposed system uses
advanced blockchain technology to record transactions and track the movement of goods from the point of
production to the end consumer. In today's global marketplace, the importance of supply chain transparency
and accountability cannot be overemphasized. Any weak link in the supply chain can result in significant
negative consequences, such as recalls, product shortages, and legal liability. The proposed system aims to
address these challenges by improving supply chain transparency, efficiency, and safety. The system is
designed to lower supply chain management costs by streamlining operations, reducing the likelihood of a
recall, and improving customer trust. The project’s outcomes demonstrate the advantages of the system
and successful implementation. The proposed system has significant potential to transform the supply chain
industry and set new standards for transparency, efficiency, and safety

Keywords: Block chain, Transparency, Supply Chain, Compliance, Cost Reduction, Efficiency, QR code.

L. INTRODUCTION

Supply chain traceability is becoming increasingly vital in today's global marketplace. Consumers are expecting more
transparency in the things they purchase, wanting to know where their commodities come from, how they are created,
and if they are safe to consume. In addition, regulatory bodies are imposing stricter rules and regulations on businesses
to ensure that their products are safe and comply with industry standards.

In response to these demands, businesses are turning to digital solutions to help them manage their supply chains more
effectively. Blockchain-based traceability systems that use QR technology to track and record transactions as goods
move through the supply chain are one example of a solution to this problem. By implementing such systems,
businesses can improve supply chain transparency, reduce the risk of fraud and contamination, and gain a competitive
edge in the marketplace. In order to give real-time access to accurate and current information on the origin, movement,
and authenticity of items, this project aims to investigate the deployment of a blockchain based traceability system that
employs QR technology.

II. LITERATURE SURVEY
H. Chen, Z. Chen [1], F. Lin[1] and P. Zhuang discusses the challenges faced by agri-food supply chains and proposes a
framework for improving their management using deep reinforcement learning and blockchain technology. The
proposed framework provides product traceability and decentralized security for agri-food tracing data in agri-food
supply chains. The Deep Reinforcement learning based Supply Chain Management (DR-SCM) method is proposed to
make effective decisions on the production and storage of agri-food products for profit optimization. The paper
describes the detailed settings of different ASC scenarios, including a simple scenario with a single retailer. Extensive
simulation experiments are conducted to demonstrate the effectiveness of the proposed blockchain-based framework
and DR- SCM method under different ASC environments. The results show that reliable product traceability is well
guaranteed by using the proposed blockchain-based ASC framework, and DR-SCM can achieve higher product profits
than heuristic and Q-learning methods. This paper provides valuable insights into how deep reinforcement learning and
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blockchain technology can be used to improve the management of agri-food supply chains, ensuring agri- food safety
for consumers and increased profits for farmers

S. E. Chang[2] and Y. Chen[2] examines the state, potential uses, and future directions of blockchain technology in
supply chain management. It is an organized review of the literature. For the purpose of giving a general overview of
the application of blockchain and smart contracts in supply chain management, the authors conducted a literature study
and analytical review of 106 chosen publications. The blockchain-supply- chain paradigm's advantages, problems, and
challenges are discussed in the paper. They concluded that blockchain technology has considerable potential to improve
supply chain management by boosting transparency, traceability, security, efficiency, and collaboration among
stakeholders

U. Agarwal[3] examines the potential of blockchain technology for secure supply chain management. The authors
provide an overview of the current state of the art in industrial blockchain and provide an overview of the current
literature on the subject. They identify Overall, the project aims to improve customer trust and reduce the risk of recall
and liability for food safety key challenges and opportunities for implementing blockchain technology in supply
chain management, including increased transparency, traceability and security. The whitepaper also explores various
use cases for blockchain in supply chain management. B. Product Tracking, Inventory Management, and Payment
Processing. The authors believe that while there are still some technical and regulatory challenges to overcome,
blockchain technology has the potential to improve supply chain management by increasing efficiency, reducing costs,
and increasing trust among stakeholders. have the potential to revolutionize Overall, this paper is a valuable resource
for researchers and practitioners interested in exploring the potential of blockchain technology in supply chain
management.

II1. OBJECTIVE
The objective of the project is to enhance supply chain transparency, efficiency, and safety by implementing a
blockchain-based traceability system that uses QR technology. The proposed system aims to provide real- time access
to accurate and up-to-date information about the origin, movement, and authenticity of goods. By automating tracking
and traceability of goods through QR technology, the system can reduce manual processes and errors while meeting
government regulations and compliance.

IV. PROPOSED SYSTEM

The suggested method uses blockchain and QR technology to revolutionize supply chain traceability. The supply chain's
ability to access accurate and current information about the origin, transportation, and authenticity of commodities is
made possible through the usage of blockchain technology. The system improves efficiency and speed by automating
tracking and reducing human operations through the integration of QR technology. The technology is unique in that it
offers a complete solution that improves supply chain efficiency, transparency, and safety. It gives businesses a means
of proving compliance with rules, avoiding fines, and lessening the effects of recalls on both customers and businesses.
This solution is exceptional and strong in terms of supply chain traceability due to the integration of blockchain
technology with QR technology. Overall, the suggested approach has the potential to increase supply chain
management, decrease the likelihood of recalls, and lower liability for food safety.
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System Architecture

Front-End: HTML, CSS, JavaScript
Back-End: Node.js, Ruby, etc.

Database, web3.js/ethers.js
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Fig 1: Architecture of Supply Chain Management using Blockchain system
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e The browser asks the server to deliver a website.

e  The browser receives the website from the server.

e  User data is sent to the server by the user interface.

e The server generates a transaction and uses a private key to sign it.

e A blockchain node receives the transaction from the server.

e The blockchain node spreads the transaction throughout the network of blockchains.
e Information is received by the blockchain node from the blockchain network.

e The server receives information from the blockchain node.

e  The browser receives information from the server

V. MODULES AND IMPLEMENTATION
The modules to be discussed are:
e Registration and Authentication Module
e  Product Information Module
e  Permission Management Module
e  Product Tracking Module
e Transaction information module

Registration and Authentication Module

Manufactures, Farmers and retailer can register their account on Registration Authentication Module, a critical part of
the supply chain traceability system. Only individuals who have been given permission to access and manage the
system can do so thanks to this module's simplified registration procedure. Users can access a variety of features,
including product information, transaction records, and supply chain analytics, by logging in with their credentials. The
authentication procedure is secure, preventing unauthorized users from accessing user data and ensuring that only
authorized users can view or change the data. The module's ease of use, Scalability, and security features make it an
essential tool for managing supply chain traceability.
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Fig 2: Registration and Authentication Module

Product Information Module

Accurate and current information about the goods being tracked on the platform is crucially maintained by the Product
Information Module. The module enables registered users to add crucial product information, such as name,
description, picture, and QR or QR code, in order to create and manage their product listings. As the product moves
from one step of the supply chain to another, other supply chain participants can view these product listings, which act
as a central repository of information about the products. The module also enables users to update the product specifics
as necessary, guaranteeing that they are always up-to-date and pertinent. By doing this, confusion and mistakes that may
occur when using out-of-date product details are reduced. Overall, the Product Information Module serves as a key
component of the supply chain traceability system, providing a comprehensive and reliable database of product
information that is accessible to all authorized users.

Permission Management Module

The platform's database's security and stability are crucially supported by the Permission Management module. Users
will only have access to the data that they are permitted to view or change thanks to administrators' ability to control
user access rights and permissions to various sections of the database. Administrators can establish and handle a variety
of user roles using this module, including administrators, data analysts, and data entry staff. The degree of access that
each role has to the database can be controlled by assigning each role a set of permissions, such as read-only access,
write access, or complete control over a set of tables or fields. The module aids in preventing unauthorized data entry or
modification, which is a crucial problem in supply chain management, by limiting user access to the database.
Additionally, it assists in ensuring that only authorized personnel have access to data, which is crucial for abiding by
privacy and data security laws.

The platform's database administration system relies heavily on the Permission administration module to keep data safe,
accessible, and restricted to authorized personnel

Please fill the following information
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Fig 3: Product Information Module
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distribution of the product. By simply scanning the QR or QR code on the item they buy, users can quickly obtain this
data Overall, the Product Tracking Module is a crucial instrument for guaranteeing the efficiency, transparency, and
safety of the supply chain. The module raises customer confidence, reduces supply chain management expenses, and
boosts supply chain performance by enabling real-time tracking and monitoring of products.
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Fig 4: Permission Management Module

Product Tracking Module

A crucial part of the supply chain management system, the product tracking module allows real-time tracking of
products from their point of origin to their destination. The module enables effective tracking and monitoring of product
movement throughout the complete supply chain network using QR or QR code scanning technology. The tracking
procedure starts when goods are first registered on the platform and continues as they move through different supply
chain stages. Users will receive accurate and current information on the product's location, origin, and authenticity from
the monitoring system. Each transaction that occurs as the product moves through the supply chain is tracked and saved
on the blockchain, making it nearly impossible to alter or manipulate the data. This ensures that the information
provided to users is trustworthy and reliable. The Product Tracking Module offers a thorough view of the product
voyage, including details on the production and processing, transportation, storage, and

Fig 5: Product Tracking Module

Transaction Information Module

An essential part of the blockchain-based supply chain traceability system is the Transaction Information Module. This
module records and presents data on all platform transactions, including updates to product details and the flow of items
through the supply chain. A new transaction is produced and added to the blockchain whenever a user modifies a
product's information or scans its QR or QR code. This module makes sure that every transaction is precisely recorded,
saved, and shown on the platform. The amount of modifications made to the product details and the flow of goods may
be clearly seen and studied in the prototype Ganache test environment. This provides valuable insights into the supply
re encrypted and
fation Module. This
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increases supply chain transparency and confidence because all stakeholders can rely on the transaction data's accuracy
and validity. Overall, the Transaction Information Module is an essential part of the supply chain traceability system
because it makes sure that all transactions are accurately recorded, safely preserved, and readily available for
examination and analysis.
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Fig 6: Transaction Information Module

VI. CONCLUSION AND FUTURE WORK

In conclusion, our suggested supply chain tracking website provides a safe, effective, and open method of controlling
the flow of commodities. Our approach offers increased transparency, accuracy, and integrity of supply chain data by
utilizing blockchain technology, QR scanning, and realtime data tracking. This improves the ability of producers,
retailers, and farmers to follow the progress of their goods, guarantee legal compliance, and spot and quickly fix supply
chain problems. Asset management, identity management, permission management, consensus, smart contract, data
storage, and API modules are just a few of the many modules that offer thorough assistance for managing the various
elements of the supply chain process. Our solution has the ability to completely transform how companies manage their
supply chains because it provides a huge improvement over current methods

A. Future Work:
e Deploying the project in the cloud.
e To implement in the IOT system
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