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Abstract: Cloud computing has emerged as a prominent computing paradigm, offering a range of
resources and services accessible over networks such as the internet. It draws upon techniques like grid
computing and distributed computing to provide users, both in industry and academia, with virtual
resources accessed remotely. However, as cloud computing gains traction, ensuring its security poses
significant challenges. Users entrusting their data to the cloud necessitates robust security measures. This
paper aims to explore the various security issues inherent in cloud computing, including concerns
surrounding multi-tenancy, elasticity, and availability. Moreover, the paper will delve into existing security
measures and approaches aimed at enhancing the security of cloud environments. By discussing these
techniques and models, the paper aims to provide researchers and professionals with insights into
effectively addressing security threats in the cloud
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I. INTRODUCTION
Cloud computing, often referred to as Internet computing, is a framework conceptualized by the National Institute of
Standards and Technology (NIST). According to NIST, cloud computing is a model facilitating convenient access to a
shared pool of configurable computing resources through a network. These resources encompass networks, servers,
storage, applications, and services, which can be rapidly provisioned and released with minimal management effort or
interaction with service providers.
While some individuals perceive cloud computing as a paradigm offering computing resources and storage, others view
it primarily as a means to access software and data from the cloud. Its popularity in both organizational and academic
settings arises from its ability to provide scalability, flexibility, and data availability, while also reducing costs through
data sharing.
Despite its advantages, cloud computing presents challenges concerning the secure access and storage of data. Issues
such as vendor lock-in, multi-tenancy, loss of control, service disruptions, and data loss are significant research areas
within cloud computing. This paper aims to analyze the security issues inherent in the cloud computing model, focusing
on understanding various types of attacks and implementing techniques to secure the environment.
e SaaS: Software as a Service: Complete applications, customizable within limits, solving specific business
needs, with focus on end-users requirements
e PaaS: Platform as a Services: No need to directly manage OS, databases, etc. API’s forbuilding higher level
applications. Pre-built applications components.
e [aaS: Infrastructure as a service: No need to purchase or manage physical data center equipment(servers,
storage, networking, etc.)
Figure 1. Layers of Cloud Computing
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II. CLOUD SECURITY ISSUES
Organizations leverage a variety of cloud services, encompassing Infrastructure as a Service (IaaS), Platform as a
Service (PaaS), and Software as a Service (SaaS), along with deployment models like public, private, and hybrid
clouds. Each of these service models introduces distinct security challenges that necessitate attention. From the
viewpoint of service providers, prioritizing security is paramount. Providers must ensure the security of their services
and also oversee customer identity management. Conversely, customers also carry the responsibility of evaluating the
security of the services they adopt to ensure alignment with their security needs.

1) Multi-Tenancy

A cloud model is established to facilitate the sharing of resources such as memory, storage, and computing power.
Multi-tenancy, a key feature of cloud computing, enables efficient resource utilization, thereby reducing costs.
However, it involves sharing computational resources, services, storage, and applications with other tenants who
occupy the same physical or logical platform at the provider's premises. This arrangement poses risks to data
confidentiality, potentially leading to information leakage and increased susceptibility to attacks, especially if
encryption measures are insufficiently implemented.

2) Elasticity

Elasticity refers to the system's ability to adapt to workload changes by autonomously provisioning and releasing
resources, ensuring that available resources closely match the current demand at any given time. Elasticity is closely
associated with scalability, enabling consumers to dynamically scale their resource usage up or down as required. This
flexibility allows tenants to utilize resources that were previously allocated to other tenants. However, this sharing of
resources may introduce confidentiality concerns.

3) Insider Attacks

The cloud model operates on a multi-tenant basis, all managed within the domain of a single provider. However, this
centralized management presents a potential threat from within the organization. Due to the absence of hiring standards
and oversight for cloud employees [1], third-party vendors could exploit this vulnerability to access the data of one
organization and potentially manipulate or sell that data to other organizations .The cloud model operates on a multi-
tenant basis, all managed within the domain of a single provider. However, this centralized management presents a
potential threat from within the organization. Due to the absence of hiring standards and oversight for cloud employees
[1], third-party vendors could exploit this vulnerability to access the data of one organization and potentially manipulate
or sell that data to other organizations .
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Figure 2 . Percentage of Insiders versus Outsiders [1]
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4) Outsider Attacks

This represents a significant concern for organizations as it exposes confidential information to unauthorized access.
Unlike private networks, clouds have numerous interfaces, providing hackers and attackers with more opportunities to
exploit weaknesses in APIs and potentially disrupt connections [1]. While these attacks may be perceived as less
damaging than insider attacks, they still pose a considerable threat, particularly because insider attacks can be difficult to
detect.

5) Loss Of Control :

The cloud operates on a location transparency model, allowing organizations to be unaware of the physical location of
their services and data. Consequently, providers have the flexibility to host services from any location within the cloud
infrastructure. However, this arrangement introduces the risk of data loss, as organizations may lack visibility into the
security mechanisms implemented by the provider.

- Source
Tech Target

Figure 3 . Loss of Control over Data [1]

6) Data Loss :

In a cloud environment with multiple tenants, ensuring data integrity and safety becomes challenging. Data loss can
have significant repercussions for an organization, including financial losses and a decrease in customer confidence. An
illustrative example of this risk is the accidental updating or deletion of data without proper backup measures in place.

III. NETWORK SECURITY
1) Man in middle attack
In this attack scenario, the attacker establishes an independent connection and communicates directly with the cloud
user's private network. This situation grants the attacker full control over the communication channel, enabling them to
manipulate or intercept data transmitted between the cloud user and their private network.

2) Distributed Denial Of Service Attacks

In a Distributed Denial of Service (DDoS) attack, servers and networks are overwhelmed by a massive volume of
network traffic, rendering them unable to respond to legitimate user requests. As a result, users are denied access to a
specific Internet-based service, disrupting its availability and causing inconvenience or harm to users attempting to
access the service.

3) Port Scanning :

A port serves as a designated location for exchanging information within a network. Port scanning occurs when a
subscriber configures a group, leading to an automatic scanning process upon internet configuration. This automated
scanning raises security concerns as it can potentially compromise network security by revealing open ports and making
the system vulnerable to unauthorized access or exploitation.
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4) Malware Injection Attack Problem :

In cloud computing, extensive data exchange occurs between the cloud provider and consumer, highlighting the
necessity for robust user authentication and authorization protocols [10]. However, during data transmission between
the cloud provider and user, attackers may exploit vulnerabilities to inject malicious code. Consequently, the original
user may experience delays as they await the completion of tasks affected by the maliciously introduced code.

5) Flooding Attack Problem

In a cloud environment, numerous servers communicate with each other and exchange data. When processing requests,
the requested jobs undergo authentication, a process that demands significant CPU utilization and memory resources.
As a result, the server may become overloaded, prompting it to offload its workload to other servers [10]. This
cascading effect of workload redistribution can disrupt the normal processing of the system, leading to system overload
and potential flooding of resources.

6) Information Integrity and Privacy

Cloud computing offers access to information and resources for legitimate users, accessible via web browsers, but also
susceptible to exploitation by malicious attackers [2]. To address the challenge of information integrity, establishing
mutual trust between providers and users is essential. Additionally, implementing robust authentication, authorization,
and accounting controls ensures that access to information undergoes multi-level verification, thereby promoting
authorized resource utilization [2]. Secure access mechanisms such as RSA certificates and SSH- based tunnels should
be implemented to enhance security measures.

7) Availability Of Information

The unavailability of information or data poses a significant challenge in cloud computing services. Service Level
Agreements (SLAs) play a crucial role in addressing this issue by specifying whether network resources are accessible
to users or not, serving as a trust bond between consumers and providers [2]. One approach to ensuring resource
availability is to implement backup plans for both local resources and critical information. This proactive measure
enables users to access essential resources even during periods of unavailability.

8) Secure Information Management

The described technique is a method of information security that involves consolidating data into a central repository. It
consists of agents deployed on monitored systems, which transmit information to a server known as the "Security
Console." This console is overseen by an administrator, who is responsible for reviewing the data and responding to
any alerts. However, as the user base and dependency stack within the cloud environment expand, the complexity of
managing cloud security mechanisms also increases. This process is sometimes referred to as "Log Management."
Additionally, cloud providers offer security standards such as PCI DSS and SAS 70 [2]. Another model used in
Information Security Management is the Information Security Management Maturity model.

9) Malware-Injection attack solution

This solution involves creating numerous client virtual machines, which are then stored in a central storage system.
These virtual machines utilize a File Allocation Table (FAT), which contains entries for each virtual operating system
[10]. Applications executed by clients can be located within this FAT table. The management and scheduling of all
virtual machine instances are handled by a Hypervisor. Additionally, an Interrupt Descriptor Table (IDT) is employed
for integrity checking purposes.

Copyright to IJARSCT DOI: 10.48175/IJARSCT-17647 305

www.ijarsct.co.in




IJARSCT ISSN (Online) 2581-9429

Kf\
xx International Journal of Advanced Research in Science, Communication and Technology (IJARSCT)

IJARSCT International Open-Access, Double-Blind, Peer-Reviewed, Refereed, Multidisciplinary Online Journal
Impact Factor: 7.53 Volume 4, Issue 6, April 2024
i ™ s ™
Secure VM
0s
detection
VMI
VM2
N s |
'3 ™
S
HYPERVISOR VMI
B —
\. _.J

Figure 4 . Malware-Injection attack solution [10]

10) Flooding Attack Solution :

In a cloud environment, all servers are collectively regarded as a fleet, with specific servers allocated for different types
of tasks such as system requests, memory management, and core computations. These servers can communicate with
each other seamlessly. When an overloaded server is detected, a new server is deployed to replace it. A separate server,
known as the name server, maintains records of the current states of all servers and updates destinations and states as
necessary. The management of jobs within the cloud is facilitated by a Hypervisor, which also handles job authorization
and authentication. Authorized customer requests are identified by Process ID (PID), which can be encrypted using
RSA encryption for added security.

Security standards outline procedures and processes for implementing effective security programs. In cloud
environments, specific steps are taken to maintain a secure environment that prioritizes privacy and security, adhering
to these standards. One such concept used in cloud security is "Defence in Depth," which involves implementing layers
of defense. This approach ensures that even if one system fails, overlapping security measures can compensate, as there
is no single point of failure. Traditionally, security has been maintained at endpoints, where access is controlled by
users.

Server 2 Fie Manager Server 1- Coee Processar

Figure 5 . Flooding Attack solution [10]
11) Security Assertion Markup Language (SAML)
SAML (Security Assertion Markup Language) is primarily utilized in business transactions to facilitate secure
communication between online partners. It is an XML-based standard employed for authentlcatlon and authorization
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among these partners. Within the SAML framework, three distinct roles are defined: the principal (typically a user), a
service provider (SP), and an identity provider (IDP) [3]. SAML operates by exchanging queries and responses in XML
format, specifying user attributes, authorization, and authentication information. The requesting party, often an online
site, receives the security information provided by SAML.

12) Open Authentication (OAuth)

OAuth is a method employed for accessing protected data, typically facilitating data access for developers. It enables
users to grant access to information to developers and consumers without divulging their identity [3]. It's important to
note that OAuth itself doesn't provide security; instead, it relies on other protocols like SSL (Secure Sockets Layer) to
ensure secure communication and data transmission.

13) OpenlD

OpenlD serves as a single-sign-on (SSO) method, streamlining the login process for users by enabling them to log in
once and subsequently access all participating systems [3]. Unlike some other SSO methods, OpenID does not rely on
central authorization for authenticating users; instead, it verifies user identity through decentralized authentication
processes.

12) SSL/TLS

TLS, known as Transport Layer Security, stands as a protocol ensuring secure communication over TCP/IP networks. It
functions through three primary phases. Initially, during negotiation, clients engage in discussions to determine the
encryption ciphers for securing communication. Subsequently, in the key exchange phase, key exchange algorithms
authenticate the parties involved, often relying on public key cryptography for secure key exchange. Lastly, during
encryption, messages are encrypted using the agreed-upon ciphers, ensuring data confidentiality and integrity.

IV. CONCLUSION

This paper offers an exploration of key concepts in cloud computing, emphasizing its defining properties such as
scalability, platform independence, cost-effectiveness, elasticity, and reliability. Despite the manifold security
challenges inherent in cloud environments, this paper concentrates on identifying and addressing select challenges
while proposing strategies to mitigate them. By focusing on ensuring secure communication and resolving security
issues, this survey seeks to provide insights into combating problems like cyber attacks, data loss, unauthorized access.
Recognizing the intricate and evolving nature of cloud computing, it becomes apparent that conventional security
measures may not seamlessly align with its virtualized landscape. To bridge this gap, entities such as the Cloud Security
Alliance (CSA) and the National Institute of Standards and Technology (NIST) are actively involved in refining cloud
security standards. While this paper discusses several security approaches, it acknowledges the ongoing development of
additional strategies. Furthermore, the specification of various standards underscores the importance of maintaining
secure communication and safeguarding operations within the cloud ecosystem, where multiple systems interact.
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