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Abstract: This paper proposes a Data Re-Encryption (DRE) approach to address security and privacy
concerns in cloud-based data sharing using blockchain technology. The proposed approach uses smart
contracts for access control and re-encryption, ensuring authorized users can access shared data. A trusted
third party performs re-encryption without revealing the original data, and a consensus algorithm
guarantees integrity. The DRE approach is evaluated through simulation, demonstrating scalability,
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efficiency, and security.

Keywords: Data Re-Encryption

(11

12].

[3].

[4].

5].

[6].

[71.

8].

[91.

[10].

[11].

[12].

[13].

Copyright to IJARSCT DOI: 10.48175/568

REFERENCES
J. Yu, K. Wang, D. Zeng, C. Zhu, and S. Guo, -preserving data aggregation computing in cyber-physical
social systems,” ACM Transactions on Cyber-Physical Systems, vol. 3, no. 1, p. 8, 2019.
H. Ren, H. Li, Y. Dai, K. Yang, and X. Lin, in internet of things with privacy preserving: Challenges,
solutions and opportunities,” IEEE Network, vol. 32, no. 6, pp. 144151, 2019.
J. Li, H. Ye,W.Wang,W. Lou, Y. T. Hou, J. Liu, and R. Lu, Efficient and secure outsourcing of differentially
private data publication,” in Proc. ESORICS, 2019, pp. 187 206.
Xu, Jinliang, et al Edgence: A blockchain-enabled edge-computing platform for intelligent IoTbasedd Apps.
China Communications 17.4 (2020): 78-87.
Huang, Zheng, Zeyu Mi, and Zhichao Hua. HCloud: A trusted JointCloud serverless platform for IoT systems
with blockchain. China Communications 17.9 (2020): 1-10.
Gheitanchi, Shahin. Gamified service exchange platform on blockchain for IoT business agility 2020 IEEE
International Conference on Blockchain and Cryptocurrency (ICBC). IEEE, 2020.
G. Xu, H. Li, Y. Dai, K. Yang, and X. Lin, efficient and geometric range query with access control over
encrypted spatial data,” IEEE Trans. Information Forensics and Security, vol. 14, no. 4, pp. 870885, 2019.
K. Yang, K. Zhang, X. Jia, M. A. Hasan, and X. Shen, Privacy preserving attribute- keyword based data
publish-subscribe service on cloud platforms,” Information Sciences, vol. 387, pp. 116 131, 2017.
Choi, Jungyong, et al. quot;Random Seed Generation For IoT Key Generation and Key Management System
Using Blockchain.quot; 2020 International Conference on Information Networking (ICOIN). IEEE, 2020.
”Data sharing in cloud computing using blockchain and re-encryption.” by S. Chaudhary, P. Kumar, and V.
Tyagi. Future Generation Computer Systems 112 (2020): 441-452.
”Privacy-Preserving Data Sharing Using Blockchain and Re-Encryption Techniques.” by D. Aggarwal and D.
Singh. Procedia Computer Science 173 (2020): 196-203.
”Data sharing and access control in cloud computing using blockchain and re-encryption.” by A. Gupta and
K. Mahajan. 2018 5th International Conference on Advanced Computing and Communication Systems
(ICACCS) (2018):1-5.
”A Secure Data Sharing Scheme Using Re-Encryption and Blockchain.” by N. H. Tran and C. T. Nguyen.
2020 12th International Conference on Knowledge and Systems Engineering (KSE) (2020): 136-141.

ISSN 325

www.ijarsct.co.in 4| 2581-9429 |2

&\ IVARSCT /5




