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Abstract: While artificial intelligence (Al) technology has the potential to benefit society and well-being, it
also poses ethical dilemmas for decision-makers in areas such as skewed data, algorithmic discrimination,
and unclear accountability. In this work, we use a qualitative research approach to identify ethical risk
factors of Al decision making, apply rooting theory to construct a risk-factor model of ethical risks
associated with Al decision making, and explore the ways in which risks interact through system dynamics,
from which risk management strategies are proposed. Our study indicates that technological ambiguity,
insufficient data, and administrative errors are the main sources of ethical hazards in Al decision making.
Components of risk governance may be able to successfully restrict the social risks brought on by data,
algorithm, and technical hazards. We provide strategies for handling ethical risks in Al decision-making
from the perspectives of development, research, and management in light of this.
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