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Abstract: Data integrity maintenance is the major objective in big data era. This work implements
protecting the data and regeneration of data if someone mishandles it. This job will be assigned to a Proxy
server. The data of the users will be stored in public and private area of the cloud. So that only public cloud
data will be accessed by user and private cloud will remain more secured. Cloud storage generally
provides different redundancy configuration to users in order to maintain the desired balance between
performance and fault tolerance. Data availability is critical in distributed storage systems, especially
when node failures are prevalent in real life. This research work explores secure data storage and sharing
using proposed AES 256 encryption algorithm and Role Base Access Control (RBAC) for secure data
access scheme for end user. This work also carried out backup server approach it works like proxy storage

server for ad hoc data recovery for all distributed data servers.

Keywords: Data Sharing

1]

[2].

[3].

[4].

5].

[6].

[71.

8].

[9].

[10].

[11].

REFERENCES
Islam, M.S.; Humaira, F.; Nur, F.N. “Control Cloud Data Access Privilege and Anonymity with Fully
Anonymous Attribute-Based Encryption”, IEEE transactions on information forensics and security, VOL.
10. 2020,
Shewale, A.D.; Sankpal, S.V. IOT Raspberry Pi based Smart and Secure Health Care System using BSN. Int.
J. Res. Appl. Sci. Eng. Technol. 2020,
Selvaraj, S.; Sundaravaradhan, S. Challenges and opportunities in IoT healthcare systems: A systematic
review. SN Appl. Sci. 2020.
Kan Yang and Xiao hualia, “Expressive, Efficient, and Revocable Data Access Control for Multi-Authority
Cloud Storage”, IEEE Transactions on parallel and distributed systems, VOL. 25, NO. 07, July 2020.
S. Kamara and K. Lauter, ”Cryptographic cloud storage,” in Proceedings of the 14th Financial Cryptography
and Data Security. Springer, 2020, pp. 136-149.
Kaur, H.; Atif, M.; Chauhan, R. An Internet of Healthcare Thing (IoHT) based Healthcare Monitoring
System. In Advances in Intelligent Computing and Communication, Lecture Notes in Networks and
Systems; Mohanty, M.N., Das, S.,Eds.; Springer Nature: Singapore, 2020.
B. Wang, B. Li, and H. Li, “Panda: Public Auditing for Shared Data with Efficient User Revocation in the
Cloud,” IEEE Transactions on Services Computing,vol. 8, no. 1,pp. 92-106, 2018.
Deelip, S.A.; Sankpal, S.V. IOT based Smart and Secure Health Care System Analysis Data Comparison.
Int. J. Res. Appl. Sci. Eng. Technol. 2020
Sanjay, S.; Shekokar, N. Toward Smart and Secure [oT Based Healthcare System. In Internet of Things,
Smart Computing and Technology: A Roadmap 19 A Data Sharing Protocol to Increase Security and Privacy
of Cloud Storage in Big Data Era Ahead, Studies in Systems, Decision and Control; Dey, N., Mahalle, P.N.,
Shafi, P.M., Kimabahune, V.V., Hassanien, A.E., Eds.; Springer Nature AG: Cham, Switzerland, 2020.
Farahani, B.; Firouzi, F.; Charkabarty, K. Healthcare IoT. In Intelligent Internet of Thing, From Device to
Fog and Cloud; Firouzi, F., Chakrabarty, K., Nassif, S., Eds.; Springer Nature AG: Cham, Switzerland, 2020.
Jianan Hong, Kaiping Xue and Wei Li, “Comments on “DAC-MACS: Effective Data Access Control for
Multi-Authority Cloud Storage Systems’/Security Analysis of Attribute Revocation in Multi- Authority Data
Access Control for Cloud Storage Systems”, IEEE transactions on information forensics and security, VOL.

Copyright to IJARSCT DOI: 10.48175/568 200

www.ija

rsct.co.in



(, IJARSCT ISSN (Online) 2581-9429

P ® International Journal of Advanced Research in Science, Communication and Technology (IJARSCT)

IJARSCT

Volume 2, Issue 1, October 2022
Impact Factor: 6.252

10, NO. 06, June 2018.

[12]. N. Attrapadung, B. Libert, and E. Pana eu, Expressive key policy attribute based encryption with constant-
size cipher texts, in Proceedings of the 14™ International Conference on Practice and Theory in Public Key
Cryptography. Springer, 2018, pp. 90-108.

[13]. T. Jung, X. Li, Z. Wan, and M. Wan, “Privacy preserving cloud data access with multi-authorities,” in
Proceedings of The 32nd IEEE International Conference on Computer Communications. IEEE, 2018, pp.
2625-2633.

[14]. Wei Li, Kaiping Xue, Yingjie Xue, and Jianan Hong, “TMACS: A Robust and Verifiable Threshold Multi-
Authority Access Control System in Public Cloud Storage”, IEEE Transactions on parallel and distributed
systems, VOL.24, NO. 06, October 2018.

[15]. Tuli, S.; Basumatary, N.; Singh-Gill, S.; Kahani, M.; Chand-Arya, R.; Wander, G.; Buyya, R. HealthFog: An
ensemble deep learning in cloud including its security. Future Gener. Comput. Syst. 2020

Copyright to IJARSCT DOI: 10.48175/568 201
www.ijarsct.co.in



