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Abstract: Data integrity maintenance is the major objective in big data era. This work implements 

protecting the data and regeneration of data if someone mishandles it. This job will be assigned to a Proxy 

server. The data of the users will be stored in public and private area of the cloud. So that only public cloud 

data will be accessed by user and private cloud will remain more secured. Cloud storage generally 

provides different redundancy configuration to users in order to maintain the desired balance between 

performance and fault tolerance. Data availability is critical in distributed storage systems, especially 

when node failures are prevalent in real life. This research work explores secure data storage and sharing 

using proposed AES 256 encryption algorithm and Role Base Access Control (RBAC) for secure data 

access scheme for end user. This work also carried out backup server approach it works like proxy storage 

server for ad hoc data recovery for all distributed data servers. 
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