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Abstract: Vehicle in vehicular ad hoc (VANETs) communicates guides about their traffic status remotely for 

further developing traffic security and effectiveness. In any case, in the security message trade process, 

pernicious aggressor can deduce a client's character, occupation and other delicate data through direction 

following, and could send off an assault that can bring about accidents. Moreover, wellbeing message trade is 

generally founded on outdoors radio, and consequently different security assaults, for example, various 

security attacks, such as bogus information attack and impersonation attack, also sent off to VANETs . To 

determine the previously mentioned security and protection issues, we propose secure and Lightweight Face 

Biometric Authentication using deep learning algorithm convolutional neural network for Blockchain 

Integrated VANETs called VeChain. The proposed scheme is appropriate for resolving issues connected with 

security and protection since it joins the sealed VeChain based plans with the side of the road unit (RSU) 

based plans. In light of Public Key Cryptography, the proposed plot preloads the underlying public 

boundaries and keys of the framework in each RSU and the On-Border unit (OBU). Moreover, this scheme 

accomplish security and protection necessities as well as opposes normal security assaults and adulterated 

message transmission assault. At last, the presentation assessment shows that the proposed scheme is more 

effective computationally and communicational than the current plans in marking and confirming VANETs 

messages. 
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