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Abstract: This paper proposes a study of distributed denial-of service attacks and a study of the defence 

mechanism that strive to counter these attacks. The attack illustrate do using both known and potential attack 

mechanisms along with this classification we discuss important feature.So each attack category that in turn 

define the challenge involved in combating these threats. Distributed Denial of Service (DDOS) attacks Have 

become a large problem for users of computer Systems connected to the Internet. In this paper we will se 

comparisons of various algorithms used for traffic engineering during DDos attack. 

 

Keywords: DDOS, Threats, Traffic Engineering, Algorithm 

 

REFERENCES 

[1]. A Mechanism for Prevention of Flooding based DDoS Attack Nipa Patani1 and Rajan Patel2 Sankalchand 

Patel College of Engineering, Visnagar-384315, India. 

[2]. Saranya, R., S. Senthamarai Kannan, and N. Prathap: A Survey For Restricting The DDOS Traffic Flooding 

And Worm Attacks In Internet.In:2015 International Conference on Applied and Theoretical Computing and 

Communication Technology (iCATccT). Pp. 251-256, IEEE (2015)  

[3]. Q1State of the Internet / Security Report, https://content.akamai.com/PG6292-SOTI-Security (2016)  

[4]. Bhandari, Abhinav, A. L. Sangal, and Krishan Kumar: Destination Address Entropy based Detection and 

Traceback Approach against Distributed Denial of Service Attacks. In: International Journal of Computer 

Network and Information Security 7, no. 8 (2015)  

[5]. DERYA ERHAN , (Member, IEEE), AND EMIN ANARIM Electrical and Electronics Engineering 

Department, Bo§aziçi University, 34342 Istanbul, Turkey Corresponding author: Derya Erhan 

(derya.erhan@boun.edu.tr) This work was supported by the Scientific and Technological Research Council of 

Turkey (TUBITAK) through the Cloud-Based Privileged Access Management Systems Project under Project 

117R030. 

[6]. Yuze SU Information and Navigation College Air Force Engineering University Xi’an, China Xiangru MENG 

Information and Navigation College Air Force Engineering University Xi’an, China Qingwei MENG 

Information and Navigation College Air Force Engineering University Xi’an, China Xiaoyang HAN 

Information and Navigation College Air Force Engineering University Xi’an, China DDoS Attack Detection 

Algorithm Based on Hybrid Traffic Prediction Model 

[7]. A. Sanmorino, R. Gustriansyah, “An alternative solution to handle DDoS attacks,” J. Theor. Appl. Informat. 

Technol., vol. 96, pp. 657- 667, March 2018. 

[8]. J. Zheng, Q. Li, G. Gui, J. Cao, K. David, Y. Yau and J. Wu, “Realtime DDoS defense using COTS SDN 

switches via adaptive correlation analysis,” IEEE T. Inf. Foren. Sec., vol. 13, pp. 1838-1853, July 2018. 

[9]. P. O. Tiago, S. B. Jamil and S. S. Alexsandro, “Computer network traffic prediction: a comparison between 

traditional and deep learning neural networks,” Int. J. Big Data Intel., vol. 3, pp. 28-37, January 2016. 

[10]. Z. Tang, T. Peng and W. Wang, “A local least square support vector machine prediction algorithm of small 

scale network traffic based on correlation analysis,” Acta Electronica Sinica., vol. 63, pp. 130504, July 2014. 

[11]. B. Yang, “Small-time scale network traffic prediction based on complex-valued neural network,” Mat. Sci. 

Eng. R., vol. 224, pp. 012044, July 2017. 

[12]. J. Li, X. Liu and Z. Han, “Research on the ARMA-based traffic prediction algorithm for wireless sensor 

network,” J. Elec. Informat. Technol., vol. 29, pp. 1224-1227, May 2007. 



IJARSCT 
 ISSN (Online) 2581-9429 

    

 

       International Journal of Advanced Research in Science, Communication and Technology (IJARSCT) 

  

 Volume 2, Issue 1, July 2022 
 

Copyright to IJARSCT                  DOI 10.48175/IJARSCT-5665 188 
www.ijarsct.co.in 

Impact Factor 6.252 

[13]. D. Zhou, S. Chen and S.Dong, “Network traffic prediction based on ARIMA model,” Int. J. Comput. Sci. Issu., 

vol. 6, pp. 106-111, June 2012. 

 


