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Abstract: In today world user privacy is most important and every user want to be secured. To overcome
this issue the current scenario is text based authentication i.e. password based authentication. Password
based authentication is less secured and can easily be hacked by hacker using some hacking methods and
tools. Also, user preferred to remember easy password i.e. 123456 etc. and are not using complex password
such as 12@34@5Six so it is easily identified and hacked. To overcome this issue Token Based Authentication
can be used to as an alternative for text based authentication but its costly and required special hardware
and software setup. This paper understands the current authentication scenario and survey the smartphone
based authentication architecture and password algorithm.
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