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Abstract: Cloud Computing is one of the demanding computer system resources, exclusively for data

storage and computing power. The architecture of cloud models scares the security of existing technologies

when open in a cloud environment. Thus, the user of the cloud must know the danger before uploading the

data in the new environment. Cloud Cryptography is an approach towards security in the cloud as cloud
computing uses an internet-based computing model that furnishes resources through (CSP) Cloud Service
Provides and also the (CU)cloud user without buying any basic framework and pursue a pay per use basis..

Keywords: Cloud Cryptography, Cloud Computing, Symmetric, Asymmetric, Algorithms, Key

1.

2].
(31

[4].
[5].
[6].
[71.
[8].

[9].

[10].

[11].

[12].

[13].

[14].
[15].

[16].

REFERENCES
Aws Naser Jaber, Mohamad Fadli Bin Zolkipli, Use of Cryptography in Cloud Computing, Faculty of
Computer Systems & Software Engineering, Universiti Malaysia Pahang.
Gunavathy.S, Dr.MEENA.C, A survey: data security in cloud using cryptography and steganography.
G. Kishore Kumar, Dr. M. Gobi, Role of Cryptography & its Related Techniques in Cloud Computing
Security.
Sathyalakshmi.L, A.Mohanarathinam, V.S.Jayanthi, Critical review of cryptographic techniques.
Chakrawati Jain, Avinash Sharma, Retrival Process in Cloud Computing: An Assessment.
Faas [Online], Available: https://www.esds.co.in/blog/cloud-computing-types-cloud/#sthash.9AkR Yn4x.dpbs
Types of cloud services [Online], Available: https://www.esds.co.in/blog/cloud-computing-types-
cloud/#sthash.9AkR Yn4x.dpbs
Data retrieval of cloud computing [Online], Available: https://www.ijser.org/paper/A-CRM-Based-
Cryptography-Service-for-Ensuring-Security-in-Cloud-Computing.html
Life Cycle and management of key [Online], Available: https://www.ijser.org/paper/Secure-Cloud-
Computing-Using-Encryption-and-Decryption-Method.html
AWS Hardware Security Module [Online], Available: https://aws.amazon.com/blogs/aws/aws-cloud-hsm-
secure-key-storage-and-cryptographic-operations/
Data Encryption Standard [Online], Available: https://www.geeksforgeeks.org/simplified-international-data-
encryption-algorithm-idea/
Advanced Encryption Standard [Online], Available: https://www.geeksforgeeks.org/simplified-international-
data-encryption-algorithm-idea/
International Data Encryption Algorithm [Online], Available: https://www.geeksforgeeks.org/simplified-
international-data-encryption-algorithm-idea/
Blowfish Algorithm [Online], Available: https://www.geeksforgeeks.org/blowfish-algorithm-with-examples/
Rivest, Shamir and Adelmann Algorithm [Online], Available: https://www.tutorialspoint.com/
cryptography with python/cryptography with python understanding rsa algorithm.htm
Digital Signature Algorithm [Online], Available: https://www.tutorialspoint.com/cryptography/cryptography
_digital_signatures.htm

Copyright to IJARSCT DOI: 10.48175/568 543
www.ijarsct.co.in



