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Abstract: With the development of big data and cloud computing, more and more enterprises prefer to 

store their data in cloud and share the data among their authorized employees efficiently and securely. So 

far, many different data sharing schemes in different fields have been proposed. However, sharing sensitive 

data in cloud still faces some challenges such as achieving data privacy and lightweight operations at 

resource constrained mobile terminals. Furthermore, most data sharing schemes have no integrity 

verification mechanism, which would result in wrong computation results for users. To solve the problems, 

we propose an efficient and secure data sharing scheme for mobile devices in cloud computing. Firstly, the 

scheme guarantees security and authorized access of shared sensitive data. Secondly, the scheme realizes 

efficient integrity verification before users share the data to avoid incorrect computation. 
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