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Abstract: An intrusion detection system (IDS) is software that monitors a single or a network of 

computers for hostile behaviours such as data theft, censorship, or network protocol corruption. The 

majority of intrusion detection techniques used today is incapable of dealing with the dynamic and 

complicated nature of cyber-attacks on computer networks. Despite the fact that effective adaptive 

methods, such as various Deep learning algorithms, can result in higher detection rates, lower false 

alarm rates, and cheaper computing and communication costs. Data mining can result in frequent 

pattern mining, classification, clustering, and micro data streams when used correctly. This proposal 

proposes an enhanced technique for intrusion detection based on data mining and deep learning. The 

two types of intrusion detection systems are host-based IDS and network-based IDS. Network based 

IDS is utilised in this proposal to safeguard the computer network and its resources from harmful 

attacks. Papers representing each approach were located, reviewed, and summarised based on the 

number of citations or the relevance of a developing method. Well-known cyber data sets are employed 

in Deep learning and data mining because data is so vital in these approaches. 
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