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Abstract: Phishing attacks continue to pose a major threat for computer system defenders, often forming the 

first step in a multi-stage attack. There have been great strides made in phishing detection; however, some 

phishing emails appear to pass through filters by making simple structural and semantic changes to the 

messages. In this paper, a Phishing and Spam Content Detection System is proposed that deals with the data 

uncertainty to which we are applying the SVM and NLP algorithm. There have been great strides made in 

phishing detection; however, some phishing URLs appear to pass through filters by making simple structural 

and semantic changes to the spellings. The phishing problem is big and there does not exist only one solution 

to reduce all susceptibilities effectively, thus multiple techniques are implemented. We can reduce the threat 

of phishing by analyzing various features of URL, then by checking the legitimacy of the website by knowing 

where the website is being hosted and who is managing it, another approach is to check visual appearance 

to analyze the genuineness of the website. The next step is to make sure the content on the analyzed website 

is spam or not. By using Natural Language Processing we process the content present on the website and 

determine whether it is spam or not. We make use of Machine Learning techniques and algorithms for the 

evaluation of these different features of URLs and websites. Using different approaches can improve the 

accuracy and enhance the system, thus helping better detect and prevent these threats. 
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