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Abstract: Bots have made an impact on a variety of social media platforms. Twitter has been hit particularly
hard, with bots accounting for a sizable amount of its user base. These bots have been used for nefarious
purposes like distributing fake information about politicians and increasing celebrities’ perceived popularity.
These bots have the ability to alter the outcomes of standard social media analysis. Malicious social bots
have also been employed to spread incorrect information (for example, emailing fraudulent urls), which can
have real-world effects. To detect such hostile behaviors, the suggested systems employ machine learning
methods such as Naive Bayes and RF.

Keywords: Malicious Detection, Naive Bayes and Random Forest (RF), URL

[1].
2]-

13].
[4].

5].

[6].

[71.

[8].

9].

REFERENCES
Sneha Kudugunta, Emilio Ferrara,* Deep Neural Networks For Bot Detection ”,IEEE 2018
Mohammed Fadhil And , Peter Andras,” Using Supervised Machine Learning Algorithms To Detect Suspicious
Urls In Online Social Networks”, IEEE 2021
Xia Liu, “ A Big Data Approach To Examining Social Bots On Twitter”, IEEE 2019
Sylvio Barbon Jr, Gabriel F. C. Campos,” Detection Of Human, Legitimate Bot, And Malicious Bot In Online
Social Networks Based On Wavelets , IEEE 2018
Greeshma Lingam, Rashmi Ranjan Rout And Dvin Somayajulu,“ Detection Of Social Botnet Using A Trust Model
Based On Spam Content In Twitter Network”,, IEEE 2018
Chongzhen Zhang, Yanli Chen, YangMeng ,*“ A Novel Framework Design of Network Intrusion Detection Based
on Machine Learning Techniques ”, IEEE 2021
Linhao Luo, Xiaofeng Zhang, Xiaofei Yang and Weihuang Yang, “Deepbot: A Deep Neural Network based
approach for Detecting Twitter Bots”, IEEE 2020
Peining Shi,Zhiyong Zhang, “Detecting Malicious Social Bots Based on Clickstream Sequences”, IEEE Access
2019
Heng Ping , Sujuan Qin,” A Social Bots Detection Model Based on Deep Learning Algorithm 7, IEEE 2018

Copyright to IJARSCT DOI: 10.48175/IJARSCT-3642 226
www.ijarsct.co.in



