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Abstract: The criminals, who want to obtain sensitive data, first create unauthorized replicas of a real

website and e-mail. The e-mail will be created using logos and slogans of a legitimate company. The nature
of website creation is one of the reasons that the Internet has grown so rapidly as a communication medium.
Phisher then send the "spoofed" e-mails to as many people as possible in an attempt to lure them into the
scheme. When these e-mails are opened or when a link in the mail is clicked, the consumers are redirected to
a spoofed website, appearing to be from the legitimate entity. We discuss the methods used for detection of

phishing Web sites based on url importance properties.
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