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Abstract: Fraudulent transactions are very common problem in banking systems internationally, accounting
for 85.1 trillion dollars every year. Many financial institutions are facing the common problem of being
targeted by transactions of fraudulent nature and its becoming more and more obvious that advanced
technology, such as Machine Learning (ML) is needed to counter such acts. Machine learning is the most
effective technique against these complex bank frauds when approaches relying on fragmented and siloed
data, rules-based approaches or traditional point-solutions are not only costly but also not as effective as
needed. Complex algorithms powered by ML can be used to reduce manual investigations in Financial
Institutions. Volume of these transactions is huge, lots of current solutions do not focus on big data the
proposed model will work on big data with the help of ‘Apache Spark’ using latest machine learning
technology. The proposed model will try to find pattern in given data set and flag the transaction as fraudulent
or not with probability score and then banking system can decide further course of action. We are also going
to include different machine learning algorithms used to detect fraudulent transactions and provide a
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comparative study between those algorithms to show which is more effective.
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