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Abstract: Security is one of the most complex features of Internet and Network applications. Symmetric key
algorithms are a typically efficient and fast cryptographic system, so it has significant applications across
many domains. Cryptosystems based on symmetric key methods, as well as other forms of security, are
excellent for an ad hoc wireless network with limited computational resources. We introduce the concept of
selective encryption in the context of data protection strategies. To begin, we look at the notion of selective
encryption and present a symmetric key-based selective message data encryption algorithm. This paper
performs comparative study of three algorithm: Full Encryption, Toss-a-coin selective encryption algorithm
and Selective Data Message encryption algorithm considering certain parameters such as Delay, Energy,
Packet Delivery Ratio and Throughput. Only the entrusted receiver can decipher the ciphertext, and other
unauthorised nodes are unaware of the entire communication, thanks to probabilistic algorithms that
introduce adequate uncertainty into the encryption process. In addition, we also use additional security
mechanisms to enhance the safety of our proposed system. We show that selected algorithms can indeed
improve the efficiency of message encryption as a consequence of our comprehensive simulation studies
utilising the NS2 simulator.
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