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Abstract: The growth of media has led to more cyberbullying, which can really affect user’s mental
health. Current ways to moderate content mostly rely on users reporting bad behaviour or using simple
keyword filters. However these methods often don't work well because they can't understand the context
of a conversation or keep up with slang terms and they're not effective in real-time.

This paper introduces Bully Track, an Android system that aims to stop cyberbullying before it happens.
Bully Track uses Natural Language Processing and Machine Learning techniques to spot bullying and
inappropriate messages. The system also has image moderation capabilities that prevent images from
being sent.

Bully Track also focuses on keeping users conversations secure. The system has end-to-end encryption.
Prevents users from taking screenshots or screen recordings within the application. Test results show
that Bully Track can effectively identify forms of cyberbullying while keeping conversations private and
secure.

This paper shows that combining Al-based moderation techniques with security features can help create
secure online communication platforms, like Bully Track.
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