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Abstract: Cyber threats have become increasingly sophisticated, with attackers continuously exploiting
vulnerabilities in online systems. Understanding their behaviour and attack patterns is vital for designing
proactive defense strategies. This research focuses on analyzing attacker behaviour through a medium-
interaction honeypot named Cowrie, which emulates vulnerable SSH and Telnet services to attract
attackers. The honeypot captures comprehensive logs of login attempts, executed commands, and session
data. These logs are then processed through a Python-based log analyzer that extracts meaningful
insights, such as the frequency of attacks, commonly used credentials, and origin IPs. The system is
containerized using Docker for isolation and tested using Hydra, a brute-force tool from Kali Linux, to
simulate attacks safely. Visualization tools like Matplotlib and Pandas are used to identify temporal and
behavioural attack trends. The findings highlight how honeypots can effectively collect threat intelligence
and aid in the development of adaptive cybersecurity systems.
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